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The entanglement of law and media in contemporary India can 
be traced to the British colonial government’s apprehension that 
media and communication infrastructures could lead to criticism of 
its authority and an undermining of existing racial, religious and 
caste-based hierarchies. Thus, laws were introduced to regulate 
telegraphs in the late 19th century, the Indian press from the late 
19th century onwards, and wireless, radio and cinema in the early 
20th century. In relation to the press in colonial India, this involved 
a range of techniques such as introducing a system of licensing, 
registration, security deposits and threats of forfeiture that were 
aimed at regulating the emerging nationalist and vernacular press 
(Dhavan 2009, 89).

As organised political opposition to British rule gained momen-
tum in the late 19th and early 20th centuries, the legal control of 
media went in tandem with the institution of criminal offences that 
were aimed at containing threats to public order. These included 
Section 124A of the Indian Penal Code, which transposed the law 
of sedition from British common law into the codes of colonial law 
in India. The circumstances of the codification of the law in India 
were different from those in England. Far from being a demand to 
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democratise the law and make it easier to access, codification was 
part of a process of experimentation in the colony that took the form 
of a technocratic endeavour meant to regulate native practices and 
social relations through rules and categories that would enable the 
British to govern and rule India (Dasgupta 2014, 232). Anti-colonial 
political and cultural movements in India responded to these restric-
tions in creative ways, resorting to the use of indigenous motifs and 
mythical allegories in popular media such as chromolithographs 
(colour images printed from multiple stone blocks; Pinney 2009). 
The anthropologist and art historian Christopher Pinney (2009) has 
termed this process iatrogenics, a reflexive process in which develop-
ments in media lead to the enactment of laws, and the enactment of 
laws leads to developments in the use of media.

Another example of how iatrogenics worked in the colonial 
period is the controversy over Rangeela Rasool, a booklet designed 
as a satire on the domestic life of the prophet, that gained wide-
spread attention after it was commented on by Gandhi in Young 
India and through the emerging Urdu print media in Punjab. The 
Urdu print media was owned by Muslims community who were 
part of community networks whose beliefs were rooted in an idea 
of community identity based on the public display of emotion and 
sentiment (Gilmartin 1991). The controversy around Rangeela 
Rasool, after a protracted legal battle in Punjab, led to the Central 
Legislative Assembly (the lower chamber of the legislature of 
British India). amending the Indian Penal Code and enacting 
Section 295A, a law that explicitly criminalised ‘outraging the 
religious feelings’ of a class of people. Section 295A was made appli-
cable to print and other forms of media, a departure from existing 
laws proscribing insults to religion in the Indian Penal Code. The 
enactment of this law, in turn, has led to more strident claims of 
being outraged, with the legal process pushing litigants to make 
claims that are more likely to win in court (Ahmed 2009).

The post-independence period in India was marked by concerns 
such as economic development and national unity. Indian policy-
makers approached the media as an extension of these concerns, 
aiming to use it to help transform a post-colonial society through 
a planned economy. The state-owned media, including All India 
Radio; the national broadcaster, Doordarshan; and the Films 



3introduction

Division, short film and newsreel unit, were seen as vehicles for 
this transformation (Athique 2018).

Media infrastructures in post-independence India were 
relatively advanced, with a thriving film and publishing industry. 
Nevertheless, government media policy was constrained by the 
massive task of addressing economic and social inequality, inter-
nal armed rebellion and the aftermath of the horrific violence of 
Partition (Athique 2018, 5–7). As Sandipto Dasgupta has pointed 
out, this period of Indian constitutionalism was marked by an 
impetus to make the Indian constitutional order stable and viable 
and involved a massive expansion of executive power and adminis-
trative bureaucracy that were put in place to execute the transfor-
mative agenda of the post-independence government (2014, 238). 
The transformative agenda of the government was planned as a 
gradual and measured process within the constitutional framework 
that did not have space for demands for radical change (Dasgupta 
2014, 238).

It is within this context that one must understand one of the 
first flashpoints in the fields of law and media when the interim 
government dominated by the Congress Party and headed by 
Prime Minister Jawaharlal Nehru initiated the Constitution (First 
Amendment) Act, 1951, or the First Amendment to the Indian 
Constitution, which became the basis of the legal regulation of the 
Indian media based on public order. The First Amendment involved 
changes to the law that affected three main areas: restrictions on 
freedom of speech, protection of land reform policy and the policy 
of affirmative action (Menon 2004). Changes to laws related to 
land reform and affirmative action were key parts of the interim 
government’s agenda of social transformation (Menon 2004). 
Changes to Article 19(1)(a), which guarantees freedom of speech 
and expression, proved to be the most controversial, drawing the 
ire of members of various political hues in the interim Parliament 
at the time these changes were made (Burra 2018; Narrain 2021; 
Sethi 2019, 200–232; Singh 2020).

Part of the reason for these changes arose from pro-Communist 
and left-leaning reportage in the print media, which criticised 
Nehru’s government for cracking down on a left-wing rebellion in 
Telangana and its violation of civil liberties. The Nehru government 
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was equally concerned with the reportage of Partition-related vio-
lence in East Bengal (now Bangladesh) by the Hindu right-wing-
affiliated media at the time (Burra 2016, 2018). The impetus for 
restricting the coverage of the press on these issues fits in with 
the view that the post-independence government’s agenda of social 
transformation was designed with the view that such changes were 
to be made within a strictly constitutional order (Dasgupta 2014). 
Under this vision of social transformation, both left-wing and 
right-wing views that were seen as threats to public order would 
be restricted.

The amendments to the freedom of speech and expression 
provisions suggested by the Nehru government were a direct 
result of the Indian Supreme Court striking down laws for main-
taining public order used by state governments to proscribe the 
Communist Party of India-linked publication Cross Roads1 and 
the Rashtriya Swayamsevak Sangh (RSS) mouthpiece Organiser.2 
The First Amendment introduced the concept of ‘public order’ 
into the limitations placed on the right to freedom of speech and 
expression. However, in response to criticism in Parliament, the 
First Amendment also required that such restrictions on speech 
were ‘reasonable’. This has allowed Indian courts the leeway to 
adjudicate whether government restrictions on speech are justi-
fied and legal (Liang 2016).3 Despite the power to strike down laws 
curtailing speech, appellate Indian courts have routinely rejected 
constitutional challenges to speech-restrictive laws on the grounds 
of protecting public order (Bhatia 2016).

While Article 19(1)(a) of the Constitution guarantees the 
freedom of speech and expression without any specific mention of 
the institution of the media, this provision has been interpreted 
subsequently by the Supreme Court to include the guarantee of 
freedom of the press and other forms of media. This came about 
through a series of cases, including Sakal Papers,4 Bennett Coleman 

1 Romesh Thappar v. the State of Madras, AiR 1950 sC 124.
2 Brij Bhushan v. The State of Delhi, AiR 1950 sC 129.
3 P. K. tripathi (1972), in his sharp critique of the first Amendment written three years 
after it was passed, has argued that the addition of the term ‘reasonable’ did not give 
the judiciary any powers that they did not already have. 
4 Sakal Papers (P) Ltd. & Ors. v. Union of India, AiR 1962 sC 305.
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and Company Ltd5 and Indian Express Newspapers,6 in which 
the Indian government’s attempts to address the question of the 
dominance of leading newspapers in the industry through licensing 
measures imposing restrictions on the consumption of newsprint, 
restricting the number of pages newspapers could print, and dif-
ferentiating duties imposed on the price of newsprint on the basis 
of the size of the circulation of newspapers were struck down by 
the Supreme Court as violating the right to freedom of speech and 
expression (Kumar 2016).

The tension between the law and the media was especially 
pronounced during the Indira Gandhi government’s imposed 
national Emergency in 1975–1977, a period in which the media 
was subject to wide-ranging restrictions, including the arrest 
and detention of journalists, forfeiture of presses, cancellation 
of the certification of registration of newspapers and periodicals, 
the withdrawal of accreditation facilities for journalists and the 
cutting off of government advertisements to newspapers and peri-
odicals (Government of India 1977). The government’s curbing of 
the independence of the media was part of a broader, sustained 
authoritarian attack on the fundamental rights and freedoms 
of Indians during this period. Faced with the task of protecting 
Indian democracy, the Supreme Court failed in its duty to inter-
vene and perform its role as an effective check on executive and 
legislative powers. The Supreme Court reached its lowest point 
in the infamous Additional District Magistrate Jabalpur (Habeus 
Corpus) case,7 in which it justified the suspension of judicial rem-
edies for the unlawful detention of political prisoners during the 
Emergency, thus leaving the right to life and liberty of individuals 
to the mercy of the state.

With the end of the Emergency, the Janata coalition govern-
ment that came to power set about enquiring into the excesses of 
the period, including documenting how the media was controlled 

5 Bennett and Coleman & Ors. v. Union of India & Ors., AiR 1973 sC 106.
6 Indian Express Newspapers (Bombay) Pvt Ltd and Others v. Union of India, AiR 1986 
sC 515.
7 Additional District Magistrate, Jabalpur v. Shivkant Shukla, AiR 1976 sC 1207. Justice 
H. R. Khanna’s spirited dissent in the AdM Jabalpur case led to his supersession to the 
post of Chief Justice of the supreme Court.
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during the Emergency.8 The Janata government published a white 
paper on the misuse of mass media in this period, which provided a 
detailed account of the excesses of the Emergency regime in relation 
to the media (Government of India 1977). A key new legal form of 
the post-Emergency period was the public interest litigation (PIL). 
The Supreme Court has utilised PIL to address issues of margin-
alisation and deprivation through litigation that was filed on these 
issues by activists and journalists (Baxi 1985; Ramanathan 2014). 
Many of these issues were highlighted by investigative reports in 
the print media.

PILs enable appellate courts in India to take up cases with-
out being hindered by procedural limitations such as the locus 
or standing of the petitioner. The history of PIL is an example of 
the way law and media shape each other. In early PIL history, 
the Supreme Court took up cases of rights violations reported 
in the print media, and PIL reportage became the staple diet of 
newspapers and the broadcast media. The relationship between 
the media and the law in PIL jurisdiction, although framed as 
collaborative, became a tussle where the Supreme Court sought to 
stamp its authority over the litigation. For instance, in one of the 
most prominent PILs filed in 1988 by the journalist Sheela Barse9 
that related to the issue of children in custodial institutions, the 
petitioner Barse sought to withdraw her petition, citing issues 
with the court’s ability to enforce its orders. The Supreme Court 
refused her permission to withdraw the petition and deleted her 
from the list of petitioners, thus taking control of the matter ‘in 
public interest’ (Ramanathan 2014). Even as questions began to 
be raised on whether the Supreme Court and high courts were 
overreaching their jurisdiction and short-circuiting established 
legal procedures ‘in the interests of justice’, the Supreme Court’s 
international reputation as an activist court grew with public-
ity over its innovative approach and effort to seriously address 
rights violations of marginalised sections of society (Baxi 1985; 
Sathe 2001).

8 the Justice A. C. shah Commission of enquiry, established by the Janata government 
in 1977, in its report, has provided a detailed account of the excesses of the emergency 
regime in relation to the media. 
9 Sheela Barse v. Union of India, (1988) 4 sCC 226.
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As recent scholarship in this area shows, the legacy of PILs 
is contested. Legal scholars have criticised PILs as an instrument 
through which the Supreme Court and state high courts began to 
transgress into the domain of the executive and the legislature, into 
areas that required technical expertise, often leading to disastrous 
consequences and rights violations (Bhuwania 2017; Suresh and 
Narrain 2014). Even today, media reportage and legal writing 
in India are dominated by judgments of the Supreme Court and 
state high courts, especially those relating to PILs. In this process, 
appellate court judges, through their judgments and observations, 
speak to a public that goes far beyond the courtroom through the 
media. The interrelationship between law and media was thus a 
key part of the transformation that took place in the relationship 
between the judiciary, executive and legislature, which explains 
the prominent role that the judiciary has played in what we would 
ordinarily regard as the domain of policy.

The post-Emergency political phase in India witnessed impor-
tant transformations in the media economy, such as the entry of 
television into the country, including video, cable and satellite 
television, and the end of government monopoly in the media sector. 
These changes in the political economy of the media led to a shift 
from a focus on the rights of the speaker to the rights of the audi-
ence to receive information in legal doctrine.

In 1994, the Supreme Court in the Cricket Association of 
Bengal case was faced with a dispute between a private broad-
caster, the state-run public broadcaster, Doordarshan, and a state 
cricket association over the question of broadcasting rights to the 
Hero Cup, a tri-nation cricket match that millions of viewers in 
India were keenly following. The Cricket Association of Bengal 
sold the broadcasting rights to the tournament to a private com-
pany, Trans World International, which led to the state-owned 
telecommunications network, Videsh Sanchar Nigam Ltd, refusing 
permission to Trans World International to uplink its transmission 
(Rajadhyaksha 1999). The Supreme Court, in a landmark decision, 
held that airwaves were public property and that the public inter-
est would override the contractual agreement.10 The idea of ‘public 

10 Secretary, Ministry of Information and Broadcasting, Government of India & Ors v. 
Cricket Association of Bengal and Ors, (1995) 2 sCC 161.
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interest’ that the court relied on in this case was tied to the rights 
of the audience to receive information.

The Supreme Court’s Cricket Association of Bengal decision set 
a precedent for cases where the public broadcaster cannot be denied 
the right to broadcast important sporting events and the Indian 
public cannot be denied the right to access such information.11 The 
court, in its decision, warned against a monopoly either by the state 
broadcaster or by a few private broadcasters, and recommended 
that the Indian government establish an independent broadcasting 
regulatory authority.12 Following the Supreme Court’s decision, 
there have been multiple attempts to institute an independent 
broadcasting authority with the power to regulate this sector, 
but so far these efforts have not resulted in a law (Joseph 2007). 
After 2004, aspects of broadcasting not directly related to content 
continued to be governed by the Telecom Regulatory Authority of 
India, instituted in 1997.13

The 1990s and 2000s have been a period that has been 
marked by an increasing attempt to target critical and dissent-
ing content included in the media by political groups that have 
mobilised claims of hurt sentiment to stage public protests against 
artists, authors and intellectuals. Raminder Kaur and William 
Mazzarella have termed this phenomenon ‘profitable provocation’, 
where groups have staged protests in front of the media and filed 
criminal charges against content that has allegedly hurt their 
sentiments, thus providing them publicity while also effectively 
using the threat of crowd violence, extended litigation and the 
threat of arrest to enforce their demands (Mazzarella and Kaur 
2012). The filing of multiple criminal cases by individuals associ-
ated with Hindu nationalist political parties and affiliated groups 
against the renowned artist M. F. Husain for his painting depict-
ing Bharat Mata (the depiction of India in the figure of a goddess; 

11 ibid.
12 ibid. this legal principle was reiterated in the Sports Broadcasting Signals (Mandatory 
Sharing with Prasar Bharati) Act, 2007.
13 Recent scholarship on the history of the regulation of broadcasting in india has 
described the state’s relationship with this sector as one of both ‘strategic intent’, drawing 
on a range of formal instruments but mostly executive measures, as well as ‘considered 
silences’. the government allowed for the growth of the cable and satellite television 
industries by avoiding the formulation of coherent laws and regulations and by setting 
a low bar for licensing requirements (Parthasarathi 2018).
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Dhavan 2008) and by those associated with the Tamil Nadu-based 
Paattali Makkal Katchi party against the actress Khushboo for 
making a statement about Tamil women having premarital sex, 
were examples of this.14

Responding to these developments, the Supreme Court, in 
1989, laid down the standards by which such speech and media 
content should be judged in a case where it was considering the 
right to exhibit the film Oru Oru Gramathile, which criticised 
the Tamil Nadu government’s caste-based reservation policy. The 
Tamil Nadu government had challenged the decision of the Censor 
Board to allow the film to be screened under a ‘U’ certification (fit 
for unrestricted public exhibition), arguing that the film’s contents 
could lead to crowd violence and a breakdown of law and order. The 
Supreme Court, while upholding the right of the film producer to 
exhibit the film, affirmed and reiterated the legal principle that 
‘the standard applied by the (Censor) Board or courts for judging 
the film should be that of an ordinary man of common sense and 
prudence and not that of an out of the ordinary or hypersensitive 
man’.15 The court also held that in drawing the link between the 
impact of the film on public order, the ‘anticipated danger should 
not be remote, conjectural or far fetched’ and ‘should be intrinsi-
cally dangerous to the public interest’.16 This sets a high bar for the 
government to justify restrictions on speech based on a perceived 
threat of crowd violence or a breakdown of public order. However, 
the court’s record has been uneven in this regard, as in some cases 
it has bowed to the threat of crowd violence to restrict the freedom 
of artists and authors.17

The advent of the Internet in India in the mid-1990s, with 
its specific material and infrastructural dimensions, raised fresh 
regulatory questions. Efforts to regulate the Internet in India 

14 in both these cases, the appellate courts ultimately intervened to protect the freedom 
of speech and expression of the artists, but the records of the courts have been uneven 
in this respect (see Bhatia 2016).
15 S. Rangarajan & Ors v. P. Jagjivan Ram (1989) 2 sCC 574.
16 ibid.
17 see, for example, the supreme Court’s decision in the Baragur Ramachandrappa case, 
where the courts asked the author to delete the controversial parts of his book, a work 
of historical fiction, in response to protests against the book for portraying one of the 
characters, who is revered by members of the Lingayat community, as being born out of 
wedlock. Baragur Ramachandrappa and Ors v. State of Karnataka and Anr, 1998 CriLJ 
3639; Sri Baragur Ramachandrappa & Ors v. State of Karnataka & Ors (2007) 5 sCC 11.
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began in earnest in 2000 with the enactment of the Information 
Technology (IT) Act and the rules that followed. These have been 
amended from time to time. One of the most important amend-
ments in 2008 was legislated in the wake of a controversy that 
involved a complex web of legal, ethical and media-related issues. 
In 2004, two 17-year-old students of the Delhi Public School found 
themselves in the middle of a national controversy that became 
popularly known as the Delhi Public School multimedia messaging 
service (MMS) episode. The controversy centred around a video 
of a private sexual act between a couple, which was circulated 
without the consent of the girl involved. The video was uploaded 
by a third party onto Bazee.com, a commercial website. Bazee.com, 
on receiving complaints related to the contents of the video, took it 
down. However, the managing director of Bazee.com, Avnish Bajaj, 
was among those prosecuted under the IT Act for being criminally 
responsible and faced a jail term.

The prosecution of Bazee.com led to shockwaves in the Internet 
industry, which lobbied for the law to be changed to provide a 
safe harbour provision to protect Internet intermediaries from 
such prosecutions. Eventually, the Delhi High Court quashed 
the charges against Avnish Bajaj18 and the central government 
amended the IT Act to include Section 79 of the Act to include a 
‘safe harbour provision’ to protect Internet intermediaries. The 
validity of the safe harbour provision was upheld in the Supreme 
Court’s 2015 Shreya Singhal decision.19

The Supreme Court addresses the question of the relationship 
between law and the media in its decision in the Shreya Singhal case 
by discussing whether a change in media infrastructures, such as 
the advent of online intermediaries and content, would mean that 
the legal standards that have evolved around the right to freedom 
of speech and expression under Article 19(1)(a) and its limitations 
under Article 19(2), including the ability to restrict speech based 
on public order, would be modified accordingly. The court, while 
acknowledging that the online medium is different in that it involves 

18 Avnish Bajaj v. State (NCT) of Delhi (2005) 116 dLt 427; (2005) 79 dRJ 576 (see Chinmayi 
2014).
19 Shreya Singhal & Ors. v. Union of India & Ors, AiR 2015 sC 1523. see Chapter 4 by 
Apar Gupta of this volume.



11introduction

large volumes of content and the possibility of anonymity for speakers 
is still bound by the court’s free speech doctrine. The court, while 
addressing the constitutionality of Section 66A, one of the provisions 
of the law that was challenged for its overbroad framing and capacity 
for arbitrary use, laid down three legal categories that would allow it 
to sort out what kind of content (online) was legal and what was not. 
These categories—‘discussion’ and ‘advocacy’ (which are legal) and 
‘incitement’ (which is illegal)—have added an important dimension 
to the court’s jurisprudence in relation to public order.

This distinction between ‘incitement’, which is illegal, and 
‘advocacy’ and ‘discussion’, which are forms of legitimate speech, 
has come under strain in the context of heightened governmental 
repression. The bid to undermine free and critical speech has been 
supplemented by the viral circulation of manipulated media and 
sensationalist trials by the media. The Jawaharlal Nehru University 
case is salient here. The circulation of a video of students allegedly 
shouting slogans charged with threatening the unity and sover-
eignty of the country, the mainstream broadcast media’s vilification 
of the students on the basis of video material whose veracity is 
suspect, has brought to the fore questions about the relationship 
between incitement, fake news and the forensic scrutiny of the 
evidentiary claims of media technology (Narrain and Seshu 2016).

Media scholars commenting on these developments point to 
the infrastructural power of contemporary media and media forms, 
whose capacity to mobilise crowds is akin to creating ‘electrical 
bursts of energy, generating new multiplications and agglomera-
tions’ (Sundaram 2020, 738). Affordable smartphones supported 
by the business strategies of telecom companies such as Mukesh 
Ambani-owned Reliance Jio are key here, resulting in a massive 
expansion in Internet access and viral circulation (Bhat 2020).

The impact of contemporary media infrastructures on the 
relationship between law and the media is the focus of the first 
part of this volume. 

PArt i: LAw And mediA infrAstruCtures
The question of whether the specific characteristics of the media 
should impact the legal standards that the courts have evolved 
in relation to free speech, public order and other reasonable 
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restrictions provided under the Indian Constitution Supreme 
Court is not new. The Indian Supreme Court, in its judgment in 
the K. A. Abbas case,20 related to a petition filed by the well-known 
progressive Bollywood director, K. A. Abbas, against the system 
of pre-certification of cinema films by the Central Board of Film 
Certification, justified the pre-censorship of a film by arguing that 
film had to be treated differently from other forms of art and expres-
sion. In the words of the court, ‘The art of the cameraman, with 
trick photography, vista vision and three-dimensional representa-
tion thrown in, has made the cinema picture more true to life than 
even the theatre or, indeed, any other form of representative art.’21

Implicit in the legal categorisation of the medium of film and its 
affective dimensions is the law’s relationship to the infrastructure 
of film, the physical architecture, spacing, crowds, dimensions of 
the screen, pricing and the atmospherics that are unique to watch-
ing a film in a cinema. The anthropologist Brian Larkin defines 
infrastructures as ‘built networks that facilitate the flow of goods, 
people or ideas and allow for their exchange over space’ (2013, 
328). For him, ‘infrastructures literally provide the undergirding 
for modern societies and generate the ambient environment of 
everyday life’ (Larkin 2013, 328). The relationship between law and 
media infrastructures in the Indian context is further complicated 
by their aesthetic and affective resonances in public culture (think 
big dams, Delhi metro and smartphones), media convergences 
(Punathambekar and Mohan 2019, 13) and the movement of arte-
facts, ideas and discourses across media platforms (Punathambekar 
and Mohan 2019, 18).

The emergence of video in India in the 1980s is an example 
of the interface between legal developments and specific aspects 
of media infrastructure in contemporary India. The legal scholar, 
Mayur Suresh, in an essay on the emergence of video parlours in 
India, has argued that the emergence of video, piggybacking on the 
spread of television, led to the emergence of venues to view films 
that did not depend on a mass audience or projection technologies 
and only required a television set and VCR (2007).

20 K. A. Abbas v. Union of India & Ors, AiR 1971 sC 481.
21 ibid.
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Suresh’s essay reveals how the shift to video propelled several 
forms of media practices. These included new networks of borrowing, 
such as renting a video cassette for a day; groups of people renting 
a video cassette and watching films for an entire night; the emer-
gence of the video parlour as a point of exhibition; the availability 
and circulation of pornography and adult films; and the emergence 
of video piracy (Suresh 2007). Suresh’s essay reiterates the work of 
scholars such as Lucas Hildebrand, who point out that the emer-
gence of videotape in the US changed not only what we could watch 
but also when and where we could watch it (Hilderbrand 2009, 97).

In Chapter 1 of this volume, Ishita Tiwary explores the emer-
gence of the legal category of ‘video films’ in India in the 1980s, 
through a careful reading of the debates around the material dis-
tinction between celluloid and video, and arguments for different 
legislation and the delineation of rights for these as distinct media 
objects with different viewing conditions. Tiwary has tracked how 
‘video films’ elicited moral panic based on the porous boundaries 
between legality and illegality made possible by piracy and the dif-
ficulties in regulating the medium. In Tiwary’s account, video has 
emerged as a distinct legal object through the interplay between 
moral panic, anxieties in the film industry about video piracy and 
petitions by video filmmakers and exhibitors that video should not 
be subject to regulations formulated for cinema.

In the contemporary context, the production, consumption and 
circulation of online videos on YouTube, an infrastructure that has 
to be understood in the context of the networked digital domain, 
has led to a reconfiguration of the relationship between law and the 
media. Silpa Mukherjee, in her chapter in this volume, situates music 
videos in the context of online archives such as YouTube and virality 
and obscenity debates in India. Mukherjee has analysed the complex 
relationship between gendered tropes of the body, media infrastruc-
tures and the law, highlighting the juridical regulation of the body 
and the emergence of new standards of censorship. She has argued 
that the co-existence of older films alongside digitally remastered 
copies and memes provokes us to think about new categories of cen-
sorship and authorship within a networked digital domain.

Mukherjee has used the example of moral anxieties around ‘the 
item number’ in Bollywood cinema, which are usually standalone 
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songs that are used to promote these films. Citing the massive 
popularity of item numbers on YouTube, she has argued that the 
relationship between law and the media and older forms of censor-
ship are transformed within the infrastructural context of YouTube. 
This infrastructural context includes the algorithms of web applica-
tions, the prevalence of hacker culture, regulations for uploading 
content that is very different from applying for a censor certificate 
for the exhibition of films or guidelines on television to exhibit 
content and user interaction with the new medium; the latter has 
generated new forms of content, such as remixes and photoshopped 
versions of the original. The speed and reach of such content are 
linked to the potential for it to go viral on the Internet, which is 
a specific infrastructural condition that does not fit well within 
traditional legal understandings of regulating content framed in a 
very different infrastructural context.

The law’s struggle to contend with the new economies of 
circulation and Internet virality is the focus of Bishakha Datta’s 
chapter. Datta has focused on how the Indian criminal law, dating 
back to archaic British colonial laws, struggles to engage with the 
contemporary realm of sexual expression, as dramatised by the 
circulation of videos of sexual acts. She describes how the criminal 
law struggles with differentiating between consensual and non-
consensual sexual acts, exemplified by the response of lawmakers to 
the Delhi Public School MMS scandal. Datta points to the example 
of the circulation of ‘rape videos’ to show how the media economies 
and infrastructures enable the shooting and circulation of these 
videos, complicating discussions around rape itself, where consent 
is an issue not just in the physical act of rape, but in the shooting 
and circulation of rape videos and the manner in which these videos 
are used to blackmail victims into silence.

Apar Gupta, in his chapter, has engaged with a key moment in 
the relationship between law, media and technology in India when 
the Indian Supreme Court, in 2015, struck down Section 66A of 
the Information Technology Act, seeking to punish the transmis-
sion of information deemed offensive and dangerous as violating 
the constitutional guarantee of freedom of speech and expression. 
Gupta has examined the context, arguments and legal implications 
of this judgment, including the court’s discussion of legal standards 
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for the regulation of online speech. One has to understand that 
the distinctions made by the Supreme Court between ‘incitement’, 
‘advocacy’ and ‘discussion’ were formulated in relation to the speci-
ficities of infrastructures and affordances made possible by the 
Internet, rather than merely as an extension of its earlier legal 
doctrine. These specificities are linked to the media ecosystem in 
the contemporary period, which has enabled content to be circu-
lated, often anonymously, across vast distances and geographical 
borders almost instantaneously.

In my chapter, I address the panic generated by the threat of 
violence circulated through social media and messaging applica-
tions. I have focused on an incident in 2012, popularly termed 
‘the Northeast exodus’, which triggered pre-existing inter-group 
tensions and used it to highlight emerging questions about law, 
messaging virality and the networked public. The Indian gov-
ernment’s response to this incident was one of the first recorded 
instances of imposing limitations on bulk messages (short message 
service and MMS) in order to put a brake on the viral circulation 
of media content. In my chapter, I also discuss the limits on for-
warding messages imposed by WhatsApp in response to scrutiny 
from civil society and the government after a series of mob attacks 
between 2017 and 2019 where the messaging platform was used 
to plan and instigate attacks. These changes to the architecture 
of the platform were also designed to act as a break in the viral 
circulation of content.

In her chapter, Chinmayi Arun has argued that focusing on 
WhatsApp as the cause of incitement to violence is not justified 
as these mob attacks are the result of a wider political discourse, 
including statements by prominent ministers of the Indian 
government that have encouraged and justified such violence. 
Arun has argued that the features that have enabled WhatsApp 
to become popular, such as its end-to-end encryption, have also 
allowed for the circulation of hate speech and content that could 
lead to incitement to violence. She has raised questions about 
the pressure being applied by the Indian government on the 
platform’s encryption and privacy-related policies and the fear 
that the company may be forced to share metadata with law 
enforcement agencies in their avowed bid to identify and prosecute 
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those responsible for incitement to violence. Recent high-profile 
cases indicate that the police have been able to access and use 
end-to-end encrypted conversations on WhatsApp as evidence 
in their prosecutions, using techniques such as cloning the data 
and accessing backups that have been saved on the user’s phone 
(Dharmadhikari 2020).

Besides trying to access details of user accounts and contents 
of messages from online platforms to prosecute those responsible 
for the incitement to violence, the Indian government has also 
resorted to blocking access to the Internet entirely in response 
to public order disturbances and incitement to violence. The gov-
ernment has implemented this, through executive orders from 
district magistrates using their power to prevent public assembly 
under Section 144 of the Code of Criminal Procedure, a law that is 
routinely used during public disturbances, and through an amend-
ment to the Indian Telegraph Act, which allows for time-bound 
shutdowns of Internet and telecom services. Internet shutdowns 
have become so frequent that they are almost routine actions, 
justified as essential government measures to prevent violence 
and control a perceived threat to public order breakdown in the 
aftermath of violent incidents. In Kashmir, Internet shutdowns 
have been implemented by the central government for extended 
periods, crippling essential services, online businesses and even 
communication amongst family members. Internet shutdowns have 
become part of the arsenal of the government’s repression of civil 
liberties and demands for self-determination. Such controls on the 
flow of information have become even more pronounced in the wake 
of the abrogation of Jammu and Kashmir’s special status under 
Article 370 of the Constitution and the suspension of statehood for 
Jammu and Kashmir.

The Indian government’s attempt to control the flow of informa-
tion and curb dissenting views led to a confrontation with Twitter 
in relation to accounts that were supporting the demands of tens 
of thousands of farmers who gathered outside Delhi to protest the 
government’s farm laws. The farmers demanded that the govern-
ment scrap these laws, which they felt would adversely impact 
their livelihoods. The farmers’ protests that continued for months 
drew support not only from international celebrities but also from 
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climate change and environmental activists. On 26 January 2021, 
on the occasion of Republic Day, these protests turned violent with 
farmers breaking police barricades, prompting a massive backlash 
from the government and some sections of the public. The Indian 
government used this incident and growing international criticism 
of its protests’ handling methods to put pressure on Twitter to block 
accounts which claimed that the government was inciting violence, 
including those of well-known journalists. The government claimed 
that Twitter was obliged to block these accounts under Section 69A 
of the IT Act since they had violated Indian law. The government 
also filed sedition charges against activists and lawyers who were 
part of an international campaign to spread awareness of the issue 
and coordinate protests, claiming that this campaign was linked to 
extremist and militant Khalistani groups. After initially blocking 
a number of accounts, Twitter pushed back against the govern-
ment’s demands, unblocking a number of accounts after verifying 
their content.

Twitter’s confrontation with the Indian government was a 
marked change from Facebook’s approach. The head of Facebook’s 
India Policy team, Ankhi Das, was at the centre of a raging con-
troversy when an investigative report in The Wall Street Journal 
alleged that she had intervened in the company’s decision to go easy 
on alleged anti-Muslim posts on Facebook by members of the ruling 
Bharatiya Janata Party and its supporters (Purnell and Horwitz 
2021). Das resigned from her position after a public backlash 
against what was perceived to be undue interference on her part. 
Facebook has also faced intense scrutiny for its alleged role in hate 
speech related to mass violence against Rohingyas in Myanmar and 
ethnic tensions and violence against Muslims in Sri Lanka.

In their chapter in this volume, Sanjana Hattotuwa and 
Roshini Wickremesinhe have analysed the debate on online hate 
speech in Sri Lanka against minorities such as Muslims, Christians 
and Tamils in the context of contemporary media infrastructures, 
especially the emergence of Facebook as a dominant platform. 
Relying on a study conducted by the Centre for Policy Alternatives, 
they argue that while it is difficult to establish a direct causal 
link between online hate speech and violence against ethnic 
and religious minorities, there is a correlation between the two. 
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Hattotuwa and Wickremesinhe have pointed to anti-Muslim riots 
in Aluthgama in 2014 as an example of how online hate speech 
by groups such as the Bodu Bala Sena and Sinhala Ravaya con-
tributed to and justified the incitement of violence. The authors 
analyse the controversial attempt to control hate speech through 
legal reform, an initiative halted by civil society actors. Focusing 
on how to engage with hate speech online, they argue for the use of 
countermeasures and better techniques, tools and strategies such 
as Facebook investing more resources in monitoring hate speech 
on its platform, better digital media literacy, political parties being 
pressured to take anti-hate speech pledges, leveraging social media 
influencers to promote counter-hate speech initiatives and creating 
counter-hate speech content in vernacular languages.

Platforms such as Facebook have regulated content online 
through the rules and content moderation policies they have, 
balancing values such as giving ‘voice’ to their users with those of 
real-world harms such as incitement to violence (Kettemann and 
Schulz 2020). As the legal scholar and journalist Kate Klonick has 
argued, the range of rules and policies that platforms have created 
have led to the institution of a governance model that is different 
from that of traditional processes of law-making but uses reasoning 
and decision-making processes such as reasoning through analogy 
and tests for relevancy that are similar to judicial decision-making 
processes (Klonick 2018). As the recently published accounts of 
the reasoning behind their decisions have shown, Facebook’s 
Oversight Board, which has been instituted as an external check 
on their decision-making processes related to content moderation, 
is another example of the use of these decision-making processes 
and reasoning.

For the legal scholar Julie Cohen, dominant platforms, such as 
Facebook, have the characteristics of both highly complex informa-
tion systems and infrastructures or utilities (2017). This is especially 
true in countries like India and Sri Lanka, where platforms such as 
WhatsApp and Facebook are ubiquitous, used in a range of contexts 
from family groups to official government meetings, emergency 
services, neighbourhood associations, and by political parties to 
communicate with members, etc. Through her work on information 
systems in the platform economy, Cohen addresses the question of 
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the relationship between law and the media. She argues that rather 
than asking the question of how the law should apply to disputes over 
information, we should be examining ‘how disputes over information 
have begun to reshape the enterprise of law’ (2017, 136). This ques-
tion of how disputes over information have begun to shape the law 
in the Indian and Sri Lankan contexts is one that is addressed by 
many of the chapters in this part of the volume. As global platforms 
address these disputes that emerge in local contexts, the complex-
ity of these interactions that are steeped in the specific media and 
infrastructural histories, politics and social contexts of these regions 
becomes visible. This allows us to understand the reshaping of the 
contemporary relationship between law and the media within these 
specific infrastructural conditions.

The second part of this volume focuses on the relationship 
between law and the media in relation to forensics, evidence and 
trials.

PArt ii: evidenCe, forensiCs And triALs
The entanglement of the law and the media is especially visible 
in periodic spectacular trials that have captured the imagination 
of the public. The legal scholar Peter Goodrich has argued that 
the control and maintenance of symbolic order are integral to the 
function of law (2010). The image of the law is strictly regulated 
through long-standing rules, conventions and rituals, traces of 
which can be found in the architecture of courtrooms, the para-
phernalia of lawyers and judges, and objects such as books, files, 
murals and inscriptions (Goodrich 2010, 251). The control of 
its own image then becomes a model for the law’s regulation of 
communication and media (Goodrich 2010, 257). The law’s bid to 
control its image is evident during the trial, which is an important 
site of the media’s entanglement with the law. This entanglement 
involves a forensic apparatus to ascertain the status of evidence 
and the contemporary media context within which the scrutiny of 
such evidence takes place, highlighting the role of publicity and 
pressures on the legal process.

The ‘forensic turn’ in the 1980s was a conceptual frame devel-
oped by Thomas Keenan and Eyal Weizman. It derives from their 
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reflections on the method used to identify the remains of Josef 
Mengele, a German Schutzstaffel officer and physician who per-
formed horrific experiments in Nazi concentration camps during 
the Second World War. Imaging technology provided an important 
resource in this process. Keenan and Weizman have argued that 
forensic scrutiny of evidentiary objects is not itself objective; objects 
and forensics need to be made performative through interpretation 
for them to bear witness (2012). There are significant questions 
involved here about the authenticity of forensic objects when com-
pared to witness statements and accounts that are subject to the 
vagaries of human memory (Keenan and Weizman 2012). In the 
context of trials, there is an expanding logic whereby the forensic 
evaluation of evidence extends from the courtroom to a wider public 
arena mediated by the infrastructures and economies of contem-
porary media.

Three chapters in this part of the volume explore this terrain 
of forensics, evidence and trials through a specific, sensational case 
that captured the public imagination in India. This is the 2013 trial 
of the 13-year-old Aarushi Talwar’s parents for her murder and 
the murder of Hemraj Banjade, who worked as a live-in domestic 
helper in the Talwars’ home in Noida, a middle-class suburb of 
Delhi’s National Capital Region. Indian broadcast channels were 
drawn obsessively to the case, given that the crimes took place in 
a middle-class neighbourhood and involved a family that was from 
an upwardly mobile professional class that audiences could relate 
to. The media reportage actively solicited the prurient interest 
of viewers, dwelling on lurid details and hypotheticals, including 
the social media posts of Aarushi, rumours that the parents were 
involved in couple swapping and the ‘dark reamy recesses of the 
social’ (Ghosh 2013).

Meghna Gulzar’s Bollywood film Talvar (2015; international 
title: Guilty), which revolved around this case, is the subject of 
analysis in two of these chapters, which track public engagement 
with audiences beyond the courtroom through media circulation. 
The film uses a Rashomon-type story form, giving the audience 
three different narratives while suggesting that one of these is 
more plausible than the others. The multiple versions of events 
captured by the film reflect the instability of the forensic object 
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and structural weaknesses in the police investigation, including 
inadequate funding and forensic infrastructure, political interfer-
ence and professional negligence.

Following Keenan and Weizman, Veena Hariharan in her 
chapter has argued that evidence based on forensics is also unstable 
and mediated through courtroom rhetoric, the infrastructures of the 
forensic labs, the judge’s impression of what the forensic evidence 
points to how trustworthy it is, and the portrayal of such evidence in 
the media and popular culture, such as the film Talvar. Hariharan 
has drawn on the spectacular media trial that surrounded the 
legal trial, the media’s role in shaping public opinion on the case, 
the course of police investigation and the legal fate of the accused 
persons. Jinee Lokaneeta has focused on the investigation’s use of 
narco-analysis and its failure to engage in the legal and scientific 
discourse challenging the reliability of these methods. Lokaneeta 
has argued that the public campaign and media representation of 
this case resulted in re-legitimising discredited forensic techniques 
and police methods based on forced confessions, torture and coer-
cion. Shohini Ghosh has addressed the role of the news media in the 
Aarushi–Hemraj murder trial, and specifically the media-generated 
moral panic and mob hysteria that allowed for the compromise of 
the legal principle of reasonable doubt. Ghosh has argued that 
evidence was distorted and the process of justice was subverted in 
the trial through a deadly combination of unprofessional journal-
ism, media manipulation of public sentiment and institutionalised 
deficiencies in the criminal justice system.

The legal trial’s increasing reliance on forensic objects to 
establish an accurate version of events has in turn led to a focus 
on the technical standards and codes that constitute the forensic 
object. Questions around the authenticity, manipulability, open-
ness and credibility of forensic objects are becoming as important 
as establishing a narrative based on the content of these objects. 
For the artist and scholar Susan Schuppli, despite contestations 
over the credibility of forensic objects, these continue to play an 
important role in the overall schema of truth claims, past trajec-
tory of violations such as patterns of systematic abuse and the 
histories of documented violations and the context in which these 
objects are being interpreted. Schuppli, referring to the example of 
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a CCTV monitor from the notorious Long Kesh prison (the Maze) 
in Northern Ireland, at the heart of allegations of serious custodial 
violence, argues that even though there are no transmissions from 
the jail cameras, the electronic trace captures the ‘fixed electronic 
mediation between security camera and video monitor recall[ing] 
the inexorable monotony and regulatory control of life under deten-
tion’ (2020, 2). Schuppli situates forensic objects within a larger 
constellation of objects that constitute ‘material witnesses’ which 
perform a dual function, moving between ‘divulging “evidence of 
the event” and exposing “the event as evidence”’ (2020, 3).

This dual role of forensic objects resonates with Kenneth 
Thibodeau’s (2002) three-dimensional analysis of digital objects as 
constituting a physical dimension (e.g., the flux reversal recorded 
on a magnetic tape), as logical objects (e.g., the binary composi-
tion of a Word file) and as conceptual objects (e.g., a digital object 
as it appears on a screen). Pallavi Paul’s chapter has drawn on 
Thibodeau’s schema to highlight the role of the forensic object as a 
sensate ‘thing’ rather than merely an object regulated by law. Paul 
begins her analysis with the CCTV camera footage of an incident 
of alleged kidnapping and assault in Delhi, showing the victim and 
the two men accused of assaulting her in a hotel lobby just preced-
ing the alleged crime. She has pointed out that the footage is a still 
image, unable to reveal what happened before or after it was taken. 
However, the opaque image captured by the CCTV camera becomes 
a central reference point for both the prosecution and the defence, 
raising crucial questions about the role that the video image plays 
in building a narrative around the guilt or innocence of the accused. 
In this case, the CCTV image becomes the focus around which the 
legal arguments revolve, with even the statements of witnesses 
being taken in relation to the CCTV image. Paul has also raised 
questions about the contradiction between forensic principles that 
are based on the uniqueness of each individual physical object and 
the status of the digital copy, which is easy to duplicate and can 
very easily inhabit different types of media, from computer screens 
to iPads, mobile phones and DVDs.

Paul’s analysis challenges the status of the image as a self-
sufficient representation of events, an argument that is echoed in 
Schuppli’s account of a controversial video of alleged extra-judicial 
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killings by the Sri Lankan army during the last stages of the civil 
war in Sri Lanka that was broadcast by the British television chan-
nel Independent Television News’ Channel 4 news. The veracity of 
the anonymous low-resolution video of men in Sri Lankan military 
uniforms killing naked, bound prisoners has been contested by 
the Sri Lankan government, which claims that these events were 
staged. The video in question was a one-minute excerpt from a 
longer five minutes, twenty-five second version. This video, alleg-
edly shot in January 2009, during the end of the 30-year civil war 
in Sri Lanka, was broadcast by Channel 4 in August 2009. The 
video drew international condemnation and a furore over the Sri 
Lankan army’s tactics, which included allegations of mass human 
rights violations at the end of the war.

The Sri Lankan government disputed the authenticity of the 
video and claimed that the scene was staged. It also claimed that 
the video’s depiction of the sexual violation of a naked woman may 
have been a misreading of a standard Sri Lankan military proce-
dure to search for hidden explosives in the underwear of female 
Liberation Tigers of Tamil Eelam cadre who could be suicide bomb-
ers (Schuppli 2020, 230). The Sri Lankan government’s refutation 
of the veracity of the video prompted inquiries into the authentic-
ity of the video conducted by Channel 4 as well as investigations 
into the authenticity of the video launched by two UN Special 
Rapporteurs on Extrajudicial Summary or Arbitrary Executions, 
which confirmed the video footage as authentic (Schuppli 2020, 
215–250).

Schuppli approaches the question of the veracity of the video 
by reconceptualising it as ‘a widely distributed media event’ that 
is imbricated within a wider ecosystem of media infrastructural 
networks that act as corroborating evidence that helps establish its 
political and juridical value (Schuppli 2020, 236). Rebecca Wexler, 
in Chapter 12, addresses the proprietary restrictions on access to 
forensic video analysis and its impact on the claims of authenticity 
of the video. Wexler, who was part of the first independent audit 
of the forensic reports commissioned by both the United Nations 
and the Sri Lankan government, has argued that proprietary 
conflicts of interest, incomplete documentation and secrecy in the 
process of authentication of the video act as procedural restraints 
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to information and a form of censorship tied to the materiality of 
the content of the video. For instance, She has pointed out that the 
omission of a cryptographic hash by investigations conducted by 
both United Nations and Sri Lankan government analysts to verify 
the copy of the cryptographic file used in the verification process 
of the video made it more difficult to assess if all the forensic video 
investigators were analysing the same video files, prevented incon-
sistencies in the process of investigation, and pre-empted questions 
raised about the public credibility of the forensic investigations. 
Wexler has also argued that the proprietary software used by the 
United Nations investigator, Jeff Spivack, and the proprietary 
claims to investigative methods used by the Sri Lankan government 
investigator, Chathura De Silva, prevent the possibility of external 
scrutiny of the investigative procedure used and a reasoned assess-
ment of the results.

Wexler’s focus on the materiality of the forensic methods used 
to verify the video rather than its content resonates, reminds us of 
the work of scholars such as the German media and legal scholar 
Cornelia Vismann, who approached the role of files not through 
their content, but through their transmission and storage of infor-
mation (Young 2013, 163).

Some trials have received heightened media attention because 
of particular circumstances, the nature of the crimes involved and 
the identities of the victims and the alleged perpetrators. Two of 
the most well-known trials in recent times have involved sportsper-
sons of international repute. One such case was the O. J. Simpson 
murder trial, which was marked by its ‘liveness’ (Liang and Kumar 
n.d.) and the interest in the case globally. The other is the Oscar 
Pistorius trial in South Africa, which led to the South African courts 
taking an active role in framing rules, conventions and restrictions 
that would allow for this ‘liveness’, carefully controlling and curat-
ing how the trial was portrayed on television (Biber 2019). In the 
Oscar Pistorius trial, the judges justified the broadcasting of the 
trial in the name of access to a wider public and democratic norms 
reflected by the post-apartheid South African Constitution that 
provided for the public’s right to access information (Biber 2019).

More recently, the debate around the intersection of law and 
media has resurfaced in the social media context relating to the 
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death of the Bollywood actor Sushant Singh Rajput. A case that 
began as a tragic suicide of a young and talented star turned 
into a media-driven maelstrom, dragging into its orbit Rajput’s 
ex-partner, also an actor, her family and a number of Bollywood 
actors for alleged violation of the narcotics law. The police and 
narcotics investigation and the media trial raise several issues: 
The security and privacy standards of WhatsApp after the publi-
cation of WhatsApp chats involving leading Bollywood stars and 
media personalities, with political ramifications; for example, 
the allegation that the media trial was linked to a campaign to 
tarnish Bollywood as immoral and help the Bharatiya Janata 
Party’s electoral campaign in Rajput’s home state of Bihar. The 
saga continued with the countervailing prosecution of the Republic 
TV chief executive officer, Arnab Goswami, understood to be 
retaliation by the Shiv Sena-led Maharashtra government against 
the Bharatiya Janata Party, prompting the Supreme Court to 
intervene on his behalf.

Responding to a PIL relating to this case, the Bombay High 
Court, in its judgment, came up with recommendations, the most 
important of which relate to what constitutes acceptable media 
coverage of a trial, and at what stage courts need to assess the 
threat media coverage poses to a fair trial or ‘the administration 
of justice.’ The court also invoked the potential use of the existing 
law on contempt to address this problem.22

The court’s effort to draw a ‘Lakshman Rekha’, defining what 
is out of bounds for media coverage of a trial, highlights its own 
precarious position. For it walks a fine line between claiming to 
speak for the public and policing what the media can access through 
court-ordered injunctions, gag orders and the power to invoke con-
tempt proceedings. In his analysis of the Black Friday trial, Anuj 
Bhuwania detects a zone of unease in the judiciary’s estimation of 
the relationship between an impartially organised legal process and 
the media trial. The court can endeavour to show that it remains 
wholly uninfluenced by such publicity, but the public may not 

22 Nilesh Navalakha & Ors. v. Union of India and Ors., Public interest Litigation (st) 
No. 92252 of 2020 with interim Application No. 95156 of 2020, High Court of Bombay. 
Available at: https://www.livelaw.in/pdf_upload/bombay-high-court-judgement-in-ssr-
media-trial-387625.pdf (accessed on 28 January 2020).
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necessarily believe that the court is unaffected by it.23 What the 
court continues to disavow is that the media in contemporary India 
is inseparably folded into the legal process as an evidentiary form, 
as a vehicle of communication (especially in post-COVID times), as 
an object of regulation and as a key public forum.

The entanglement of law and media is reiterated in the work of 
the legal scholar Lawrence Liang, who points out that contemporary 
media is dominated by law, justice courtrooms, trials, forensics, 
and legal arguments (2011, 37). The law in turn regulates many 
aspects of the media, including its content, intellectual property, 
accessibility and means of exhibition and distribution (Liang 2011, 
37). Liang has argued that even though this is the case, writing on 
law and media has been dominated by questions of representation 
and a focus on how law adjudicates the relationship between the 
media and meta-normative questions of free speech (2011, 37). He 
has argued for a theory of law that incorporates the way media 
forms and practices ‘produce a theory of law, which opens out the 
world of law to the world of the senses’ (2011, 38).

Liang’s argument echoes the work of the anthropologist and 
media studies scholar William Mazzarella, who has argued that 
the development of legal standards around freedom of speech and 
expression in India has been marked by an overwhelming concern 
to contain the overflow of a surplus public affect from the sites of 
media consumption (Mazzarella 2013). The bid by state and legal 
institutions to regulate this surplus of affect and its potential threat 
to disruption of public order is expressed in the way the media—
cinema, video, satellite, cable television and the Internet—is charac-
terised by judicial opinion. A classic example of this is the Supreme 
Court’s characterisation of cinema as being ‘three-dimensional’ and 
‘true to life’ in the K. A. Abbas case, which I have referred to earlier 
in this introduction. 

23 Anuj Bhuwania has examined these issues in the context of the Black friday trial (related 
to the prosecution of offences related to the 1993 Bombay blasts and the release of the 
Anurag Kashyap film Black Friday; Bhuwania 2012). 
Katherine Bieber, in her essay on the oscar Pistorius trial, argues that the court, in stage 
managing the trial with such precision, takes on the role of choreographing the way the 
trial is portrayed in the media, becoming an active participant in the public staging of 
the trial (2019, 75).
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Similarly, in relation to international law and its publics, the 
legal scholar Daniel Joyce has argued that (international) law and 
media are interdependent and to an extent, co-constitutive. (Joyce 
2020, 10).

The contributions in this volume demonstrate that the law is 
not just embodied in its textual form but is constantly ‘doing’ as it 
seeks to regulate media practice, inciting a discursive space which 
brings media, its relationship to social order and subversion, its 
materiality and evidentiary status, into the courtroom. Rather than 
approaching the law as being outside of, and constantly catching 
up with, the media, the authors see the law and the media as being 
deeply intertwined and co-constitutive. The entanglement of law 
and media is explored through different entry points: disputes over 
media and information systems shaping law, theories of law that 
incorporate media forms and law and media co-producing trials.

Cornelia Vismann, in her book Files: Law and Media 
Technology, plays on the German word acta which refers to 
both ‘acts’ and ‘files’, to argue that the law and media mutually 
determine one another (Vismann 2008; Wan 2010, 200–201). For 
Vismann, the law is not only about doctrine but also about the 
physical files in which it is recorded, its material in written form, 
including affidavits and petitions, and its transmission, circula-
tion, and storage (Vismann 2008). The title of this volume, ‘Acts 
of Media’, refers to both these aspects of the relationship between 
law and media, that is, the law is understood as not being an a priori 
constant but conditioned by the media technological conditions 
under which the law is called to act (Young 2013, 162). The Latin 
roots of the English word ‘act’ can be traced to the term ‘actus’, 
which could mean ‘do’ in its verb form and an act or thing that is 
done in its noun form (Wan 2010, 200–201), reflecting this volume’s 
focus on rethinking the relationship between law and media as not 
static domains but as constantly acting and reshaping each other.

This approach to law and media challenges us to think outside 
of traditional disciplinary descriptions such as media law, which sug-
gest that law is an a priori constant category. The cross-disciplinary 
nature of this project has allowed for a rich and productive conver-
sation among scholars, researchers and lawyers from disciplines 
including media and cinema studies, anthropology, legal studies, 
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legal anthropology and political science. As developments in law 
and media occur at a rapid pace in India and around the world, the 
challenge for a volume like this one is to remain relevant and be 
able to speak to the contemporary.

Scholarship on contemporary media in South Asia points to 
commonalities in the development of the broadcast and satellite 
television industries in the region (Page and Crawley 2001) and 
parallels in how regimes of censorship work within a more complex 
field of incitement and containment (Mazzarella and Kaur 2012). 
Other key currents in scholarship focus on media infrastructures 
in the region in relation to global digital cultures (Punathambekar 
and Mohan 2019) and analyse contemporary mediatic structures 
in the context of diverse modes of sociality, publicness and politics 
in the region (Banaji 2012; Udupa and McDowell 2017).

However, this volume, while it is relevant to the wider South 
Asian region, does not use the term ‘South Asia’ in its title. Most 
of the contributions focus on India, except for two chapters on 
contemporary developments in law and media in Sri Lanka. The 
chapters relating to Sri Lanka in this volume highlight common-
alities, including the influence of common law, the prevalence of 
the Westminster model of parliamentary systems and the broad 
context of media infrastructures that emerged during the period 
of colonial rule in the subcontinent. However, these commonali-
ties are matched by many divergences in the development of legal 
frameworks and media infrastructures, and there is a potential for 
more cross-regional comparative work in this area.
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35What is Video? 

My research into analogue video cultures in India included inter-
views and conversations with practitioners of the period from mid 
80s to early 90s. One thread that came up consistently was censor-
ship of video and the obfuscations that existed between legality 
and the way censorship functioned in reality. Mrityunjay Pandey, 
the founder of India’s first entertainment video magazine Lehren 
spoke about how a censorship certificate was needed in order to 
get the first issue out on time.

Censors categorized us as others. They couldn’t figure out 
what category to put us in as we were neither film or a televi-
sion programme, but a video magazine. Since we were a video 
magazine covering filmy affairs, sometimes we would submit 
an unedited copy to the censors just to get our certificate so 
that we can get our magazine out on time.

Nari Hira, owner of Magna Publications, who also founded 
his own video film production set-up, Hiba Films, that primarily 
produced erotic thrillers, echoes a similar hassle-free experience 
with the censors. 

whAt is video? 
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The censors looked at us leniently. With video, parents have 
a choice. They can tell their children not to see it. We would 
get an A certificate. The censor attitude towards us was 
that ‘thik hai, video film hai’ (it’s alright, it’s a video film) 
and would let it go. I remember that only 3–4 people in the 
committee would turn up for the certification process, but 
when we screened our film, every committee member would 
turn up. They were very very nice to me, I did not even have 
to pay any bribes.

He goes on to compare the current wave of censorship to his 
own experience with his video films, ‘Our audiences have changed. 
Last night I saw Drishyam and I was shocked to see that the 
censors permitted to depict what the protagonist did on screen. 
In our film Khatarnak Irade, the censors made us cut sequences 
that showed the woman committing a crime, justifying it. They 
said it is against the law to show that. We have to depict that 
crime pays.’1

The lenient attitude of the censors towards these videos was 
not taken well by the industry, which felt that the Censor Board 
was quite harsh on them. Director Manmohan Desai was upset 
with the then Censor Board Chief Vikram Bohra and stated in 
an interview with the Filmfare magazine, ‘I don’t know how Nari 
Hira’s film (Shingora) got through the censors. I don’t know how 
they could make such a film.’2 I will begin this chapter with these 
anecdotes from the field, as they illustrate the gap between what 

1 in the film Drishyam (2015, directed by Nishikant Kamat), the protagonist is a busi-
nessman running a cable service. A classmate of his daughter uses a cell phone to 
record her removing her clothes and showering at a school camp. the classmate goes 
to her house and blackmails her for sexual favours. Her mother also pleads with the 
classmate. in a desperate attempt, the daughter swings the lead pipe and hits him 
on the head, leading to his death. the rest of the plot has to do with how the father 
covers the crime and saves his family. the family gets away with murder. Khatarnak 
Irade showed the main protagonist double-crossing everybody to inherit her husband’s 
wealth and absolve herself of murder charges. the censors disapproved of this and 
asked the filmmakers to add an epilogue stating that the protagonist was eventually 
found guilty of murder. this was one film from the Hiba stable that had censorship 
issues to face. Hira contrasts the changed nature of the censor board’s morality by 
comparing Drishyam and Khatarnak Irade, as the plot in both films consists of a murder 
and an escape from punishment.
2 Shingora (1986, Anil tejani) was an erotic thriller starring Persis Khambatta, the pro-
tagonist, as an independent, sexually liberated woman. due to this, the film was deemed 
adult in theme and controversial.
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the law is and what the law does, and how this gap has an effect 
on the formation of media infrastructures. I map a genealogical 
account of the law’s encounter with the technological medium of 
analogue video, the moments of disruption that occur during this 
encounter and how the law makes sense of this with the arrival of 
new media technology.

Specifically, I will be charting/signposting these disruptions 
by focusing on the moral and economic paranoia around video. 
This paranoia, in turn, led to the amendment of copyright and 
cinematograph acts. In the concluding part of the chapter, I will 
trace contestations to these amendments, the emergence of cat-
egories such as video magazines and video films, the creation of 
mechanisms such as anti-piracy cells and the evolution of new 
practices of cinema consumption and negotiations in defining and 
regulating the medium of video. I argue that in its short life, video 
disrupted cinema’s status as the dominant medium, and attempts 
at disciplining it via legal regulations led to a definition of video as 
a distinct medium, separate from cinema.

the morAL And eConomiC  
eCoLogy of video
In India, analogue video emerged in 1982 with the hosting of the 
Asiad Games. The games were broadcast by Doordarshan channel, 
which was the state-owned public broadcaster. They were seen as 
a means to project the image of a modern India to a worldwide 
audience post the Emergency era.3 The then Union Minister for 
Information and Broadcasting, Vasant Sathe, stated: 

Black and white is dead technology. Dead like a dodo … If 
I had my way I will go in for VCR (Video Cassette Recorder) 
right away. Cassettes can be produced in thousands and they 
are cheap. Every village and school can screen its own video 
cassettes. (Suresh 2007)

3 the emergency refers to a 21-month period between 1975 and 1977 when the then Prime 
Minister indira Gandhi declared a state of internal emergency in india. the emergency 
order bestowed upon the Prime Minister the authority to rule by decree, allowing elec-
tions and civil liberties to be suspended. during this period, most of indira Gandhi’s 
opponents were imprisoned, and the press was heavily censored.
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The administrators at Doordarshan were given considerable 
freedom to design programmes; the government allowed the import 
of televisions (TVs) and video cassette recorders (VCRs) as well as 
video tape recorders to show ‘action replay’ in slow motion during 
the telecast of various important events of the Asian Games.4 An 
excise duty of 20–25 per cent was imposed on products such as 
cameras and tapes.5 At the level of large-scale imports, individual 
as well as state-administered entities were legitimised, which led 
to the dismantling of the older regulation model that existed in the 
country. The markets were flooded with smuggled electronic goods 
as the government looked the other way (Sundaram 2010).

In the Indian context, video became a contraband, grey market 
object. This led to the formation of semi-legal or illegal spaces such 
as the video library and the video parlour. The infrastructure gave 
rise to rampant practices of informality and piracy. This advent of 
video created a sort of revolution, where the audience started dis-
carding the space of the cinema theatre in favour of private spaces 
such as their living rooms. The video revolution also piggybacked 
on the growth of TV in India during the 1980s. By 1980, the number 
of transmitters in the country was 18, which increased to around 
175 during the late 1980s. Similarly, this can also be seen in the 
expansion of owned TV sets in the country, which were few in 
number when introduced in the 1960s and grew to almost 7 million 
by the late 1980s (Suresh 2007). The increase in TV sets went hand 
in hand with a rapidly growing audio and video cassette market. 
The latter existed entirely in the pirate economy, and spaces such 
as video libraries, video parlours and video theatres cropped up, 

4 special Correspondent, ‘Government buys slow VtRs’, Screen India, 15 october 1982. 
A VCR is an electromechanical device for recording and playing back full-motion audio-
visual programming on cassettes containing magnetic tape. Most video cassettes have 
a tape measuring 1/2 in. (1.27 cm) in width. the most common application of the VCR is 
its use by consumers for the purpose of playing and recording tV programmes and for 
creating home video recordings. A VtR is a video tape recorder. it is an electromechanical 
device that records and reproduces an electronic signal containing audio and video infor-
mation onto and from magnetic tape. it is commonly used for recording tV productions 
that are intended for rebroadcasting to mass audiences. there are various forms of these 
recorders: the playback deck can play back recorded programmes but cannot record or 
erase; the video-record deck can record directly from a camera but cannot record off-the-
air programmes; the tV-record deck has an antenna and tuner for recording off-the-air 
programmes. Portable reel-to-reel or cassette recorders are also produced.
5 Khanna, Arun, ‘excise tariff on electronic video good enhanced’, Screen India, 5 March 1982.
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along with restaurants, buses and shops that began installing video 
equipment (Sundaram 2010).

Lucas Hilderbrand (2009) points out that in the USA, the 
arrival of home video created a panic amongst studio executives, 
who feared that the cinema industry would be devasted by revenue 
losses as audiences would start moving away from cinema theatres 
to watch movies at home. The studios waged litigation wars against 
home video, with the most famous case being the Sony Corp. of 
America v. Universal City Studios, Inc. (1976–1984).

The US experience resonates with what was happening in India 
as well. The arrival of analogue video was a cause of both moral and 
economic anxiety. Moral concerns centred on the circulation of por-
nographic films as well as the very act of piracy itself. ‘The menace 
of video’ was seen as causing a ‘cancerous spread of adult films’. 
Going through the archives, one can sense an incredible sense of 
moral panic running through the 1980s as video made access to 
pornography easier. There were numerous reports of video parlours 
being raided by the police only for them to find illegal screenings 
of pornographic films which also had teenage boys amongst the 
audience. It was felt that the impressionable young boys were being 
morally corrupted in video parlours.

The act of piracy was seen as dangerous and as a ‘crisis of 
character’6 that had overtaken the nation. An editorial in Screen 
drew an analogy between pirates, smugglers and thieves and pro-
vocatively stated that allowing pirates to operate is akin to smug-
glers demanding safeguards for themselves and thieves talking 
about rights to other men’s property.7 Stanley Cohen (1972) argues 
that the usage of the term ‘moral panic’ implies that societal reac-
tion is disproportionate to the actual seriousness of the event. The 
reaction is more severe than the condition warrants. One observes 
something similar taking place in the case of analogue video, where 
moral panic is generated to fuel the panic created in the industry 
by the sense of economic loss.

Economically, the industry’s narrative was that it was bleed-
ing financially while pirates were making huge profits. Despite the 

6 Screen, 4 october 1984.
7 ibid.
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video boom in the country, the trend was falling exports of Indian 
feature films (celluloid as well as pre-recorded video cassettes). 
Moreover, only big-budgeted multi-starrer feature films were simul-
taneously released across all territories in the country. Medium or 
small budget films were not released across all territories at once. 
This led to losses for exhibitors as these films would circulate in 
the country as pirated copies, thus cutting into their revenues.8 As 
one exhibitor stated, 

Video is eating into our profits. For big films, video acts as 
a trailer. If people like the film, then they come and see it 
in the theatres. In such cases video is desirable. But for bad 
films, video has ruined all the chances for it being an average 
grosser.9

At this point, it seems that it is important to note that the 
Ministry of Information and Broadcasting made an important dis-
tinction between video technology and video piracy—terms which 
were often conflated by both the press and the film industry. The 
Ministry decreed that video technology is a result of the ever-
expanding field of science; it was thus not desirable to stop this new 
technological development, which had its own advantages, not only 
for entertainment purposes but for education as well. It acknowl-
edged that while the advent of video technology affected the box 
office revenues of the film industry, it was not due to the introduc-
tion of video cassettes into the market but rather the act of video 
piracy. The government also stated that it had taken a number of 
steps to curb this practice. These steps materialised in the form of 
laws that were brought through pressure groups in the industry.

the LegAL eCoLogy of video
Informal circuits were crucial to the narrative of analogue video in 
India. Spaces of distribution such as video libraries, video theatres 
and video parlours caused much anxiety, and the law was used as 
an instrument of containment. Legal judgments on the regulation of 
these spaces and the discourses employed in popular print culture 

8 Verma, V. ‘trade collapse within six months?’, Screen India, 15 June 1984.
9 Choksy, A., ‘Video is eating into our profits’, Screen India, 4 January 1991.
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offer an interesting account of analogue video’s peculiar place in 
the complex regime of legal transactions.

The first series of regulations that started vis-à-vis analogue 
video had to do with the issue of video rights. In April 1980, the 
All India Film Producers Council, taking cognisance of the ‘video 
menace’,10 issued a directive that producers should not sell the video 
rights of their feature films in the Indian territory. The council felt 
that the exhibition of video tapes of Indian films in India would 
significantly affect their theatrical exhibition. The council thus 
advised producers not to assign video rights of their movies to India 
and retain the rights with themselves. A notice in a journal that 
the producers published states,

Members are well aware of the disastrous results of the sale 
of video rights of Hindi films for overseas markets which has 
been completely ruined. The overall losses suffered by film 
producers in India far outweigh the small amounts received 
by them for the sale of overseas rights.11

To protect themselves from further financial loss, in 1983, a 
two-member delegation from the Indian film industry stressed the 
need for stricter action against copyright theft at the 5th World 
Intellectual Property Organization session. The delegation stressed 
the economic loss caused to the industry due to audiovisual piracy 
and demanded stricter penal sanctions through changes to the 
Indian Copyright Act, 1957, so as to safeguard the interests of the 
film industry that was suffering because of the screening of video 
films as well as clandestine prints.12

This demand was later articulated much more strongly through 
a letter written by the President of the Film Federation of India, the 
apex body of the film industry, to the Ministry of Information and 
Broadcasting, which had asked for responses to curb video piracy. 
In the letter, the following suggestions were made: (a) making 
infringement of copyright a cognisable offence; (b) the provision 
of more severe penalties for such offences; (c) a restriction to be 

10 Screen India, 29 January 1983.
11 ibid. 
12 Khanna, A., ‘ensure against copyright theft: india demand at WiPo session’, Screen 
India, 11 february 1983.
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imposed on the import of copies (of the original work) into the 
country; (d) the redefining of a cinematographic film keeping in 
view recent technological advancements (like video); (e) automatic 
registration of the copyright of the film on the basis of the certifi-
cate given by the Central Board of Film Certification, and (f) the 
transmission of copyright registration information to the district 
magistrate throughout the country.13

The organisation also suggested changes to the Cinematograph 
(Certification) Rules, 1983, that would make the certification of 
video films by the Central Board of Film Certification statutory. 
They pointed out that the rules needed to be less ambiguous and 
open to interpretation as the Central Board of Film Certification 
was of the opinion that the ‘act is so framed that a film once certi-
fied in 35mm would automatically cover the certification of the 
same film in other gauges, including video.’14 In response to this, 
the Ministry of Information and Broadcasting clarified that the 
exhibition of films on video would have to be regulated in the same 
manner as that of cinematograph films under the Cinematograph 
Act, 1952. The public exhibition of video films would thus require 
a censor certificate, and the exhibitors would have to comply with 
all of the requirements as stipulated by the law.15 According to 
this law and further judgments given by the Rajasthan, Madhya 
Pradesh and Nagpur High Courts, the public exhibition of video 
films without a license and the failure to pay entertainment tax 
would be considered a violation of the Cinematograph Act and 
would thus make the individual liable to prosecution.16

These legal contestations in the video era highlight how new 
spaces emerged for the consumption of cinema alongside a series of 
negotiations trying to define and create the means for the regula-
tion of the new medium. These new practices often moved between 
legal and illegal zones and were subjected to a wave of regulations 
that were stubbornly resisted. The overarching narrative invoked 

13 Verma, V., ‘Amend Copyright Act to curb video piracy’, Screen India, 29 July 1983.
14 Verma, V., ‘ffi: Make video tape certification statutory: Cinema rules may be amended’, 
Screen India, 7 october 1983.
15 special Correspondent, ‘Cinematograph Act covers video films: Ministry clarifies’, 
Screen India, 4 November 1983.
16 Screen India, 11 November 1983.
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economic and moral anxiety, spurred by the practice of piracy and 
the undermining of the original pedagogical function that was 
envisioned for video.

This line of argument is echoed in a slightly different way in 
the work of Ina Blom (2016). She argues that while media technolo-
gies for the past century’s art have been recognised and debated 
(Cubit 2005; Spielman 2007), their role as protagonist has been 
subordinated to the artist or artwork. Blom wonders what would 
happen if the focus shifts and we locate technology playing a pro-
ductive role rather than an external tool. Unlike cinema, video 
is not based on a permanent image imprint but on a system of 
scanning and signal processing. From this perspective, video has 
contributed to the experience of a ‘moving file’ based on techniques 
of transfer and update, rather than on a collection of relatively 
stable objects. Consequently, technology must be regarded as a 
productive, memory-enhancing force, a significant part of a wider 
assembly of human and non-human agents that transform exis-
tence. Perhaps the post-cinematic quality of video is best under-
stood by its ‘otherness’ as a medium. For me, as I was researching 
for this project, the contestation and subsequent amendment of the 
Cinematograph Act and its after-effects demonstrated this quality 
of video’s otherness.

In March 1984, the Cinematograph Act17 was officially 
amended. In the amended act, the definition of a cinematographic 
film was broadened. The amended version of the Cinematograph 
Act was framed as medium neutral so that it covered not just cel-
luloid but also potentially new technologies. This was done through 
an inclusive definition of film. The amended act required video 
films to get a clearance from the Censor Board and a copy of the 
censor certificate showing the serial number, category and other 
details to be pasted on every video cassette and video cover case. 
To curb piracy, the Ministry of Information and Broadcasting clari-
fied that it would be necessary for those interested in the public 
exhibition of films through video to obtain video rights from the 
right holders of the film. The amendments also rendered the public 

17 for details on the Cinematograph Act, please see http://cbfcindia.gov.in/html/
Cinematograph/cine_act1952.Pdf (accessed on 30 July 2015).
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exhibition of video films, which were then in circulation, illegal 
from 1 March 1984.18

The amended Cinematograph Act was challenged in 1986 
through a writ petition filed by video masters and distributors of 
Esquire Video Cassettes against the Union of India and others. The 
verdict of the Supreme Court strengthened the film industry and 
state and central governments in their bid to curb video piracy by 
upholding Rule 30 of the Cinematograph Act, 1952, as amended in 
August 1984, which provides for re-examination and re-certification 
of video cassettes of certified films. The court, however, squashed 
Rule 36, requiring payment of `10 as a fee for every cassette, since 
it amounted to hostile discrimination and was void and bad in law.19

The new changes in the Cinematograph Act were applied not 
only to video copies of feature films but also to forms that were 
specific to video, such as the video magazine and the video film. Let 
us come back to the opening anecdote of this chapter. It began with 
the censorship experience undergone by the entertainment video 
magazine and the video film form. The amended Cinematograph 
Act for them was just one of the formal steps needed to get their 
product into the market. However, the act of categorising them 
marked them as ‘others’, which is distinct from film.

If the cases of film video magazines and video films demonstrate 
the otherness of video as a medium, the case of the current affairs 
video magazine illustrates the ways in which video becomes a sub-
versive force. The period from the 1980s to the mid-1990s witnessed 
many social and political changes (the growth of the women’s move-
ment, debates on censorship, the Mandal–Masjid moment,20 to name a 
few). The video magazine was a moving image archive of these events 
and subsequently faced harsh censorship that led to stories being 
compromised, removed or issues of the magazines being delayed.

18 Khanna, A., ‘Censor okay required for video films: Cinematograph rules amended’, 
Screen India, 9 March 1984.
19 Screen India, 22 April 1986. By void law, the court here is referring to Article 14 of the 
indian Constitution which guarantees right to equality. As this law discriminates against 
those who buy/deal with video cassettes, it violates the principle of equality as it applies 
to only one medium and is not rational or justifiable.
20 the mobilisations around caste-based reservations that were legally mandated by the 
Mandal Commission and religion-based mobilisations around a disputed mosque (Babri 
Masjid) at Ayodhya.
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For instance, on 12 December 1990, producers of video maga-
zines planned a joint move against censorship of their news foot-
age. The journalist Vinod Dua stated that the Cinematograph Act, 
1952, applied to video magazines was outdated and not relevant to 
video coverage of events. This was later echoed by an editorial in 
the English-language daily newspaper The Times of India, which 
discussed the censoring of a story the Newstrack had covered on 
the condition of juveniles in red-light areas. The editorial stated, ‘It 
might be interesting to find out whether the Censor Board has the 
authority under the Cinematograph Act to edit a news magazine 
which does not strictly fall within the ambit of the cine medium’ 
(The Times of India News Service 1990). The censorship of the 
Ayodhya tape perhaps best illustrates these tensions. The Censor 
Board banned the story under Sections 2 (xiii) and (xvii) of the Film 
Certification Guidelines, which require that ‘visuals or words con-
temptuous of racial, religious or other groups are not presented’ 
and ‘public order is not endangered’ (The Times of India News 
Service 1992). Reacting to this, Madhu Trehan, founder editor of the 
magazine, stated, ‘The Censor Board deals with the Indian people 
with a colonial attitude. While the international press, including 
Pakistan TV, enjoys complete freedom to broadcast to Indian view-
ers whatever they please, the private Indian electronic media is 
bound by antiquated laws, written for feature films’ (The Times of 
India News Service 1992). The tape was later cleared by the Film 
Certification Appellate Tribunal. The amendment to the law thus 
created a force field of contestations among the film industry per-
sonnel and those who worked on video (Joshi 1992).

the eCoLogy of ContestAtions
The contestations around the amended Cinematograph Act dem-
onstrate the gap between legal definition and its implementation 
as well as the constant attempts at negotiating and defining what 
exactly video is. While the law claims to be media neutral, the 
experience of the video films and magazines with the Censor Board 
counters that idea. What emerges is an amorphous term called 
‘video film’. Looking through censor board reports published by the 
Ministry of Information and Broadcasting and its journal, Media 
Memory, the terms start making an appearance post-1985.
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A closer inspection of The Gazette of India and journals such 
as Trade Guide makes it clearer what the term ‘video film’ means. 
Simply put, any content that is made, circulated and distributed 
on video is considered a video film. Hence, video films, video maga-
zines, video serials, as well as feature films distributed on video 
come within this ambit. The use of the term video film in the reports 
and the category ‘others’ in the censor certificate indicate that 
there is some distinction that exists between celluloid and video. 
Through practices of censorship and certification, the mainstream 
film industry positions itself against the ‘menace of video’ and uses 
amendments to the certification rules as one of the strategies to 
regulate the medium.

In India, close on the heels of the amendment of the Cinemato-
graph Act, within six months, the lower house of Parliament 
passed a bill amending the Indian Copyright Act, 1957. This 
new amendment made copyright infringement a cognisable and 
economic offence and provided for a more stringent punishment 
for offences.

While discussing copyright law, Anne Barron (2004) asks, 
‘How does copyright law represent, or make sense of, its objects?’ 
Copyright law is a regulatory instrument that functions to regulate 
the commercial exploitation of ‘intellectual’ products by defining 
these as objects in which property rights subsist. And yet, precisely 
because it achieves its regulatory goals only by defining its objects 
in this way, copyright law is always necessarily engaged in produc-
ing representations of those objects in the process of regulating 
their disposition and use.

This production of representation of video came in the form of 
the new copyright law, which was hailed by the film industry as a 
great step in the fight against video piracy as well as a victory for 
the industry, which had been agitating and lobbying for this amend-
ment for nearly two years. The amended act provided for six months’ 
imprisonment if somebody was found guilty of copyright violation. 
Moreover, it empowered the police to seize without warrant all copies 
of the work and pirates used for the purpose of marking infringing 
copies of the work wherever found; all copies and pirates were seized 
and produced before a magistrate if they found any infringement of 
any work.
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However, this amendment was liable to be misused. Video 
parlour and library owners pointed out that, for instance, if some-
body was found owing two VCR sets in their house, the police could 
arrest the person on suspicion of duplicating copies of a cassette for 
the purpose of piracy. Also under Section 3 of the bill, a person was 
not allowed to import any video cassettes into the country, even for 
personal use, unless and until he satisfied the authorities that the 
imported video cassette was not an ‘infringing copy of the work’.21 
This means that if a person made a recording of a live performance 
or an event, then the onus was on him/her to prove that the recorded 
event was not an infringement of copyright.

As the copyright infringement gave the police the authority to 
conduct raids on illegal video operations, this, in turn, encouraged 
the Film Federation of India to form an anti-piracy body called the 
Anti Video Piracy Organization. The body modelled itself along the 
lines of the American organisation, the Federation for Action Against 
Copyright Thieves. (It is also interesting to note that Jack Valenti, the 
Head of the Federation for Action Against Copyright Thieves, visited 
India five times in order to lobby for the adoption of stricter measures 
against video piracy.) In one year alone, the organisation sought the 
police to conduct 50 raids on video parlours and libraries in Bombay.

These new waves of regulations were challenged in court. In 
1985, a writ petition was filed in the Bombay High Court, chal-
lenging the validity of the Copyright Amendment. The petitioners 
argued that since the public exhibition of video films was banned 
in March 1984, films released before this should not come under 
this ambit. The industry counter-argued that if the court agreed to 
the petitioners’ claim, the effectiveness of the amendment would 
become null and void. The court took a middle ground and asserted 
that video films released before March 1984 would not be covered 
by the Copyright Amendment. However, if an individual producer 
wanted to file a case against a particular video operation that was 
playing a particular film without getting the rights from the pro-
ducer, then that person was liable to be prosecuted.22

21 Verma, V., ‘Copyright Amendment Bill passed by Lok sabha: stringent punishment for 
offender’, Screen India, 7 september 1984.
22 Screen India, 1 february 1985.
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In her book Contested Cultures: The Image, the Voice and the 
Law, Jane Gaines (1991), through a reading of entertainment case 
laws in the USA, directs attention to struggles in the form of juridi-
cal litigation between and among interested parties over rights to 
contested images: properties, rights of control and rights of profit-
taking. The book translates the language of case law into the drama 
of cultural contestation, not only between producers and owners 
but also among entities that are themselves legal fictions arising 
from litigious improvisation. Gaines argues that law changes in 
the face of new challenges, and that the forms of legal and cultural 
contests are themselves shaped and reshaped by contention. The 
contestations to these waves of regulations led to not only pirates 
strategically negotiating the law but also of motion film producers 
changing their attitude towards the medium of video and realising 
its economic potential.

The new regulations did not curb piracy (as was their primary 
intention) as they were not properly implemented on the ground 
level. For instance, to evade authorities during inspections and 
raids, pirates came up with strategic ways. The latest releases 
were given coded titles. The Hindi film titles were displayed with 
their English translations or given coded titles in English. Thus, 
for example, the film Yudh in Hindi becomes Battle in English. 
Similarly, the film Bahu Ki Awaaz was sold as Voice D as awaaz 
means voice in English and bahu is the daughter-in-law, which is 
abbreviated to D in the title.23

The inability of these laws to curb piracy led to producers 
changing their approach towards video and starting to view it as 
a potential source of income. This led to a fresh dispute between 
producers and distributors of feature films over video rights. 
Controversy between these two groups had been raging ever since 
video piracy began and started severely affecting the box office. 
It assumed greater momentum when piracy could not be checked 
even after amending the Copyright Act. The producers contended 
that video could not be checked and the sensible thing to do was to 
take advantage of the new medium and harness it for extra income, 
which would compensate for the loss of theatrical business. The 

23 ibid.
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contention of the distributors was that the regularisation of video 
would provide more safeguards to the pirates and increase piracy, 
and thus industry earnings would be extremely meagre.24

Later, producers and distributors came to an agreement that 
the commercial rights of the film belonged exclusively to the dis-
tributors and they had the right to exploit it in cinemas and video 
parlours; the rights for video in non-commercial spaces such as 
homes, hotels and buses were shared between the producer and dis-
tributor.25 A subcommittee was also constituted in 1988 where the 
association of distributors held the view that sales of video rights 
should not be effected at the time of release of the film but should be 
effected after some reasonable time, in their view, to check piracy. 
The producers wanted to continue the sale of video rights.26

The video era is characterised by the emergence of new spaces 
of practice for cinema consumption, as well as the constant nego-
tiations in defining and regulating a new technological medium. 
These new practices that emerged with video often straddled the 
line between legality and illegality. This new order was subject 
to a wave of regulations, yet a stubborn resistance was mounted 
against it. As Mayur Suresh (2007) states, ‘These networks and 
practices constantly disaggregated, and recycled the modernity that 
video was supposed to usher in.’ Drawing from these academic and 
archival debates, perhaps one can posit that the arrival of analogue 
video was a post-cinematic moment.

In its short life, video threatened cinema’s status as the domi-
nant medium, highlighted by the economic and moral panic gen-
erated by the medium’s arrival and the string of legal regulations 
and judgments that sought to define video as distinct from cinema. 
The receding of cinema’s dominant status, evident in dwindling 
box office receipts, provided a diverse set of entrepreneurs with an 
opportunity to capitalise on the new medium. The forms generated 
by video retained connections with older forms such as cinema, 
photography, advertisement, tabloid journalism, print journalism, 
broadcast news, pamphlets and audio cassette culture.

24 Screen India, 6 september 1985.
25 Screen India, 29 November 1985.
26 Screen India, 25 November 1988.
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the eCoLogy of AfterLives
In the contemporary era of online streaming, we have seen video-
on-demand (VOD) platforms, such as Amazon Prime Video, on 
entering the Indian market, take the route of self-censorship. For 
example, one of the episodes of the motoring show called The Grand 
Tour is listed as only 30 minutes long on Amazon Prime, while the 
original is actually one hour. The half-an-hour difference is the sum 
of cuts made to remove all references to a car made of meat. Nude 
scenes in TV shows such as Californication and The Man in the 
High Castle were found to be blurred or pixelated. Frontal nudity, 
vulgar language or subject matters that were religiously or politi-
cally sensitive were all matters of self-censorship for the platform.

In 2018, Netflix and Amazon Prime Video were sued for airing 
‘vulgar’ and ‘sexually explicit content’ on their platforms. Web 
content currently does not have any such censorship codes to adhere 
to. In India, streaming platforms such as Netflix and Hotstar are 
pushing for an industry censorship code akin to one that exists in 
Southeast Asian nations with Netflix, Fox and Walt Disney.

Such a move has been prompted by VOD companies’ anticipa-
tion of the Indian government coming up with its own rules, which 
they fear will be onerous for the industry. In light of this, VOD 
companies want to develop their own voluntary mode of regulation. 
It is important to note that there is no law in India that requires 
censorship of films and shows that are streamed online. Many VOD 
companies have been criticised by viewers and civil society in India 
for censoring content pre-emptively. There is also concern over the 
backlash on social media. These concerns were manifested in the 
controversy surrounding Amazon Prime Video’s highly acclaimed 
show Paatal Lok, which has been the target of both legal complaints 
and a backlash on social media.

I gesture to the debates on streaming platforms as they seem 
familiar with the ones I described on video. Anxiety over censorship 
has to do with anxieties over a new media platform as well. The law 
becomes an instrument to materialise these anxieties and control 
the representational and infrastructural functions of the platform. 
However, as the experience of video illustrates, contestations also 
emerge, in legal, moral and economic terms.
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While this chapter is rooted in the experience of analogue 
video and how it became a disruptive media force in its era, it also 
provides a window as to how newer media technologies are always 
viewed with suspicion when they arrive, resulting in attempts to 
regulate and control these new technologies. This push and pull 
between attempts to discipline a medium, creative freedom and a 
medium asserting itself to define itself, orients one to a complex 
force field that surrounds emerging media infrastructures.
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With the proliferation of media in the 1990s in the form of the 
state’s Open Sky Policy, sexually explicit content from the West 
began to pour in via private cable channels. This rendered visible 
the hitherto unseen sexualization of public spaces. Legal anxieties 
over what was seen as an unbridled circulation of the ‘immoral’ 
escalated through the 1990s. As the economy liberalized, satellite 
television networks and the later the dot com boom became the 
major actants in this circulaion. At the same time, the figure of 
the ‘new woman’ became the central node of concern for obscenity 
debates. The globalising nation’s paranoia about the ensuing com-
modity culture was displaced onto the bodies of women (Menon 
and Nigam 1989).1 The Central Board for Film Certification along 
with the Hindu Right and many other organisations, including 
women’s rights activists sought to censure women’s representa-
tion in cinema (also in television, advertisements, magazines, 

* this chapter is based on research supported by the sarai Programme’s social Media 
Research Grant (2015) and the Act of Media Workshop (2016) at the sarai Centre for the 
study of developing societies. 
1 the ‘new woman’ blurred the distinction between ‘vamp’ and ‘heroine’. she was now 
urban, confident, aggressive and sexually desirous. 
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billboards, film lyrics and so on) for what was perceived as 
obscene. Dance for the sake of public entertainment has always 
been interconnected with notions of civic morality and has had its 
own ambiguous relationship with the law.2 By the end of the ‘90s, 
the Hindi film industry designated its hypersexualized song-and-
dance sequences as ‘item numbers’. The period was marked by 
significant events: large scale censorship of media representation 
of anything that was deemed alien, a taint and ‘obscene’ to the 
‘purity’ of the monolithic construction of the idea of Indian culture 
and aesthetics. Often looked upon as a ‘cultural emergency’, this 
was a crisis situation for artists. (Mazzarella 2011).

The chapter examines the online lives of item numbers of 
Bollywood cinema released after 2010, culminating in the T-Series 
becoming the most viewed YouTube channel in 2017 (Khurana 2019). 
‘Item number’ is an industrial slang to denote hypersexualised song 
and dance sequences that operate as standalone attractions and have 
an affective afterlife of their own on the web. The term was coined 
by film journalism some time in the late 1990s (Mukherjee 2019). 
The ephemeral quality of these song-and-dance sequences, comple-
mented by Web 2.0’s clip culture, created a ripple effect on the web, 
a virtual sleazeography that was both short-lived and sensational. 
Through the chapter, I theorise a new logic of stardom and a new 
kind of spectatorship that appeared with the new media moment.

At this critical juncture of legal and moral turmoil, filmic musi-
cal digressions of yore in the form of standard cabaret or folk-dance 
sequences as well as ‘sleazy, semi-pornographic’ dances from the 

2 Prior to this decade, the indian state made allowances for live performances of strip-
tease, noting that ‘it would not be possible to convict a cabaret dancer merely because 
a section of the people not attending such shows equate them, perhaps rightly, with 
pornography, and feel annoyed and disturbed at the level of entertainment made 
accessible so openly. Cabarets are shown all over the world and they have also gyrated 
to delhi, and unless there is a special legislation to ban them, it will be a misuse of s. 
294 of the indian Penal Code (i. P. C.), to punish the entertainers and organisers of such 
shows…’ in the case of sadhna v. state, 19 (1981) dLt 210 (http://indiankanoon.org/
doc/661129/). But the language of official and legally ordained public morality changed 
in the latter half of the 1990s. As Ratna Kapur (2005, 58) points out, the controversies 
surrounding cultural regulation were bolstered by a ‘cobweb of legal rules, regulations 
and administrative guidelines designed to regulate sexual (and other) speech’, includ-
ing Article 19(2) of the indian Constitution (reasonable restrictions on the fundamental 
right to freedom of speech and expression), section 292 of the indian Penal Code 
(obscenity), the indecent Representation of Women Act, 1986 and section 5(B) of the 
Cinematograph Act, 1952.
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B circuit found a passage to crossover to the mainstream. Getting 
into the good graces of the respectable, the new figure of the item 
girl attained celebrity status as a fashion icon, marked by an open 
female sexuality that could become aspirational for middle-class 
women spectators and desirable for many. The numbers were 
marked by a virality that is essentially a publicity prop, being circu-
lated round the clock through promos on satellite television. Private 
television channels (except for a standardised code of conduct for 
their 24-hour programming with repeat hours cut out for adult 
content) are not subject to the whims of the censor board. Proto-
item numbers began to be seen from the early 1990s when debates 
around liberalisation and the new liberal woman were on the fore 
and provoked many controversies and bans. The item number has 
undergone several transformations since that time and has faced 
new controversies.

Here, I demonstrate the ways in which the item number, in 
the new media age, opens up the legal archive by reframing the 
existing obscenity debates. I engage with the world of small-time 
female celebrities who perform these numbers that circulate on 
social media and are prone to viral mutations on the web. What 
emerges in the process is a complex relationship that the body 
affectively shares with technology and law. In mapping the techni-
cal matrices of the item number’s dispersion through new media, I 
highlight the new juridical regulation that governs the body caught 
in a force field of affects. To confront the body’s interaction with the 
new media sensorium, new standards of censorship come into play. 
This neo-censorship works surreptitiously within the algorithms 
of web applications. At the same time, this neo-censorship can be 
effortlessly bypassed by an insidious hacker culture that shares 
a symbiotic relationship with algorithmic anxiety. Media objects’ 
relations with the law have altered—the coexistence of the obsolete 
film with its meme and digitally re-mastered copy in the age of 
media convergence provokes us to rethink categories of censorship 
and authorship of media objects and their inherent mutability in 
the networked digital domain.

The metaphor of the sexualised body constantly informs the 
legal lexicon that governs the body that moves on the screen as 
well as the body that is moved by the screen. However, Web 2.0’s 
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programming interface is designed in a way that encourages users 
to create new applications using their data. The primacy of user 
interaction with the new medium not only adds new connotations to 
this metaphor of the sexualised body but also renders its association 
with the legal domain obfuscated, ambiguous and thus malleable. 
I interrogate item numbers at their sites of legal licensing and 
user-generated mutations on the web to stage a debate about the 
sexualised body’s altered legal position within the changes that the 
cinemachine is undergoing in the post-celluloid moment.

neo-CensorshiP in Cine musiC LiCensing
YouTube had a ‘teaser’ version of the song ‘Baby Doll’ from Sunny 
Leone’s film Ragini MMS 2 (directed by Bhushan Patel in 2014) 
along with the official trailer of the film. It sparked a controversy 
over Leone’s bare breasts in the video. The teaser circulated via 
YouTube and popped up with the first search for the song. It was 
designed with spectacular montage effects, digitally simulated 
checker-box patterns, lighting effects, and gold-spangled graphics 
which read ‘you are never too old/to play with this/baby doll’ and 
levitating bodies clad in black. It was uploaded by T-Series on 12 
February 2014, well in advance of the film’s official release date.3 
The quick edits of the teaser did not reveal the actor’s breasts in 
the bathtub sequence. She also appeared to have worn a black bra, 
lying amongst bodies in black in the top-angled shot that followed.

At the same time, a series of posts (blog as well as journalistic) 
trending on Facebook highlighted Leone’s desperate attempts to 
obliterate all signs of her previous life as a successful porno actor. 
She vies with other starlets in Bollywood to carve a niche of ‘respect-
ability’ for herself. News of her apparent discomfort with shooting 
a topless shower sequence in the film proliferated on social media.4 

3 https://www.youtube.com/watch?v<hig>=</hig>kshtN0Jz6Jg (accessed on 2 May 
2022).
4 ‘sunny wasn’t comfortable shooting bare-breasted and conveyed her reservations to 
the key production team and Bhushan. After some discussion, it was decided to use 
skin-coloured pasties with matching silicone for a nude effect, and these allude to sunny 
shooting the scene without a bra. she was okay with this as opposed to actually shooting 
topless.’ Available at: http://timesofindia.indiatimes.com/entertainment/hindi/bollywood/
news/sunny-Leone-bold-in-Ragini-MMs-2-sunny-Leone-refuses-to-go-topless-for-
shower-scene/articleshow/31841085.cms (accessed on 21 April 2022). 
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Meanwhile, owing to the popularity of this song on YouTube, a 
Bhojpuri remix of ‘Baby Doll’ went viral on the same portal. The 
remix reached a viewership of more than 6,000,000 in less than a 
month, and the users started sharing it on Google+. The reason 
for this was the use of Photoshop in the Bhojpuri remix to erase 
the black bra from Leone’s breasts.5 The teaser, along with the 
hype garnered by the remix, was enough to draw audiences to the 
release of the film in the theatres.6 The film’s music release party, 
held as a special event in Mumbai in which Leone emerged from 
a golden cage (the visual highlight of the song’s film version), also 
contributed towards kindling the audience’s interest.

The film was categorised as restricted to adults and released 
with four minor edits (replacement with blurred shots of bare 
breasts in the bathtub), but no deletion or edit was added to the 
bare breasts in the sequence in which Leone drifts up and lands 
on a pile of hands dressed in black.7 The sequence was screened 
in major theatres. My own experience of watching Ragini MMS 2 
on the big screen in a semi-decent multiplex, PVR Priya, Basant 
Lok, New Delhi, was no different than others. The much-publicised 
item number was the opening credits song, and within 30 seconds 
into the number, the bare breasts came as a surprise. It created a 
huge uproar in the audience; a flurry of whistles and hooting was 
followed by a rather opprobrious rocking of several seats. But the 
most preposterous act was yet to come. A man sitting near me was 
making a video of the opening credits scene. The desire for repeat 
viewing and recording of previously unseen material, inflamed by 
the availability of cheap digital technology in smartphones, led to 
circumstances that paved the way for my fellow audience member 
to be disgraced and booted out of the theatre by security guards.

5 this article underlines sunny Leone’s possible anxiety over her bralessness in the viral 
video. Available at: http://www.bollywoodlife.com/news-gossip/sunny-leones-bra-goes-
missing-in-bhojpuri-version-of-baby-doll-song-from-ragini-mms-2-watch-video/ (accessed 
on 21 April 2022). 
6 http://www.dailymail.co.uk/indiahome/indianews/article-2558782/sunny-Leones-dance-
number-Baby-doll-unveiled-steamy-live-gig-Mumbai.html (accessed on 21 April 2022); 
the video upload of the event is available at: https://www.youtube.com/watch?v<hig>=</
hig>tiZZwvNUcQ4 (accessed on 21 April 2022) 
7 Retrieved from the Cutlist details for Ragini MMS2 as published on the Ministry of 
information and Broadcasting website: http://cbfcindia.gov.in/html/uniquepage.
aspx?lang<hig>=</hig>HiNdi&va<hig>=</hig>ragini%20mms2&type<hig>=</
hig>search (accessed on 2 May 2022). 
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The censure at this point is no longer simply against a breach 
of copyright but also signposts the deliberate deployment of surveil-
lance technology to deter the technologically enabled body of the 
user whose response to the screen is proprioceptive, one that allows 
him to fleetingly shift his attention across screens, engaging with 
both at a haptic, pre-cognitional level—his body sexually aroused 
and fingers fixated on his phone. Surveillance and law enforcement 
are possible at physical sites of reception. The uncharted terrain 
of amateur digital culture (signifying a form of fan labour) which 
constantly updates the Web 2.0 programs and thus sustains the 
Internet, whose sustainability is dependent on constant fan-user 
updates, may not be difficult to monitor.

After much ado about the different versions of ‘Baby Doll’ on 
YouTube, T-Series uploaded the uncensored, braless version of 
the song as the ‘full video song’ a day after the release of the film. 
As Lev Manovich points out, the most important feature of Web 
2.0 programs is their design for ‘remixability’ and ‘hackability’. 
The interface culture propagated by social media platforms like 
YouTube seamlessly blurs the distinction between screen personas 
of users, the ‘official’ and the ‘unofficial’ (2008, 39). In this zone of 
extreme ambiguity, the spectator-user is unsure of the authenticity 
of the YouTube videos, whether they are uploaded by the official 
channel partners of YouTube, anonymous hackers or amateur fans 
(bearing fake usernames of their favoured stars). YouTube’s unique 
design, ‘broadcast yourself’, allows anyone (with certain kinds of 
technological skills) to upload or modify anything on it.

The controversy over Leone’s bare breasts in the song ‘Baby 
Doll’ and the multiple versions of the song (some of them involv-
ing photoshopped images of her breasts) highlights the unique 
properties of YouTube that generates an algorithmic anxiety 
that is often by contemporary film publicity. Thus, for a film like 
Ragini MMS 2 that relies exclusively on an item number for its 
publicity, one does not know for sure if the black bra in the first 
teaser upload was YouTube’s own brand of censorship or if the 
final upload is by an unidentified hacker-user restoring the braless 
version under the guise of a fake T-Series profile. In an interview 
with Aishwariya and Prashant from the T-Series team, I inferred 
that in the case of Ragini MMS 2, the promo video was censored, 
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which then could not be played on television. The song thus had to 
be reshot.8 Although YouTube has a category of red bank content 
which permits the upload of trailers with adult content, the produc-
tion house decided to release the braless full video song only after 
the theatrical release of the film.9 ‘It’s really unfortunate that fake 
users had already uploaded several photoshopped versions before 
that,’ says Aishwariya.10

Music companies who procure the music rights of the films tap 
into the social media boom for publicity. They create a minimum of 
three versions of a single item number (which they release at three 
different stages of the film’s distribution) for YouTube: a teaser ver-
sion of the video, followed by a release of the ‘full audio song’ to lead 
to the final upload of the ‘full video song’. Some ‘hit’ songs live to 
see yet another afterlife as ‘lyrical videos’, replacing the older logic 
of karaoke tracks played in clubs. While similar multi-durational 
tracks of songs were edited for televisual promotions as well, the 
amount of thought given to promoting singles in multiple formats 
specifically for a YouTube audience suggests a shift in spectatorship 
in terms of sites of exhibition and music consumption.11 Over the 

8 interview with Aishwariya and Prashant (2 december 2015).
9 ibid.
10 ibid.
11 With a major shift of spectators from the monopoly of the television small screen to 
the internet-enabled more haptic personal devices, the record labels, as i pointed out in 
brief in the previous section, have bifurcated their distribution to youtube along with the 
traditional television music channels. thus, even prior to the free play (where the music 
distributors do not receive revenue from the channel but get to promote the film through 
the shorter video versions of the songs before the release of the film) period on television, 
an audio version of the song is uploaded on youtube. Bindiya, the youtube manager 
for eros, says that the first file that comes to the music distributor from the production 
house is the audio track file, which they then distribute through youtube (sometimes 
accompanied by a ‘lyrical video’ so that it can easily go down with the audience; this 
video is often edited by the distributor’s own in-house studio rather than the production 
house) and fM channels to familiarise the audience with the lyrics of the song. the audio 
track is followed by the upload of a shorter video version of the song on youtube. it is 
the promotional video for the song, which was bought from the production house after 
it was approved by their director. the music distributor surveys the user’s behaviour on 
the audio file and the audience’s response over radio and surmises how well the con-
sumer bonds with the song, then decides the precise moment of the next upload. the 
time lag between the different versions of the song on youtube gives the spectators a 
breathing space. Revenue policies on youtube are, however, different from those on 
television: youtube uploads made by the official accounts of the record labels garner 
revenue from the day of the upload. thus, even the audio and promo video versions of 
the songs uploaded on youtube bring returns to the record labels. the final upload of 
the ‘full video song’ version on youtube coincides with the official legal licensing of the 
album to the television music channel only after the theatrical release of the film. Licensing 
for particular albums happens through a legal contract signed by the record label and 
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past two years, the three-version release on YouTube has become 
a standard for music companies. The three-version song moment 
coincides with the shift of spectatorship from television to smaller 
devices. Towards the end of the 1970s and early 1980s, Hollywood 
recognised the video moment, seen in the spectatorial shift from the 
theatres to the home—a recognition that resulted in Hollywood’s 
altered aesthetics of horror cinema (Benson-Allott, 2013, 19). In the 
context of contemporary Indian media culture, music promotion 
through YouTube has gained prominence with the recognition of 
the shift of a considerable body of spectators from television to the 
smaller screens of personal haptic devices. Changes in patterns 
of music consumption and music distribution thus influence each 
other. Item numbers work the best to promote films. They became 
the biggest money spinners for films because no longer were films 
associated with a full music album. Multiple composers work on 
a single film. Popular film music today is geared towards catering 
to a growing pub culture that favours electronic dance music with 
autotuned vocal tracks and chartbuster singles. Paramjeet Singh, 
Co-founder and Managing Director of Saavn.com, a streaming 
platform for popular music, says,

When you say you like Ek Villain, you mean two-three songs 
from the film and similarly you associate Ragini MMS with 
‘Baby Doll’, and not the entire album.… Creating a lot of hype 
around each song leading up to the full album release has 
become a good way of making it a success.12

‘All record labels come with censor certificates,’ says Eva, a 
marketing supervisor with the music channel 9XM.13 Censorship 
regulations for distribution over YouTube are different from those 
for television channels. Unlike record labels licensed to music chan-
nels, YouTube videos do not require censor certification. YouTube 
has an international standard for the regulation of uploads that 
might be proper for general viewing. If a song fails to meet those 

the television channel partners. such music licensing usually allows the channel to play 
the song for a year, after which it has to renew the contract. it is at the discretion of the 
channel to buy particular songs from the record label.
12 Paramdeep singh quoted in Khurana and Ghosh (2014).
13 Personal interview with eva (9 october 2015).
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standards, YouTube sets an age gate on the video and asks users for 
age verification by signing into the portal. Television channels are 
rule-bound to play content according to censor guidelines; the pro-
duction house sends different versions of a video to music companies. 
One of these versions contains the edits, blurs and deletes marked 
up by the censor board. Songs with objectionable details licensed 
to music channels are played according to the censor guidelines.

Thus, on television, one never gets to see Leone’s bare breasts 
and the text scroll ‘you’re never too old to play/with this baby doll’ 
in the song ‘Baby Doll’ (Ragini MMS, 2014). Music channels are not 
allowed to play the song ‘Radha’ (Student of the Year, 2013) with its 
original lyrics; one hears ‘desi Radha body’ instead of ‘sexy Radha 
body’. YouTube, on the other hand, becomes the official (along with 
multiple surreptitious) archive(s) for all the original/objectionable/
censored/deleted footage and versions of item numbers, accessible to 
users who can meet the age gate. The controversy over the Radha 
song was a post-release phenomenon, a call for censorship at its 
sites of reception. Although the right-wing groups took offence 
that the song tried to defame Hindu gods managed to get the 
soundtrack re-recorded, there are several karaoke versions of the 
song on YouTube which stick to the original lyrics.14 One of them 
is a Dharma Productions upload which carries a disclaimer that 
it has been muted according to the directives of the broadcasting 
foundation, but the text crawl which has not been erased reads 
‘sexy Radha body’.

The knowledge of film material being censored locates it in a 
liminal zone where the restricted content defers the desire for the 
provocative material ad infinitum while replacing it with a constant 
affective curiosity about the ‘censored’. Internet virality (far more 
complicated than physical rushes to the theatres, as the desire here 
spreads like a contagion from one network to another, cutting across 
geo-boundaries) is marked by its velocity of circulation and feed-
back. The velocity at which an orphan file often manages to create 
a virtual agglomeration of temporary online crowds via Web 2.0’s 

14 http://www.hindustantimes.com/bollywood/fir-against-karan-johar-s-soty-team-for-
hurting-religious-sentiments/story-KmUhuHydcQNfeeJGio9j1L.html (accessed on 21 
April 2022); http://indiatoday.intoday.in/story/karan-johar-gauri-khan-fir-student-of-the-
year-radha-sexy/1/227553.html(accessed on 21 April 2022).
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techno-mediatic pseudo-anonymity-driven economy of views, likes 
and comments signposts the affectivities associated with low resolu-
tion and helps to chart a contemporary archaeology of viral videos.

the LAw And internet virALity:  
redress versus PubLiCity
A month after the release of the film, Leone’s ‘Baby Doll’ was again 
doing the rounds on social media: Several photos and a video shot 
at a private party in Pune had gone viral on the web. The starlet 
had allegedly demanded `40 lakh for a striptease performance to 
the item number at the party for a group of Surat-based diamond 
merchants. Leone tweeted her denial of the act and claimed that the 
images leaked on the Internet belonged to an event from her past 
in the US.15 There was an effort to immediately remove the video 
from YouTube, but by then, the ‘event’ had acquired its Streisand 
effect.16 Multiple video compilations with blurred images of the 
starlet’s striptease began circulating on YouTube, Dailymotion, 
xossip.com, etc., as pornographic content. This created a sizeable 
viewership that could easily match the number of people who 
watched the movie version of the item number.

Owing to online video’s unique quality of redirecting and 
remediating the new spectator-user’s taste by curating a window 
of similar options to click on and view, another viral video of Leone 
dancing live to ‘Baby Doll’ in a five-star hotel for a private audience 
could be found. It was tucked into the list of similar videos that 

15 for further reference: http://timesofindia.indiatimes.com/entertainment/hindi/bol-
lywood/news/sunny-Leone-nude-sunny-Leone-pornstar-sunny-Leone-in-Bigg-Boss-
Leaked-Pictures-of-sunny-Leones-dare-bare-outing/articleshow/34356749.cms (accessed 
on 21 April 2022); http://indianexpress.com/article/entertainment/bollywood/sunny-
leone-upset-with-fake-strip-act-reports/ (accessed on 21 April 2022); http://indiatoday.
intoday.in/story/sunny-leone-fake-strip-pictures-surat-diamond-merchant-party-mumbai-
pune-highway/1/357990.html (accessed on 21 April 2022). 
16 Gabriella Coleman (2014) explains the streisand effect in the following words: 

‘the streisand effect’ is a well-known internet phenomenon wherein an attempt to 
censor a piece of information has the inverse effect: more people want to see it in order 
to understand the motivation for the censorship, and thus it spreads much more widely 
than it would have if left alone. the phenomenon is named after Barbra streisand’s 
attempt in 2003 to bar, via a multimillion-dollar lawsuit, aerial photographs of her 
Malibu home from being published. the photographer was only trying to document 
coastal erosion. Before the lawsuit, the image of her home had been viewed online 
only six times, but after the case went public, more than 420,000 people visited the site.
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were custom-generated by YouTube in compliance with my previ-
ous search. The said video, uploaded by one Shailendra Tiwari in 
July 2014, received over 3 million views.17 The comments on this 
video caught my interest.

The comments create a virtual conversation amongst YouTube 
users (most of whom use counterfeit usernames), redirecting to 
other web pages and social networks via the ‘shares’ in the com-
ments. The emergent assemblage generates a web discourse on 
item numbers and obscenity created by users who engage in 
producing value judgements and others who do not on the dance 
(while obscuring their original identities). Andreas Treske (2013, 
8) argues that online video never exists alone; it creates a ‘video-
sphere’ around it. He notes:

We most likely view online videos in a browser, which acts as 
a kind of container, a frame inside another frame … the single 
video on a webpage is always surrounded by an environment of 
things in their place… (The term ‘things’ here means anything 
that can be coded, that can be described or produced through 
software code) … the page recreates the function of a video 
jukebox. (Treske 2013, 11)

Like the ‘videosphere’, videos on YouTube are also found 
embedded in another medium; e-mail, as tiny URLs or Bitly on 
microblogs and social media, other photo and video sharing sites 
from which YouTube remediates its multiple networks of YouTube 
users, bloggers, social networkers, etc.18 Thus, a single YouTube 
video with its spectator-users’ comments, associated blogs, other 
links and ‘suggested videos’ as well as the other social media 
pages/platforms from which the YouTube user might have been 
redirected to the said video form an assemblage of debates floating 
on the web. The YouTube mixes of ‘Baby Doll’, Sunny Leone’s mul-
tiple viral videos and discussions about its obscene form (or not) 
by users of social media have created a web discourse on starlets, 
dances and obscenity.

17 https://www.youtube.com/watch?v<hig>=</hig>6d-MJfHor3Q (accessed on 21 
April 2022).
18 i borrow Richard Grusin’s (2009) logic of youtube as a medium that remediates data-
bases of media practices of social networking. 
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In this case, it is not the proximity of the ‘obscene’ body that 
raises the issue of morality in the virtual public domain, but its 
availability for wider circulation.19 Social media freezes moments of 
live dances and aids in the proliferation of these images (morphed 
or otherwise) via several channels of distribution. This creates a 
new fan imagination of the item girl’s body that may not be acces-
sible live but whose image can be streamed, played, replayed and 
possessed as a download. Although I use the term ‘fan’, there is a 
need to identify some differences here from standard usages of the 
term, in which fandom is predicated on distance and hierarchy. 
On the contrary, technological access converts the object of fasci-
nation into one that is proximate, touchable and morphable. The 
term ‘fan’ is thus interchangeable with ‘spectator-user’—a rather 
contingent identity for the technologically enabled body of the fan 
who effectively consumes images of the star body made accessible 
by the digital.

Whether the process raises or does not raise the issue of moral-
ity, the core question here is that it happens via online traffic, which 
does not involve moralising but is carried out by means of definite 
algorithms. To resort to a McLuhanism, it is the extension of the 

19 Legally determined notions of obscenity bounding close proximity to sexualised per-
forming bodies in live contexts are best exemplified in the case of the dance bar ban in 
Bombay in 2005. the event of the dance bar ban in Bombay began with tussles between 
the state and owners of low-brow restaurants, which served their guests with alcoholic 
drinks along with live dance performances to Hindi film songs, over legal licensing of 
these ‘dance bars’. the ecology of the dance bar, which was till the early 2000s com-
pared to that of primitive performances of the fairground, the tamasha and the Lavani 
playhouse, as well as the cinema house based on purely economic grounds, suddenly 
mutated into issues of obscene, sexualised bodies (compared to the Hindi filmic bodies) 
that require state control (Narendra H. Khurana and Ors. v. Commissioner of Police and 
Anr., 2004 CriLJ 3393). sections 292 and 294 of the indian Penal Code (obscenity) were 
invoked to carry out the arrest and raid of bar dancers; the focus shifted from the unau-
thorised establishments to the bodies of the dancers. the second recommendation is: 
‘(2) there should be a railing of 3 ft height adjacent to the dance stage. there should be 
a distance of 5 ft between the railing and seats for the customers’. it was prepared by a 
2004 committee formed by a government directive to control ‘undesirable practices in 
hotel establishments’ signposts the lexicon of law that sexualises the physical space of 
the dance bar: a body with an overt sex drive that needs to be bound by railings (Indian 
Hotel and Restaurant Association and Ors v. The State of Maharashtra 2006 (3) BomCR 
705). Gupta, screenwriter for Anjaam (directed by Rahul Rawail in 1994), points out a similar 
taxonomy of control that operates in the censor board’s attempts at sexualising the filmic 
material: the unruly celluloid that requires snipping, ‘the Censor Board arguments are 
always about five feet and ten feet and two feet. Cut this off and cut that off’ (Ganti 2009, 
54). the coexistence and cross-referencing of bar dancing and filmic item numbers is a 
case of new mass media and older forms of performance remediating and amplifying 
each other. the legal regulation of both unwittingly sexualises them.
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video in the form of comments and suggested videos, rather than the 
original content of the video, that set the stage for online obscenity 
debates. A relationship emerges here between virality, as relayed 
through the node of the spectator-user (toucher, in the haptic sense) 
and new orders or flows of sexuality. Moral intervention may itself 
be part of this flow, constituting an element which both disavows 
and highlights the frisson of sexual excitement and shock.

In the case of viral videos, the law functions both as a redress 
and a publicity form. In the case of Ek Chhoti Si Love Story, 
Manisha Koirala sued the filmmaker for showing a four-minute 
sequence of her character’s nude body, which was played in close-
up by a body double.20 While the case of Leone seems to be a case 
of virtual defamation for starlets whose private performances are 
leaked and consequently viewed repeatedly and discussed over 
social media, the virality of images that are seemingly of a private 
nature attains a ‘pornographic quality’ that showers the starlet 
with a brand of short-lived but highly energetic stardom that is 
quite different from the mainstream.

One can recall the long-standing legal battle that another 
starlet, Mallika Sherawat, went through (and the popularity she 
earned through the process) when she was slapped with an obscen-
ity case in 2007.21 Sherawat had performed live to a medley of item 
numbers wearing a skin suit sequined with a silver bikini thong in 
the J. W. Marriott Hotel, Bombay, on New Year’s eve, claiming that 
she was unaware of the programme’s live telecast on news chan-
nels. The original footage of the event was removed from YouTube 
when the starlet expressed her annoyance, she wasn’t informed of 
the public circulation of the footage of the private party. However, a 
user uploaded the news channel footage of the event after the case 
created a buzz in the media. This was an extremely low-resolution 

20 Manisha Koirala v. Shashilal Nair and Ors. 2003(2) BomCR 136. the body double, Jessica 
Choksi, is quoted as saying, 

i acted as Manisha’s body double in certain scenes of the film only on the condition that 
my face or name will not appear anywhere. But with this intense media glare people 
and close relatives have come to know about my role in the film. so i have demanded 
Rs 10 lakh from Nair as damages.… if Nair fails to pay me i plan to move the court, 
i am seeking damages because i may not get good offers after this kind of publicity 
(Press trust of india 2002).

21 the case was last heard of in 2013, when a Vadodara court issued a bailable warrant 
against the starlet. http://archive.indianexpress.com/news/warrant-issued-against-
mallika-sherawat-for-obscene-dance/1139394/ (accessed on 21 April 2022).
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video, which still managed to receive more than 185,000 views.22 
Sherawat’s career took a turn for the better after the controversy. 
She bagged an item number Mayya Mayya in Mani Ratnam’s Guru 
in 2007, her first notable item number and claim to fame.

The consumption of technology explodes to feed the manic 
desire for technology, which in turn erases distinctions between 
technology, surveillance, voyeurism, entertainment and crime 
(Prakash 2011, ‘Imaging the Modern City, Darkly’). Low-res viral 
videos are Hito Steyerl’s (2012, 44) ‘poor images’—it is the longest 
distance that the image has travelled since its inception. Having 
survived the gauntlet of going through multiple circles of uploads 
and downloads and copying and re-copying, the poor image is a 
wraith of the original image produced by the maker. The ‘illicit fifth 
generation bastard’ quality of the poor image, however, has its own 
aura, its own aesthetic sensibilities. The aura lies no longer in the 
original ‘but in the transience of the copy’. In the case of YouTube 
videos, the distinction between the original upload and the imi-
tated or orphaned file is rendered obsolete, and doubled forms like 
the copy or the remix/mashup become equivalent to the original 
(Vanderbeeken 2011, 47).

Degraded video aesthetics mark the video text as forbidden; the 
rawness of the image stands as an incitement. Lucas Hilderbrand 
(2009, 65) quotes an anonymous art horror film scholar to suggest 
that the aesthetics of video are often intentional as well as inci-
dental (signposting the stealthy nature of the recording process) to 
signal the ‘illegality’ of the tape, ‘something that you are not meant 
to see simply because the image quality is so bad’, as it performs the 
dual job of standing as a deterrent as well as enticing the spectator. 
This is the peculiar quality that underscores low-res viral videos, 
which by virtue of their graininess hint at the provocative nature 
of their content.

In this context, the nature of the spectator’s mediated gaze 
needs to be thought through. Laura Mulvey points out that illu-
sionistic narrative cinema defines and controls the structure of the 
gaze with great precision and is thus a technology of transparent 
immediacy. On the contrary, the immediacy of low-definition video 

22 Uploaded by a user named Mallika sherawat from a blog titled ‘Love U Mallika’. https://
www.youtube.com/watch?v<hig>=</hig>RfVynPhXrk0 (accessed on 21 April 2022).
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grows out of the frank acknowledgement of its medium—a hyper-
mediacy that is not based on the perfect visual re-creation of the 
world (Bolter and Grusin 2000, 81). A low-res viral video urges its 
spectators to look at the medium rather than through it. It alters 
the spectatorial gaze to become shifting glances, trying hard to 
make sense of its grains. The immediacy of degraded videos thus 
does not grow out of a desire to control and appropriate the female 
form, or any form, and may not be univocally gendered (Bolter and 
Grusin 2000, 81).

If low-res aesthetics have strong links with lowbrow pornogra-
phy, which is banned by the state and decried by the right-wing and 
certain feminist groups alike, high-resolution, gloss-tinted images of 
starlets as pin-ups offer the promise of quick (often global) stardom. 
It then becomes a marker of a high-end lifestyle and entertainment 
that only a few can afford. This stardom is quite unlike the tradi-
tional notion of stardom that signifies narrative, the building of a 
story about the star, composed of the interplay between the star’s 
on-screen (now many more screens) and off-screen lives. The term 
starlet, on the other hand, denotes an embryonic form—biding to 
mutate into something more substantial through virality. This is 
a case of quick, ephemeral glamour. While MTV introduced the 
notion of five minutes of fame in the early 1990s, Internet circula-
tion acquired something even more fleeting. Nude or semi-nude 
photos of starlets on the covers of adult entertainment magazines 
have an international market and generate an instant and ephem-
eral sensation.

A quick look at the career graph of the starlet, Sherlyn Chopra, 
helps to substantiate this. Twitter had banned Chopra, being pro-
voked by the fear that the starlet’s act of uploading ‘obscene’ images 
on the microblogging platform would lead to a controversy. Chopra 
was the first Indian celebrity who was banned from Twitter when 
her nude photos on the site displeased a rights group in Bombay, 
which also threatened her with legal action for obscenity (Ganguly 
2010).23 Chopra, a small-time item girl, seized the headlines of 
leading film journals when she became the first Indian to earn 
the title of ‘The Playboy Girl’, earning a Playboy cover for herself. 

23 for further reference check http://www.asiantribune.com/news/2010/06/24/starlet-
sherlyn-chopra-banned-twitter-obscenity (accessed on 21 April 2022).
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Owing to the hubbub created since 2012 across all the social media 
platforms—Facebook, Twitter, Imgur, 4Shared and Metacafe—over 
Chopra’s nude photo on the magazine cover, the recently digitised 
entertainment magazines like Playboy and Indian film journals 
like Stardust (2014) widely circulated the Playboy photoshoot of 
the starlet on the web.

One of the basic features of Web 2.0 is that it is premised on 
an increasing practice of self-staging and self-stylisation, multiply-
ing the possibilities of public self-thematisation (Peters and Seier 
2009). Thus, social media, including Twitter, personal homepages 
and blogs have become new sites for the proliferation of small-time 
web stardom. This condition of Web 2.0 is pertinent for starlets who 
manage their own social media pages by uploading content (often 
provocative in nature to gain quick stardom, but one that appeals 
to the masses). Sherlyn Chopra’s Twitter handle is strewn with her 
fans’ tweets, which the starlet often retweets. Some of these tweets 
function as fan-aided publicity for the starlet. A certain user with 
the name Amour writes on 1 February 2013, ‘… Why the shy look, 
Sherlyn? Make some eye contact with me!!!’; another user tweets on 
31 January 2013, ‘Sherlyn Chopra to dance with 50 nude dancers 
in Kamasutra 3D!’24

Sherlyn Chopra’s much awaited and already controversial 3D 
film Kamasutra (whose promotion is done exclusively through the 
two item numbers of the film performed by the starlet) is yet to 
be released. Her provocative global stardom is different from that 
of Bollywood’s A-circuit female actors. This stardom proliferates 
through peer networks of her fans on social media and the star-
let’s sensational and constant personal interactions with these fan 
pages.

AmAteur digitAL CuLture And  
the ACt of CurAtion
Memetic humour, which is often provocative in nature, is dif-
ficult to tap down in concrete terms owing to its apparent loss of 
original material substance, its material unit of measurement and 
transmission. As Tony D. Sampson (2011) notes, the meme is a 

24 http://twitter.com/sherlynchopra (accessed on 21 April 2022).



68 siLPA MUKHeRJee

self-copying message that spreads without any organised unit or 
body. It spreads via viral means. Its parasitical fitness works via 
an evolutionary algorithm without being dependent on a single 
mechanism. The viral sleazeography of item numbers thus becomes 
articulations of frenzy and fever on the web. The meme is thus a 
code that attaches itself to the medium and helps metamorphose 
media-cultural objects in the process. The meme that signposts 
the bodilessness of digital data overwhelms any legal infrastruc-
ture. The lack of a proximate, touchable body of media objects 
disallows any juridical injunction to operate on them. Instead, 
the legal-juridical apparatus is stringent on the body that is the 
framer of digital data—the proprioceptive body of the fan-user who 
appropriates the memetic code and contributes to the endless circle 
of remixes around it. Such a body makes use of electronic, quasi-
disembodied forms of interactivity, kinesis and eroticism, down-
loading, morphing and uploading and forming a tactile bond with 
the image throughout, signposting a culture that is participatory 
and self-absorbed at the same time. My fellow audience member, 
video recording ‘Baby Doll’ on his phone inside the theatre, ren-
ders the item number visible not just as a cinematic event but an 
expression event of unassimilable affect. In this case, the event of 
activated spectator-users being literally moved by the movie screen 
points to the existence of contagious assemblages and affects—the 
online community of users on pornographic websites, the velocity 
of movement of ephemeral sensational videos physically through 
the offline community of micro-SD card users, and the physicality 
of sex and the sexual as experienced in the tropics as literal heat, 
sweat and fever pitch.

In his work on Otaku culture in Japan, Hiroki Azuma (2009, 
xvi) notes the formation of databases that catalogue, store and 
display results, providing a space where users can search for the 
traits they desire and find new characters and stories that might 
appeal to them; the users are the Otaku fans who form the database 
(not simply a computer program but also a worldview that sees 
the environment around them as coded with information and one 
that responds to clicks on search buttons). The Otaku are defined 
by Azuma as fans ‘who fanatically consume, produce, and collect 
comic books (manga), animated films (anime), and other products 
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related to these forms of visual culture and who participate in the 
production and sales of derivative fan merchandise’ (Azuma 2009, 
xv). Azuma even points out the traces of Otaku in Web 2.0 Internet 
culture, including blogs and YouTube (Azuma 2009, xix). The pro-
liferation of social media in India, a landscape of an always ascend-
ing figure of technologically enabled population, invokes a new 
fan identity; a user of digital media with a fascination for the new 
medium and obsession to leave a barrage of signage on the virtual. 
In the case of the item numbers, the formation of a database of cult 
images (iconic moments of item numbers like a close shot of a hip 
thrust or the cleavage of the star’s breasts or a winking eye) that 
are produced and circulated by digital media in India generates a 
new web-based citation culture. The new database alters audience 
interaction with the item numbers as the aural acquires a haptic 
quality when music frees itself from the cinema and is morphed 
into multiple other formats on the web (namely as remixes with 3D, 
animation and text mashups, GIFs and short videos edited with 
warping texts in listicles and memes with sound clips attached to 
speech bubbles). Revised modes of audience interaction also add 
new layers of tactility to the image that is formed by either freezing 
it or looping it ad infinitum.

The marks left by the fan-user’s activities on the web resonate 
with an older moment of aesthetic marking that emerged with the 
popularisation of videotape. Marks left on the videotape became a 
tangible part of its aesthetic. About the aesthetic marking on boot-
legged video pornography, Lucas Hilderbrand notes, ‘Videotape 
amateurs and bootleggers’ sticky fingerprints … signifies the inher-
ent vices of analogue video-and personalise it as well … distortion 
can become beautiful, arousing … or emotionally moving’ (2009, 
71). Laura Marks (2002, 153) in her work on digital video art sug-
gests the ways in which the marks of decay and generational loss 
on analogue video become a part of the definite aesthetic bent of the 
digital video artist’s fascination for indexicality, which she refers to 
as ‘analogue nostalgia’; ‘artists are importing images of electronic 
dropout and decay, “TV snow” and the random colors of unrecorded 
tape in a sort of longing for analog physicality’. Marks (2000, 85) 
treats old media as if it were a fossil, an object that retains the 
trace of the user.
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The materiality of a trace on analogue video can be compared 
to the algorithmic function of the database of fan-user activity that 
gets updated with every new upload. The traces in both analogue 
and digital video are, in terms of their materiality, different from 
traditional fan-based self-inscription. The traces left by individual 
users appear (often curated by the online platforms) when future 
users search for them, the entire process being enabled by the 
complex workings of the algorithms of Web 2.0.

fAn And/or troLL
The post-2010 fan-user generated digital content produces a certain 
form of value. Online transactions amongst fans support the function-
ing of Web 2.0 companies and their allied media corporate partners. 
Fans producing content thus offer voluntary digital labour and 
fall under the category of ‘prosumers’ as suggested by De Kosnik 
(2013). In the process, prosumers unwittingly build an archive of 
signage with the traces they leave on the web. Online platforms, 
such as 9GAG, BuzzFeed and Imgur, and the more India-specific 
content-based Internet media companies, such as ScoopWhoop, 
trolldekho.com, memecenter.com and memegenerator.com, were 
instrumental in creating a whole host of ‘prosumer’ fans in India 
who create, ‘like’ and share content (‘funny’ images in the form of 
memes, GIFs, short videos and picture comments); troll starlets and 
other users (posting either ‘offensive’ or ridiculous images on their 
social media pages); form a community of prosumers who design, 
advertise and consume merchandise associated with image-specific 
fandom; and unwittingly advertise corporations, which include film 
and music business. These images are frozen sequences of item 
numbers. They are tactile in nature. The tactility is derived from 
the multiple processes of technological morphing that these images 
undergo in the domain of digital media.

Amateur fans are enabled to personalise the digital images of 
their favourite stars as opposed to the paper pin-ups of an earlier 
era. The resultant phenomenon fosters a virtual world of sensa-
tions, an affective condition that even the stars are not untouched 
by. ‘One of our most loyal followers is Bollywood celebrity, Anushka 
Sharma (the star is one of our regular readers), although our target 
group is teenage girls of the age group of fifteen to twenty five 
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years,’ says Rega Jha, founder of BuzzFeed India.25 She further says 
that after working with BuzzFeed International, she brought it to 
India with the notion that ‘India should not be sheltered from the 
global web and pop culture and that BuzzFeed India was possible 
only because (as our sources say) there are 300 million web users 
and 200 million English-speaking Indians.’ 26

Jha notes that BuzzFeed functions on a much smaller scale in 
India than in the USA:

In the U.S. it is more specialized with a social media and 
technology team constantly updating the portal, here we’re a 
team of writers who produce India specific stories, as a vertical 
community that also encourages content from the users but 
we make them public only after they’re vetted by our editors.27

Although the buzzword of these online media platforms for 
content sharing is ‘user-generated content’, purely user-bred con-
tent is a rarity in any of these Internet media companies. Debarshi 
Banerjee, the founder of ScoopWhoop, a Delhi-based online media 
house, says that the five founders of the first Indian Internet news 
company came from backgrounds in digital advertising and were 
thus familiar with the medium and could surmise that the Indian 
consumer was ready to make the leap to transition to consuming 
content that is wholly digital.28 Both ScoopWhoop and BuzzFeed 
India have been operational for a year now, and both offer content 
that is ‘curated by a team of editors’.29 As Banerjee suggests, ‘The 
danger of allowing absolutely unedited content is that some of the 
users might upload abusive or offensive content in the name of troll-
ing, we don’t want to run into that.’30

User-generated content or fan uploads in the case of item 
numbers can range from benign online fan communities compiling 
videos and photographs of their favourite stars and highlighting 
their attainment of a certain number of YouTube ‘likes’ on Google+, 

25 in an interview with Rega Jha (22 september 2015).
26 ibid.
27 ibid.
28 in an interview with debarshi Banerjee (22 september 2015).
29 Quoting Rega Jha and debarshi Banerjee.
30 debarshi Banerjee (22 september 2015).
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Facebook or Twitter to the most vicious hate trolls on 9GAG and 
memegenerator.com. For example, the members of Shruti Hasan’s 
fan club on Google+ kept updating the page when the star’s item 
number ‘Madamiyan’ was uploaded on YouTube, marking every 
development on the YouTube link from sharing GIFs of their favou-
rite moments from the number to celebrating the video reaching 
more than one million views in a few days of its release. On the 
other hand, some of the most hateful trolls are directed against 
ex-porn star Sunny Leone, which are then circulated on social 
media: Sunny Leone drinking a green juice is Hulk’s cum (wink, 
wink)/Sunny Leone co-hosting MTV Splitsvilla on the small screen 
is booed by trolls saying, ‘But we’ve already seen you on many small 
screens, LMFAO’, etc.31

The two ends of the spectrum, marked by the extremes of fan 
bhakti (devotion) and organised virtual hatred, demonstrate the 
longevity of user activity on a particular content.32 It points out 
the memetic as well as the mimetic tendencies of Web 2.0 users’ 
attention. Tiziana Terranova (2012, 12) recognises the mimetic node 
of users paying attention to what others do on social networking 
sites. J. MacGregor Wise (2012) notes that what is perhaps new 
to distraction (it was an important feature of both modernity and 
postmodernity) is the seeming ubiquity of technologies of distrac-
tion. The economics of the new assemblage (formed by the user 
body in stratification with the multiple dimensions of affect and 
the multiple devices surrounding it) is the economics of attention 
(Wise 2012).

Referring to online video as a medium in itself with a vortex 
around it with hyperlinks and comments, Robrecht Vanderbeeken 
(2011, 47) suggests that the new assemblage now

Encourages a new mental condition in which attention is spent 
upon monitoring heterogeneous and ephemeral information. 
The viewer needs the skills to skip irrelevant information and 
avoid distraction. At the same time, one needs to be aware 
of details and momentary features. In short, the viewer’s 

31 http://9gag.com/gag/a9M9beZ/sunny-leone-gets-trolled (accessed on 21 April 2022).
32 the term ‘fan bhakti’ is borrowed from Madhava Prasad’s (2009) work: ‘fan Bhakti and 
subaltern sovereignty: enthusiasm as a Political factor’.
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perception amounts to a vigilant, personal montage and 
assemblage of data and codes. This new condition implies a 
radical shift from what might be termed centralized attention 
to subtextual reading, both visual and literary.

The urge to theorise attention is in response to the growing 
cult of online stardom and the new clamour for our attention across 
proliferating media and within the media themselves.

Cases of starlets getting trolled on the microblogging plat-
form Twitter are on the rise, with the most vulnerable ones being 
the small-time female performers (often B-grade) attempting 
to gain celebrity glamour by doing hypersexualised stunts in 
Bollywood. Kamaal Rashid Khan, one of the most ill-reputed 
trolls on Twitter, had a long-drawn virtual tiff with Sunny Leone, 
attributing words to her Twitter handle that the actor denied 
having posted herself. Although he had faced lawsuits under 
Section 66A for making racist remarks against actor Dhanush 
on Twitter in 2013, Kamaal R. Khan tweeted, ‘Ye lo … Sunny 
Leone says—rape is not a crime, it’s just a surprise sex.’33 Sunny 
Leone is quoted as saying, ‘This whole issue is quite sad. I never 
made this statement at all. No woman in this entire world would. 
He has written it and tagged me on it. He has not ‘retweeted’ my 
comment…’. She lodged a complaint with the cybercrime investi-
gation cell of Mumbai Police against Kamaal R. Khan for falsely 
attributing controversial comments on rape to her on his micro-
blogging page.34 She also says, ‘post the incident, my web team 
has been diligently blocking people who have been retweeting 
his comments.’35 A year ago, Khan tweeted, ‘I request to Digvijay 
Singh Ji to have a strip show of Sunny Leone in the function of 

33 http://zeenews.india.com/entertainment/celebrity/sunny-leone-kamaal-r-khan-go-
to-legal-war-over-tweets_127466.html (accessed on 2 May 2022). section 66A, which 
criminalised ‘grossly offensive speech’, was struck down by the supreme Court in 2015 in 
the Shreya Singhal case (Shreya Singhal v. Union of India AIR 2015 SC 1523) as violating 
the freedom of speech and expression guaranteed under Article 19(1)(a) of the indian 
Constitution. see Chapter 4 of this volume.
34 http://timesofindia.indiatimes.com/entertainment/hindi/bollywood/news/sunny-
Leone-files-complaint-against-Kamaal-R-Khan/articleshow/18349470.cms (accessed on 
21 April 2022).
35 ibid.
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his marriage and I will pay `1 crore to the Congress party fund,’ 
forcing the actor to seek legal help again.36

In reply to my question about the legal infrastructure binding 
amateur activities online, Debarshi Banerjee, one of the founders 
of ScoopWhoop Media, said,

As such there is no legal framework around it, not even 
around provocative image macros and trolling except the IT 
protect act. But harassment is harassment … if someone is 
offended by anything posted online can seek legal help under 
Section 66. Reddit, 9GAG, 4Chan work through user generated 
uploads, they are free spaces, and one can’t put a censor on 
that. They work through algorithms that push content out to 
people; they’re not managed by anyone. However, in creative 
media spaces like ScoopWhoop, Buzzfeed India or any other 
curated platform … all content is vetted by a team of editors. 
The comments section to every listicle is the free space that 
we allow the users to engage with. But somewhere we need 
to draw the line … so for example in most of our listicles and 
blogs on item numbers we receive some comments which 
border on lewdness like users sharing hyperlinked stories 
of wardrobe malfunction, leaked videos and casting couch. 
However, there are others which are absolutely pornographic 
(often directly criminal hinting at rape, etc.) comments like 
‘Hey check out this blah blah blah blah URL’ or yet others 
who try to do unnecessary marketing like ‘Oh stop reading 
these yap bag lists about hot women, work for me and earn 
X amount of money in Y hours.’ We do not publish these. In 
curated platforms we’re responsible for the content we put up, 
we don’t want to enter legal hassles for supporting unbridled 
user activity. Thus, we’ve kept the option of reviewing com-
ments before they get uploaded.37

Malicious trolling on microblogging platforms is a throwback 
to electronic communication technologies of the early 1990s like 
virtual reality, which empowered, as Anne Balsamo (1994, 139) 
and Mark Dery point out, ‘anti-social behaviours, such as “flaming” 

36 http://timesofindia.indiatimes.com/entertainment/hindi/bollywood/news/Kamaal-R-
Khan-sunny-Leone-twitter-war-sunny-Leone-striptease-sunny-Leone-sues-Kamaal-Khan/
articleshow/34583987.cms (accessed on 21 April 2022).
37 in an interview with debarshi Banerjee (12 december 2015).
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(electronic insults), and borderline illegal behaviours, such as tres-
passing, e-mail snooping, and MUD-rape (unwanted, aggressive, 
sexual-textual encounter in a multi-user domain).’ However, the 
impulse behind such flame wars was rather a niche activity car-
ried out by participants of an electronically configured subculture, 
namely the techno-frenzied cyberpunks, the trolls, LOLcats, image 
macros and other forms of contemporary memetic transmission of 
messages moving across the digital network, cutting an arc from the 
invisible troll to the hyper-visible meme on social media pages. They 
not only make more people conversant with the images themselves 
but also rely on a certain level of awareness already existing. The 
question of its virality and wider dissemination also ropes in the 
question of the law as redress.

the finAL hit
I engaged with the category of film music popularly known as the 
item numbers and their distribution and subsequent movement 
through digital platforms like YouTube. To conclude, I signpost the 
phenomenon that I refer to as mediated streaming. Hearsay and 
rumour around the film and music industries abound with narra-
tives of supari (money invested in a contract killer in Bombay’s 
mafia lingo) and vasooli (in Bambaiya, money that is coercively 
extracted) for particular songs. Coupled with the rumours, the 
infrastructural logic of Web 2.0 programs like YouTube, which 
curate searches with ‘suggestions’ and ‘recommendations’ specific 
to the Internet Protocol addresses of their users, paves the way 
for such mediated streaming. Record labels are known to set aside 
a budget for the (un)fair distribution of music, resorting to the 
city’s subterranean mafia practices to promote certain numbers 
either by hijacking bandwidth or forcefully acquiring airtime on 
television and radio channels. Such an industry supported by an 
informal economy of software hackers points out the nexus between 
corporate media policies, state quotas and licensing policies and 
an ever-burgeoning grey money business. Here, I underscore the 
utmost secrecy and precision that the digital allows the players in 
this economy.

Item numbers are one of the biggest money-spinners in the 
film business, despite being only an ephemeral effect of narrative 



76 siLPA MUKHeRJee

cinema. The clip culture domesticated in India by YouTube has 
aided this distribution of the ephemeral in multiple ways. The 
ephemeral becomes a standalone attraction in the clip format and 
can thus be morphed especially for YouTube distribution with 
effects that earlier could not be accommodated in the narrative 
logic of cinema. Lamenting the loss of sonic richness in contem-
porary music, Steven Shaviro (2003, 42) critiques the incessant 
desire to digitise until everything is ‘transcoded into binary data 
and made available for unlimited replication and manipulation’. 
The digital ushers in a new bazaar ethos: It eases the process of 
splitting capital returns from the item number by the bit (the 
heterogeneous elements are all turned into zeroes and ones, as 
uniform bits of information, facilitating easy ownership), allow-
ing money profit to be shared proportionately amongst multiple 
partners: production house, record label, trailer manager, on-air 
programming company, distribution partner as well as the vasooli 
bhai (mafia henchmen). The digital, thus, is a phenomenon that 
brings together several players associated with the item num-
bers, their contagious assemblages with their intertwined logics 
of action, and it maps their corresponding capital territorialities 
on the Internet.

Geospatial technologies, geotags and similar IP address track-
ing mechanisms add to the practice of mediation-driven search on 
the web. In his work on the new video geography, Ramon Lobato 
(2016, 10) points out that the soft forms of cultural regulation, like 
search localisation and algorithmic recommendation, are chang-
ing the nature of the open Internet as they locate users within 
particular cyberspaces. Certain videos thus go viral in some parts 
of the world for an ensemble of reasons; the algorithmic anxiety 
underlying search services and the identity of the uploaders bolster 
the manual (mal)practice of ensuring that only some songs are 
searched or appear to be searched or suggested to be searched. As 
Eli Pariser (2011, 12) notes,

It was nearly impossible to guess how the algorithms would 
shape the experience of any given user. There were simply 
too many variables and inputs to track. So, while Google can 
look at overall clicks, it’s much harder to say how it’s working 
for any one person.
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The algorithmic anxiety also allows uploads of multiple copies of 
the same song, even by the official channel of the record label, some-
times with extremely minute variations that coexist simultaneously 
with amateur user uploads of the same/morphed/remixed video of 
the song. The chartbuster is thus made by the intricate workings of 
the industry, the infrastructure of YouTube that permits a smooth 
breach of copyright (by pirate uploads and unlicensed remixes) as 
well as the multi-version videos from the same uploader.
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introduCtion: huLLAbALoo in  
the guAvA orChArd
It all started with a link. Not with a frayed, yellowing news clip, 
as it used to in analogue times, but an online link to this report: 
‘Orgy’ Video on WhatsApp Lands Four in the Soup (Ansari 2014).

The report briefly described an event that had taken place in 
November 2014 in Pune, a thriving city four hours from Mumbai. 
Four young men, all 17 years old, just starting college or finishing 
school or some such, had landed up in a public garden one afternoon 
for some fun and games and, apparently, for some guavas. As one 
of them later told the police:

Three of us had gone there to eat guavas. But when we reached 
there we started playing with each other’s genitals. We then 
stopped under a tamarind tree, where two of us had oral and 
anal sex while the third shot it on his phone. This was repeated 
on all three. After two hours, we returned home. (Ansari 2014)

Let’s leave the juicy, super-casual segue from guavas to tama-
rind aside for now. When one of the four shared this story with 
a friend, he didn’t believe it. It’s easy to imagine why; it sounds 
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unbelievable when stated like this. So the young man provided 
proof—or evidence—in the form most common in the pics-or-it-
didn’t-happen digital age: a video clip filmed on a cell phone. His 
friend uploaded the clip to the Worldly Affairs WhatsApp group, 
from where it ‘spread like wildfire’.

Until someone who saw it called the cops.
The four young men were arrested and charged with circu-

lating content that was obscene under Section 292 of the Indian 
Penal Code.1

This unusual case threw up a number of questions. Some 
related it to the incident in the park. Was this really what had hap-
pened? Or had something gotten lost in the telling, in translation? 
Some related it to sexuality: Was this a play? Were they gay? Did it 
matter? Some related it to the sex being filmed: Was the sex staged 
for filming? Or was filming part of the erotic charge? Some related 
it to digital cultures of sharing: Did the four men know the video 
was going to be shared by others? Was consent assumed, bypassed 
or irrelevant? And some related it to the fluidities of space as an 
act, which was possibly meant for somewhat private consumption 
but became increasingly public with each changing hand: Was this 
a public performance, a private act or something in between? What 
did this mean, if anything?

Complementing these questions was another set of concerns 
centred around the law, its framing and its application. How come 
the four were arrested at all? They had only shared the video with 
a friend. If someone else had shared the video, how were they legally 
culpable? The video may have been sexually explicit. But did that 
necessarily make it obscene? It was hard to understand the primary 
harm in this case. Who, if anyone, had actually been harmed? If 
anything, it seemed like the four young men were victims of this 
video going viral, but they were seen as perpetrators. Shouldn’t 
they have been protected from a privacy violation instead of being 
booked for circulating obscene material?

1 they were also arrested under section 34 (common intention) of the indian Penal Code 
and under the Protection of Children from sexual offences Act. However, they were not 
booked for having sex ‘against the order of nature’ under section 377 of the indian Penal 
Code, which has since been struck down as unconstitutional by the supreme Court.
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All said and done, how can you end up as a criminal when all 
you’ve done is share a video with a friend?

So many questions. Such few answers.

sexting the Cherry: imAge,  
teChnoLogy And exPression
How do we locate this hullabaloo in the guava orchard (Desai 1998)? 
I think of the four boys’ escapade as sexual expression in the digital 
age, no different from a kiss or a cuddle in more physically leaning 
times. In any event, words and images—both moving and still—
have always been tools for personal expressions of sexuality. Think 
of the painstakingly crafted Victorian love letter or folded chits, sur-
reptitiously passed between lovers in the making, of handwritten 
entries in locked diaries and awkwardly posed studio photographs 
of couples, of tattoos in secret places that can’t be easily removed 
when a relationship has died.

Love. Sex. Desire. Pleasure. Sexual expression has always 
been tied to technology, be it the pen, the camera or the cell 
phone. Some of the most commonly exchanged intimate images 
in the pre-smartphone era in India were those related to mar-
riage, especially arranged marriages. Think of the classic studio 
portrait of a young woman whose parents send her image to the 
‘boy’s family’ to create a match. I see her long black hair, neatly 
tied back or flowing straight down, as calmly as a river; her silk 
saree with a zari (a type of gold thread used decoratively on Indian 
clothing) border; perfectly placed bindi; no spectacles (even if she 
needs them in real life) and a scenic backdrop. So socialised and 
domesticated is this image that the woman already seems mar-
ried to the idea of a match made for her by others. You can almost 
see the technology behind her at work: the studio, the zoom lens 
and the lights. The formality of it all. And the social mores, the 
invisible parental hand guiding her to it. And as the 2020 Netflix 
show Indian Matchmaking has shown, this really hasn’t changed. 
The images have just gone online. That’s all. But they’re the exact 
same kind of images.

If the possibility of exchanging a nude selfie with one’s lover 
didn’t exist in the analogue days, it’s largely because the technol-
ogy to do so did not exist. Think of the dubious prospect of running 
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down to the neighbourhood camera shop to get your nude image 
developed and printed by another. Not an option. As much as nude 
selfies—or sexts—are tied to ‘technologies of the self’,2 they’re also 
tied to technologies of the digital, to cell phones that enable you 
to image and share your body in relative privacy without going 
through an intermediary.

What the Pune boys sent to their friends was a sext3: a sexual 
selfie, or a nudie, as it’s sometimes called. In formal terms, the 
nudie is almost the exact opposite of the arranged marriage por-
trait. It’s home-made by the subject themselves, often without the 
paraphernalia of professional photography. Sometimes it’s badly 
shot, but that hardly matters. Its bare-boned beauty and raw 
imperfection mark the emergence of the ‘sexual subject’ in image-
making in a manner that is far removed from the posed perfection 
of the ‘marital subject’. Both these images are almost on opposite 
ends of the arc of sexual expression, in terms of not just form and 
content but also the agencies and subjectivities that lurk below 
their surfaces.

I see sexting much like new media scholar Amy Adele Hasinoff 
(2015) does, as a technology-enabled form of sexual expression 
in the digital age. ‘Sexting is a practice of personal sexual media 
production,’ writes Hasinoff in her book Sexting Panic. ‘Consider 
sexting as the latest version of love letters, diary entries, suggestive 
Polaroid photos, camcorder recordings and phone sex. Consider that 
sexting is at once a sex act and a speech act’ (Hasinoff 2015). In 
Hasinoff’s book, sexting is not inherently deviant or pathological. 
However, there are serious problems when personal sexual images 
are rooted in coercion, violate privacy, transgress consent or are 
used to harass. Hasinoff (2015) writes, ‘Sexting is neither inher-
ently liberating nor is it necessarily coercive. The act of sharing an 
explicit photo of oneself can be done under extreme duress or with 
as much free will as any other choice’.

2 this term was used by the french philosopher Michel foucault to refer to technologies 
which are technologies of the self,

Which permit individuals to effect by their own means or with the help of others a cer-
tain number of operations on their own bodies and souls, thoughts, conduct, and way 
of being, so as to transform themselves in order to attain a certain state of happiness, 
purity, wisdom, perfection, or immortality. (foucault 1988) 

3 While sexts can take many forms (image, video, graphic or text), the image-based sext 
is a selfie that is sexual in nature.
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Except it isn’t always seen as that, of course. The prospect 
of young people exchanging intimate images—particularly nude 
ones—typically produces shock, horror and moral outrage, espe-
cially among parents, police and policymakers. Sexting is often seen 
as an irresponsible and exceptionable teenage practice, placed in a 
category by itself, somewhat like pornography, which is also rarely 
seen as a legitimate medium of production.

Sexting is seen as a crime in some parts of the world. In the 
USA, the age of consent is 16, but child porn laws apply to those 
under 18 years of age. This means that legally two 17-year-olds can 
have sex with one another, but not make or share a digital image 
of themselves having sex (Alseth 2010), not even with each other, 
let alone others; it would qualify as child porn. US law does not use 
consent as a yardstick for establishing harm or criminality when it 
comes to teenagers: consensual and non-consensual sexting among 
teens is criminalised. This has led to situations of extreme legal 
absurdity. In one teen sexting case, a bewildered judge asked the 
prosecutor: ‘It seems like the child here is the victim, the perpetra-
tor and the accomplice. Does that make any sense?’ (Hafner and 
Wagner 2016, 156).

In June 2017, the US House of Representatives further crimi-
nalised sexting. The House passed a law that would put sexting 
teens in jail for 15 years, including teenagers who consensually send 
sexy photos to their friends or to each other.4 This consensual teen-
age sext is neither considered private communication nor legitimate 
sexual expression and is not legally protected. It is criminalised.

Imagine 15 years in jail for exchanging an image of yourself 
having sex with the person with whom you had sex consensually.

i PhotogrAPh, therefore i Am:  
imAge, friendshiP And PrivACy
In 2004, months after the USA invaded Iraq, essayist Susan Sontag 
wrote an impassioned article on how the Iraq war was being imaged. 
Photographing war used to be the province of photojournalists, she 
wrote in ‘Regarding the Torture of Others’. However, now soldiers 
are themselves photographers. ‘Soldiers now pose, thumbs up, before 

4 several states in the UsA have sexting laws that are much more teenage-friendly though.
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the atrocities they commit, and send off the pictures to their bud-
dies,’ writes Sontag. And elsewhere, ‘the pictures were meant to be 
circulated and seen by many people; it was all fun’ (Sontag 2004).

What the soldiers are performing through these image 
exchanges is friendship, or ‘friendship photography’, as media 
theorist Joanne Garde Hansen (2014) refers to it. We once talked 
on the telephone, but now we talk through our images. We mark 
friendships by sharing and commenting on images. And we update 
our friendships as we update our image streams. ‘After a year a 
smartphone is outdated, you have to get a new one,’ writes Alain 
Bieber (2015), curator of the photographic show Ego Update. ‘It is 
the same with the way you portray yourself, you have to be con-
stantly renewing yourself.’

When the cell phone is always at hand, life is lived through 
images and vice versa, eerily evoking Baudrillard’s (1981/1994) 
‘simulacra’ and Debord’s (1967/1994) ‘spectacle’. ‘Today many 
people regard the camera as a part of their daily lives, almost an 
extension of their bodies,’ write media professors Jonas Larsen 
and Mette Sandbye (2014). Visual culture theorist Martin Lister 
(2014) talks of the ‘living of life’ collapsing into the ‘making of 
photographs’. ‘Photographs matter not as much as finite products 
but because they provide the occasion for taking photographs: for 
walking, for wandering, for being alert to opportunities, for “being 
in the moment”’ (Lister 2014).

In other words, I photograph, therefore I am.
Nothing exemplifies this more than the selfie. The selfie, which 

became the word of the year in 2013 (Oxford Dictionaries 2013), is a 
combination of many things, all in the same moment: a way to reveal 
oneself to oneself and to others, a digital construction of identity, a 
way to harness fame and a way to produce sociability, aka friendship.

But what exactly is ‘friendship photography’? Based on her 
research with teenagers in England, Garde-Hansen (2014) writes 
about it:

This new audience of lay or friendship photography demands 
the ordinary.… The teenagers’ photographs that were shown 
to me during the focus groups for my research (taken of 
domestic spheres, out and about, during daily routines or of 
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one-off adventures) were aesthetic, spontaneous, dull, envi-
able, repetitive, creative, uninhibited, crowded, contrived 
and familiar in their non-eventness. They called my attention 
and called attention to ordinary lives turned into events in the 
moment of viewing…. Friendship photography, then, … seeks 
to make an emotional connection in the present, establish a 
social tie, perform intimacy and joint memory as simultane-
ously offline and online.

Building friendships via photography is also a tight rope walk 
between sharing too much and revealing too little, self-disclosure 
and vulnerability, what to keep private and what to make public. 
Garde-Hansen (2014) believes that friendship photography has 
collapsed the private–public barrier. ‘[It] has an integrated sense 
of sharing built in, which moves it very quickly from personal to 
public,’ she writes. ‘The concept that “we are all friends online”, 
alongside the proliferation of the domestic sphere into online 
spaces and the technologization of the home in real space, serves to 
reinforce the notion that what is private is also (by rights) public’. 

Other digital researchers, such as Danah Boyd (2014), argue 
that teens go to great lengths to manage their privacy among a 
networked public. ‘Every teenager wants privacy,’ writes Boyd. 
‘Teens’ desire for privacy does not undermine their eagerness to 
participate in public. There’s a big difference between being in 
public and being public.’ While research shows that sexual privacy 
remains at the top of most privacy lists, Boyd (2014) suggests that 
paradoxically, social media or ‘the networked publics they inhabit 
allow [teens] a measure of privacy and autonomy that is not possible 
at home where parents and siblings are often listening in’ (p. 71).

Perhaps the question is not whether digital technologies are 
reconfiguring the private and the public, but how they are doing 
so and what are the consequences of this reconfiguration? Anybody 
can reach into the stream of images and grab fragments of the 
lives of themselves and others, writes researcher Louise Wolthers 
(2014). The maker has little control left. Personal photographs are 
becoming more public and transitory, less private and durable, says 
information scholar Nancy Van House (2011). ‘Whereas printed 
images and negatives are under the control of the owner, digital 
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photographs have slipped the bounds of materiality and may have 
a life of their own outside the control of their makers’ (Van House 
2011). This may explain why there was a scandal when American 
soldiers’ personal images from the Iraq war landed on social media 
or why there was a scandal when four young men in Pune shot and 
shared their sex play with their friends and with a whole bunch 
of others.

JuiCy sex sCAndALs: imAge, LAw  
And obsCenity
Scandal! What a juicy, slurpy word. It’s almost like a mango 
that you can bite into. Or a guava. Scandal. What a treacherous 
word. Take the guava-eaters, for example. The police deemed 
their behaviour not just scandalous but criminal. Was this partly 
because it involved gay play? Is it because it involved four, not two? 
Is it because teens, even 17-year-olds, are legally treated as kids 
since the age of consent in India is 18? So even though the boys 
told the cops this was ‘performed by mutual accord’ (Ansari 2014; 
read consent), it didn’t matter. It’s interesting to conjecture what, 
if anything, would have changed had this been a boy and a girl in 
that guava orchard.

But wait. There was a girl and a boy who got into the same soup 
more than a decade back. Except they weren’t in a guava orchard. 
They too were 17-year-old students at Delhi Public School (DPS), 
who filmed themselves having sex. There too, the multimedia 
messaging service (MMS) bounded out of their control; they were 
expelled from school and became public images of disgrace, the girl 
even more so than the boy. There too, the media constantly referred 
to it as the ‘DPS MMS scandal’ for all the wrong reasons because 
two 17-year-olds were having sex and because they were filming 
themselves having sex, not because the film of them having sex was 
made public without their consent.

In 2004, when the DPS MMS ‘scandal’ broke, there was only 
one section of the Information Technology (IT) Act of 2000 under 
which the culprit, a college student who uploaded the video on 
baazee.com, could be booked. Like its physical counterpart, Section 
292 of the Indian Penal Code, Section 67 punishes obscenity. Since 
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there were no other provisions to book crimes of consent or privacy, 
these cases were often dumped into Section 67.

In 2015, after the hullabaloo in the guava orchard, the lawmak-
ers had the following three options to choose from:

1. Section 66E of the IT Act punishes the filming or transmission 
of ‘private parts’ without consent. This section was applied when 
minister Smriti Irani found herself being filmed in the changing 
room of a clothing store (India Today, 2015b). Although the term 
‘private parts’ is limiting and leaves out areas such as the face, 
which are often morphed onto someone else’s private parts, this 
section is the only one that explicitly recognises harms against 
privacy and consent. It is also among the least used provisions 
in the IT Act.

2. Under Section 67 of the IT Act, numerous notable ‘obscenity’ 
cases are filed and misfiled, including one against comedy 
crew All India Bakchod for creating a meme of a politician 
with a dog filter (India Today 2017) and one against porn 
performer Sunny Leone, filed by a small Hindu right-wing 
group in Mumbai (India Today 2015a). Obscenity is defined 
as that which is ‘lascivious’ or ‘prurient’ and likely to ‘deprave’ 
or corrupt. Maybe because of the wide judicial latitude permit-
ted by this subjectivity, Section 67 is the second-highest used 
provision in the IT Act.5

3. Section 67A of the IT Act criminalises the circulation of mate-
rial that is sexually explicit. Strangely enough, this section 
was used in 2016 against Ajay Hatewar for sharing a photo of 
Maharashtra Chief Minister Devendra Fadnavis’ family lolling, 
fully clothed, on a yacht (DNA 2015). Even more strangely, given 
that the parent section—Section 67—already regulates the las-
civious and the prurient, what is the need for this provision?6

5 this is as per the National Crime Records Bureau’s Crimes in india data from 2015, 
2016 and 2017.
6 section 66e was inserted vide it (Amendment) Act, 2008. section 67 was amended 
through the it (Amendment) Act, 2008: for publishing ‘obscene’ information, the 
imprisonment term was reduced from five to three years (and five years for subsequent 
offence instead of the earlier ten years), and the fine was increased from rupees one lakh 
to five lakh (rupees ten lakh on subsequent conviction). section 67A was inserted in 2008 
through the it (Amendment) Act.
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As the law and the media wrestle with the ‘scandal’ of sexual 
images, the real scandal gets buried in a dung heap of salacious 
shock. The real scandal is that the age of consent has gone up from 
16 to 18 years in India (Press Trust of India 2013), at a time when 
young people all over the world are having sex, falling in love or 
exploring body possibilities earlier and earlier. The real scandal 
is that if you consensually circulate sexy pics via your cell phone, 
you’re seen as a criminal and booked under archaic obscenity 
provisions.

The real scandal is that we have a colonial hand-me-down of 
an obscenity law created centuries back when digital technologies 
were about as feasible as life on Mars. And that law, from two 
centuries back, when photos, films and videos didn’t even exist, 
is being used today to regulate speech in the digital domain. Sex, 
expression and technology—life itself—may have evolved in the 
intervening centuries, but the law clearly hasn’t. If this isn’t scan-
dalous, then what is?

What’s equally scandalous is the misuse and overuse of Section 
67 to deal with digital ‘obscenity’. In a research study that I led on 
Section 67 of the IT Act, we studied media reports of 100 cases filed 
under this act between 2015 and 2017. We found that Section 67 
was used appropriately—against obscene material—in a minority 
of these cases. In most cases, the use of the section was either ques-
tionable or downright wrong. It was used as a tool of censorship 
on morphed images in cases of online harassment and where there 
were clear violations of consent. In many of these cases, there 
was nothing that could be called lascivious or prurient, let alone 
obscene, no nudity and nothing sexual. Even so, they are booked 
under archaic obscenity statutes.

As more and more cases are filed under Section 67, the dis-
course of ‘obscenity as harm’—amorphous, imagined and public—
is now eclipsing other harms. All manner of things in which the 
primary harm is, unshakably, inescapably, a violation of consent 
are now legally viewed as obscenity. Even though day after day, 
there are innumerable reports of the spread of non-consensual 
intimate images in India: revenge porn, morphed images, images 
shot surreptitiously on cell phones or hidden cameras in changing 
rooms, toilets, hotel rooms and what-not rape videos.
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While digital violations of consent are turning into everyday 
occurrences, Section 66E, the section that addresses this, is pre-
served like a rare jewel, only to be brought out on special occasions, 
like when Smriti Irani, the then Minister of Human Resource 
Development, found herself being filmed in a changing room in 
Goa. That’s one of the rare occasions on which a case was speed-
ily filed under Section 66E, recognising the harm for what it was. 
Contrast this with the treatment meted out to the four young men 
in the guava orchard, whose video, circulated by someone else, was 
not recognised as a violation of their privacy. This case too could 
have been filed under Section 66E, with them being treated as the 
complainants. Instead, in a mutation that seems almost obscene, 
they were treated as criminals for circulating obscene material.

rAPe videos: imAge, LAw And Consent
In February 2015, activist Suneeta Krishnan received two videos 
from a young man who was disturbed after seeing them on 
WhatsApp but didn’t know what to do. Krishnan (2015) writes:

I had a shock of my life when I viewed the videos. For a few 
minutes I was nauseated. Two videos, one 8.5 mins long of a 
gang rape of a girl by five men and another 4.5 mins long of 
rape of a girl by a man. Both the videos were being recorded by 
somebody else whom the men were aware of but that person’s 
face is not captured. What was shocking was the look on the 
faces of all the six young men, whom now I would like to call 
as ‘rapist’, in any case they were flaunting their dastardly act. 
They were all smiling and making snide remarks.

One guy was even masturbating while the other was raping 
the girl. The impunity of the act was mind boggling. Not only 
these lowly creatures had committed the worst form of viola-
tion but they also had the audacity to flaunt it and disseminate 
it in a public domain. 

The videos that Krishnan refers to are what are called ‘rape 
videos’, in which physical acts of rape are digitally recorded. Rape 
videos are increasingly becoming part of not just rape culture but 
also visual culture. They are increasingly associated with rapes in 
India and are almost a given in gang rapes. How do we locate these 



91sexual expression, Law and Media in Contemporary india

videos? Is the rape video an act of friendship photography, horrific 
though it may be? Sadly, yes. Is it a way of performing masculinity 
that asserts itself through physical and psychological force, sexual 
entitlement and digital power? Unfortunately, yes. Case after 
case indicates that rape videos are rapidly shared, consumed and 
repeatedly watched, with some even sold as ‘porn’ through mobile 
recharge outlets.

Rape videos are also made for another purpose: to blackmail 
the victim into keeping her mouth shut via the threat of making 
these videos public. The rape video, in this sense, becomes a direct 
attack on both a rape survivor’s freedom of expression and their 
right to remedy, redressal and justice. However, paradoxically, 
since the perpetrator’s faces are often visible, these videos also offer 
invaluable evidence and, sometimes, a pathway to justice. Krishnan 
edited the rape videos she had received, blurred the victims’ faces, 
highlighted the rapists’ faces and posted them on YouTube. After 
her #ShameTheRapist campaign received mainstream media sup-
port, some of the men in the videos were identified and arrested 
based on linguistic and geographical cues in the videos.

Conceptually speaking, rape videos represent consent being 
violated thrice over: the rape itself, the filming and the distribu-
tion. A few recent judgments have separated and punished each 
consent violation. However, just as in rape itself, where consent 
remains a contested issue, leading to a low conviction rate, con-
sent is sometimes contested in rape videos too. In one 2016 case 
in Muzaffarnagar, a 32-year-old woman filed a complaint with 
the police after enduring rape and blackmail for years. While the 
cops arrested the main accused, who were visible in the video, an 
inspector general told the media that ‘the case did not stand even in 
the first stage of investigation’ (Jha 2016). To the police, the videos 
appeared consensual.

‘Can we determine a woman’s consent from a video clip, viewed 
out of context and shared without permission?’ asks journalist 
Nishita Jha. ‘If the woman’s behaviour does not correspond to each 
viewer’s private imagination of what a rape scene should look like, 
the act on screen is deemed consensual, regardless of what a woman 
herself says. This is an overruling of her agency, not unlike rape 
itself’ (Jha 2016).
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If recognising the lack of consent is one major barrier to jus-
tice, determining culpability is another. In most cases, the police 
trace the person who uploaded the video or the original sender. 
But there’s a larger question here: Who should be held culpable 
when such pictures and videos circulate or slip? Can we rely on the 
concept of the ‘original sender’ in digital spaces? Does the concept 
of the original sender truly hold when something is continually in 
circulation? Must culpability also be shared, like the material that 
was circulated? How is culpability to be determined in a situation 
where person after person who watches a crime being committed 
does nothing to bring this to the law’s notice?

Also, what is it that constitutes justice for the rape survivor 
in such cases? Is justice served when the perpetrators of physical 
rape are convicted? Does justice also mean removing the videos in 
circulation, often on multinational corporate platforms that pose 
complex jurisdictional issues? In 2016, a social worker in Uttar 
Pradesh’s Muzaffarnagar committed suicide after her rape video 
continued to circulate in the village. The night before she killed 
herself, she told her husband about the rape and ‘expressed her 
great distress at the video that was circulating’ (Kamayani 2016).

In another case, but not of a rape video, a 31-year-old woman 
in Italy committed suicide after she became the butt of jokes 
and abuse when her consensually filmed sex video went online 
(Women in the World Staff, 2016). Although she won a ruling that 
required search engines to remove results for her video, it wasn’t 
enough. The videos continued to follow her around like a ghostly 
remembrance of things past. The deeper question that she left 
behind still remains: How can we ensure that long-lasting digital 
memories forget or remove what should never have been there in 
the first place?

ConCLusion: the fAuLt Lines  
of Consent
Image-making, privacy, consent, culpability and memory: These are 
some of the challenges that sexual expression faces in the digital 
age. In this chapter, I have focused mainly on consent by looking at 
two kinds of sexual images: those that are consensually created and 
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shared—privately or publicly—and those that are not.7 Between 
these images lies the fault line of consent. As digital denizens, we 
navigate these fault lines every moment, not just when we decide 
whether or not to send a sexy selfie, but also when we thoughtlessly 
forward someone else’s private image or information without any 
consciousness, cognisance or consideration of consent.

Of course, it’s not that binary or so simple. Many kinds of ‘rape’ 
images are now in circulation online, complicating the notion of 
consent. There’s the ‘rape video’, which has turned into digital porn 
for those who consume it. There’s BDSM (bondage and discipline, 
dominance and submission, sadism and masochism), or kink, in 
which violent sex is typically performed with consent but which 
is accused of fuelling rape culture. And then there’s ‘rape porn’ 
or enacted rapes in porn. Although there is a tendency to think of 
‘rape porn’ as non-consensual, it isn’t. I think of it as the consensual 
enactment of a non-consensual act as acting, like a rape scene in 
a Hollywood film. As queer porn performer Jiz Lee (2015) puts it, 
‘regardless of whether or not the final product depicts a narrative 
of consensual sex, consent is integral to a commercial pornography 
shoot, where the sexual activity is a performance of labour.’

Other buried questions of consent have yet to surface. The 
2015 #ShameTheRapists campaign circulated images of rapists 
from the rape videos online without sharing images of the rapes 
or victims. But from the purview of consent, is this kosher? Is it 
okay to circulate images of rapists online or does their consent also 
count? I don’t know. The women’s rights part of me says: Sure, why 
not? Especially if it can help identify and bring the perpetrators 
to justice. The sexual rights part of me worries that such actions 
encourage vigilante justice and strengthen hysteria around ‘sex 
offenders’. This is more worrisome than the fact that a national 
registry or an online database of sex offenders has been created in 
India (Nair 2016).8 And the digital rights part of me feels that the 

7 these include those that are consensually created for private consumption but shared 
publicly without consent.
8 the sex offenders registry was launched in september 2018. Available at: https://www.
thehindu.com/news/national/sex-offenders-registry-launched-with-44-lakh-entries/
article24999478.ece; https://indianexpress.com/article/india/names-photos-id-first-
registry-of-sex-offenders-out-today/ (accessed on 2 May 2022).
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internet is a different beast from other media forms. Printing an 
image of a ‘sex offender’ in a newspaper is one thing. Publishing 
this in a space marked for its virality is quite another. How should 
we think about consent in such situations?

So many questions but so few answers.
Does the law adequately understand or consider ‘consent’? It 

appears that it does not, as the abysmal rate of convictions in rape 
cases has consistently shown way before digital technologies came 
into being. It’s one thing for individuals to ignore or dismiss con-
sent. It’s quite another for the law to do so. When the law ignores 
the fault lines of consent, it takes away many things—agency, 
autonomy, dignity, privacy and subjectivity; our ability to be who 
we are; our imaginations and realisations of ourselves and bodies; 
our freedom to express love, desire, sex or pleasure fearlessly; our 
ability to be safe from violence in our physical or digital selves, and 
our right to express all aspects of ourselves, including the sexual.

Digging a little deeper, yet another question almost begs to be 
asked. Why does the legal landscape register obscenity far more 
easily than consent when it comes to sex? Is this rooted in a basic 
discomfort with sex, sexuality and sexual expression?

In June 2017, an Indian judge publicly lauded the peacock for 
being ‘celibate’ and reproducing through an exchange of tears, not 
sex (India Today 2017). He may have meant the mythical peacock 
of religious lore, but what he upheld in the process was the value 
of abstinence. No sex. Not even sex for reproduction, let alone sex 
for pleasure. That may have been one judge, one instance. Even 
so, judicial rulings on obscenity have often conflated sexual expres-
sion with obscenity. Law professor Ratna Kapur (2008) writes, ‘the 
legal regulation of sexual speech is based on a conservative sexual 
morality that views sex as a bad and corrupting influence that 
ought to be contained.’ Commenting on the 1940s obscenity trial 
of the Urdu writer Ismat Chughtai, Kapur (2000) notes that ‘as is 
the effect of most obscenity trials, it left the stain or immorality and 
stigma on both the sexual speech, as well as the sexual conduct, 
that was impeached.’

Writing on the seminal 1965 Ranjit Udeshi Supreme Court 
judgment, Kapur (2008) observes that:
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The test, which has been consistently followed in the case law 
ever since, reveals the assumptions which inform the law of 
obscenity—that is, any representation of sex and sexuality is 
bad; sexually-explicit representations are immoral; and sex 
and sexuality are not a normal part of our humanity, but an 
evil, corrupting, poisonous influence from which ‘decent people’ 
must be protected. These assumptions run through the case 
law, and ensure that virtually any sexually explicit represen-
tation is found by the courts to be obscene.… In fact, sexual 
explicitness often becomes a proxy for obscenity.9

That was 1965. This is now. But we’re stuck in an epic time 
warp around sexual expression. It’s time to broaden our under-
standing of free expression, including sexual expression. It’s time 
we accepted that words and images have always been tools of sexual 
expression and that consensual sexual expression is as valid a form 
of expression as any other. It’s time we stopped binarising free 
expression by treating political and religious expression as legiti-
mate aspects of freedom of expression and sexual expression as its 
illegitimate sibling. It’s time we started drawing the fault lines of 
sexual expression between the consensual and the non-consensual, 
actual and imagined harms, bodily violations and bodily integrity. 
No one should have to end up behind bars for sharing a sexy video 
of themselves with their friends or just because they segued from 
guavas to genitals in a park one sunny afternoon.
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A media circus was a certainty when the 86-year-old, self-branded 
tiger of the Indian far-right passed away. As television channels 
submitted servile eulogies to the late Bal Keshav Thackeray, they 
also conveyed a general call for a bandh or a public curfew of India’s 
premier megalopolis, Mumbai.

Annoyed by the total shutdown of public functions, a 21-year-
old student did what is a course of nature for millions in India. She 
posted an update on Facebook at around 7 pm on 18 November 2012, 
voicing her discomfort with the city shutting down ‘due to fear and 
not due to respect’. One of her friends gratuitously broadcast the 
message by sharing it. Her friend further commented, ‘Everyone 
knows it’s done because of fear!’

This seemed a fairly innocuous online political banter that 
adopts an excess of apostrophes to replace full stops. However, 
within 15 minutes of the post, she received a threatening phone 
call and soon thereafter was told a large mob had gathered near her 
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uncle’s hospital. In a state of panic at around 7:40 pm, she deleted 
her post and put up an apology, pleading, ‘pls pls forgive me as ur 
sister….’ The 21-year-old student was Shaheen Dhada and her 
friend who shared the message was Rinu Srinivasan. Within an 
hour, Shaheen Dhada was whisked away to the local police station 
where a mob of about 1,500 persons had gathered and were becom-
ing aggressive. Rinu Srivinvasan soon joined her.

Within hours, a complaint was filed by one Bhushan Anant 
Sakhe in which he referred to Shaheen Dhada as ‘Muslim religion 
Shaheen Farooq Dhada’. Based on this complaint, FIR no. 189/2012 
was filed under Sections 295A of the Indian Penal Code, 1860, and 
66A of the Information Technology Act, 2000 (IT Act). Though the 
prosecution under Section 295A was dropped, it continued under 
Section 66A of the IT Act. This disproportionate, wholly immoral 
act set into motion a constitutional challenge that would define the 
contours of Internet freedom in India.

Shaheen’s case was not a one-off. Section 66A criminalised 
online communications on the basis of vague phrases that were 
passed off as legal ingredients. On a plain reading, they did not 
clearly articulate any purpose except the stifling of online speech. 
The laundry list of phrases under which people could complain and 
the police could register a first information report (FIR) included 
‘annoyance, inconvenience, danger, obstruction, insult, injury, 
criminal intimidation, enmity, hatred, or ill will’. Hence, the pro-
vision came to be applied indiscriminately against, inter alia, a 
professor in West Bengal who criticised the chief minister of the 
state, making an allusion to a line from a Shyam Benegal movie, 
two Air India employees for a Facebook post against a trade union 
leader and some politicians and a businessman who criticised the 
son of a Tamil Nadu politician on Twitter.

All these instances were cited in the petition of Shreya 
Singhal filed in the Supreme Court, painting an accurate pic-
ture of the abusive law. Filed barely a week after the arrest of 
Shaheen Dhada, the petition resulted in an immediate order by 
the Supreme Court as the abuse of Section 66A came to be widely 
reported by the media. It still remained to be determined whether 
this was an instance of abuse of the law, or whether the law itself 
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was abusive and constitutionally inconsistent. But before we get 
to the court’s judgment, it is important to take a step back.

The IT Act did not always have Section 66A. When first notified 
on 9 June 2000, the act only contained perhaps the unnecessarily 
express articulation of online obscenity under Section 67. One of 
the most significant features of this act was its protection of online 
intermediaries. This was an acceptable policy goal that had been 
recognised through a series of litigations in the United States and 
the European Union’s E-commerce Directive, which recognised 
that the nature of Internet communications relied on third parties 
facilitating it. Surely such entities did not have the ability to screen 
and police end-user behaviour or their Facebook status updates. 
Even if such a technical means could be devised, it would result in 
a massive injury to civil liberties.

The protection of online intermediaries was contained under 
Section 79 of the IT Act. It did not take long for this provision to 
be tested. Around November 2004, a clip containing sexual acts by 
minors was listed for sale on an online bidding platform. This clip, 
popularly referred to as the DPS MMS scandal, was widely sensa-
tionalised by the media. It played on several social prejudices: youth 
breaking from tradition by indulging in sexual perversion, Internet 
anarchy, Western influences challenging conservative Indian 
values and a middle-class hypocrisy that demanded criminal action.

The Delhi Police acted swiftly to quell the growing public pres-
sure by, inter alia, interrogating and then arresting Avnish Bajaj, 
the CEO of the online bidding platform. His arrest was made for 
offences under various provisions under the Indian Penal Code in 
addition to the IT Act. Though he was released on bail, it brought 
the provisions of safe harbour for intermediaries into focus.

On analysis, it was found that Section 79 of the IT Act only 
applied to criminal offences under the same law. It did not apply 
to offences under the Indian Penal Code. Hence, the defence of a 
safe harbour protection was unavailable for the offence of obscenity 
under the Indian Penal Code while being available for the offence 
of obscenity under the IT Act. The treatment of the law to apply 
a limited safe harbour to offences only under one provision of 
obscenity law was logically inconsistent and opposed to a stated 
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policy goal. This prosecution was only one of the many deficiencies 
noticed in the IT Act. As it did not provide for the legal treatment 
and regulation of a large part of online behaviour, many commenta-
tors started to term it antiquated.

An expert committee was soon constituted to study the 
operation of the law, which suggested changes in its report dated 
25 August 2005. It is important to note that this committee did 
not recommend any provisions such as Section 66A. However, 
somewhat mysteriously, when acting on its recommendations, 
Information Technology (Amendment) Bill no. 96 of 2006 was 
drafted that suddenly gave birth to this provision. This proposed 
amendment was referred to a parliamentary standing committee, 
which submitted a detailed report on 7 September 2007.

Between this committee’s doors, much changed. The commit-
tee’s recommendations suggested a broader, harsher Section 66A 
that would apply to spam e-mails. This exists as the sole marker of 
legislative intent as to why the amorphous Section 66A came into 
being. Acting on this, a new amendment act was drafted which was 
passed the very next day it was introduced in Parliament. It was 
brought into law without debate, cleared with a bunch of other bills 
that were portrayed as a legislative response to the 26/11 Mumbai 
terror strikes. The Information Technology Amendment Act, 2008, 
was eventually notified on 5 February 2009.

The new powers for censorship created by this amendment were 
noticed immediately. Three provisions in it stood out prominently: 
first, the vague Section 66A that could potentially criminalise 
online speech; second, the nebulously redrafted safe harbour under 
Section 79 that failed to specify the ‘due diligence’ necessary to avail 
it, and finally, a freshly minted Section 69A, which created the power 
for blocking of websites. The full effect of the law was to create vast 
powers to chill speech through criminal law and pressure online 
intermediaries to serve as choke points if that failed to block websites 
without any safeguards. Shreya Singhal’s constitutional challenge 
after Shaheen Dhada’s arrest sought to contest all three.

After the Supreme Court issued a notice in Shreya Singhal’s 
petition on 29 November 2012, the debate against Internet censor-
ship became a legal challenge. During its pendency, several parties 
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filed petitions enlarging the scope of the challenge beyond Section 
66A. These included the advocacy-oriented NGOs, Common Cause 
and the Peoples Union for Civil Liberties; the online review website, 
MouthShut; the parliamentarian, Rajeev Chandrashekhar, and the 
Internet and Mobile Association of India.

Collectively, they challenged the constitutionality of Sections 
66A and 69A and the rules for blocking websites made under the 
act, Section 79 and the intermediary liability rules. It was a mas-
sive constitutional challenge in which pleadings took two years 
to complete, and final hearings continued for months before two 
different benches of the Supreme Court. It was finally reserved for 
judgment by the bench of Justices J. Chelameswar and R. Nariman.

Even though the Supreme Court of India has a general reputa-
tion for upholding the constitutional guarantee to free speech and 
expression under Article 19(1)(a), there was reason to be nervous. 
The court has in the past often rejected constitutional challenges, 
holding restrictive legislation to be within the scope of a reasonable 
restriction as permitted under Article 19(2). As Justice Nariman 
read the last paragraphs of the judgment, it became clear that 
Section 66A was struck down as unconstitutional. Smiles were seen 
across the courtroom, genial expressions after a labour of moral 
conviction. It was hoped they would hold on till the evening when 
the full judgment would be made available.

To properly understand the significance of the Shreya Singhal 
case, one has to look both at its result and reasoning. Let’s first 
analyse the reasoning for Section 66A, after which the blocking 
power and the safe harbour for intermediaries are commented upon. 
The striking down of Section 66A of the IT Act was achieved by the 
Supreme Court on the basis of a complex exercise of constitutional 
interpretation considering the fundamental right to freedom of 
speech and expression.

The court first drew a clear and novel distinction between the 
different forms of speech. This analytical framework considered 
speech to consist of three classes: discussion, advocacy and incite-
ment. By studying case law, the court held that while discussion 
and advocacy are permissible categories of speech, incitement 
could be restricted by legislation. For this legislation to be valid, it 
has, in turn, to fall within the breadth of ‘reasonable restrictions’. 
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Such reasonable restrictions are grounds of legislation mentioned 
under Article 19(2) of the Constitution, under which speech can be 
restricted. It includes phrases such as ‘public order’, ‘decency and 
morality’, ‘defamation’, etc. Hence, a law to restrict incitement 
should fall within the ambit of ‘reasonable restrictions’ by first 
being made under a specific category of restriction and second, be 
reasonable as well.

We often hear criticism that points to the amorphous nature 
of reasonable restrictions. The Shreya Singhal case cuts through 
such objections with precision. It takes each individual restriction, 
dissects its meaning through case law and then applies it to Section 
66A. By its analysis of ‘public order’, ‘decency and morality’ and 
‘defamation’, it holds that Section 66A falls outside the ambit of 
each of them. At this point, it even repels a novel argument by the 
state that a ‘relaxed standard of reasonableness’ should be adopted, 
given that Section 66A applies to content that can be transmitted 
to ‘trillions of people with just one click.’ The solicitor general’s 
math and innocence with legal precedent is called out by the 
court as it quotes from the Secretary, Ministry of Information and 
Broadcasting, Government of India v. Cricket Association of Bengal, 
(1995) 2 SCC 161 that, ‘the wider range of circulation of informa-
tion or its greater impact cannot restrict the content of the right 
nor can it justify its denial.’

The court further holds Section 66A invalid for two more rea-
sons. It first invokes the void for vagueness doctrine. This, at its 
root, holds that vague laws which result in penal consequences need 
to be sufficiently precise and give guidance for their application. 
Without it, people do not have adequate notice as to the line of legal-
ity. By going through the vague phrases which do not contain any 
ingredients, the court holds that Section 66A has ‘no manageable 
standard’ and is void.

The second doctrine that is applied is that of overbreadth and 
the resulting chilling effect. To apply it to this context, the court 
throws up a hypothetical that is not so far removed from reality. 
It states that several ‘liberal views’, ‘such as the emancipation 
of women or the abolition of the case system’, may end up being 
‘grossly offensive’ to ‘large sections’. Given that such speech is 
mere advocacy and the phrase ‘grossly offensive’ is mentioned 
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in Section 66A, it would catch ‘the dissenting mores of the day 
within its net’.

Based on this reasoning, it holds Section 66A to be over-
broad since it would chill speech that is otherwise legal. This is 
how Section 66A was arrested by the Supreme Court. A vague, 
capricious law that sought to jail a cartoonist, a professor, col-
lege students, pilots and writers for small, daily acts of dissent. 
The court’s opinion can be considered the closest equivalent of a 
judicial mic drop.

But, the court does not stop here. It further analyses the con-
stitutionality of the blocking power under Section 69A and the safe 
harbour for online intermediaries under Section 79. On the blocking 
power, the court is much more circumspect. It rejects the constitu-
tional challenge as to the inadequacy of safeguards in the blocking 
process. The basic points of grievance with the blocking rules were 
an absence of a notice to the author of the content that their site 
would be blocked, and the final order not being publicly available. 
The court did not properly appreciate either point.

The bulk of its reasoning focuses on an illustrative distinc-
tion which was drawn by the petitioners in which they contrasted 
the existing safeguards for book banning with website blocking. 
Provisions for book banning obligate a public gazette notification 
containing reasons why a book has been banned and also pro-
vide an expedited, direct appeal to the state high court. On the 
contrary, the website blocking orders are secret and no hearing 
is given to an author (rather, the hearing is contingent on the 
identification of an ‘originator’). Hence, there is a complete lack 
of transparency and natural justice resulting from website block-
ing. Imagine locking down an entire digital library to ban one 
individual web page without a notice to the author or the blocking 
order being made public.

The judgement quickly recovers from this dip to firmly pro-
tect online intermediaries. As previously stated, there existed a 
level of ambiguity in the conditions under which the safe harbour 
provisions could be availed by platforms such as Facebook and 
Twitter for the content posted by their end users. Even though, in 
principle, they were exempt from liability, the conditions to avail 
of this immunity were poorly defined and even suggested proactive 
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monitoring, filtering and pre-screening of content. This would bring 
in editorial control, making them virtual judges.

The court brings great clarity here by stating that online plat-
forms only have an obligation to remove content when they gain 
actual knowledge. This has to be on the basis of a government or 
judicial order rather than a private complaint. The net effect of this 
is that even if ‘large sections’ find the content illegal and complain 
directly to the online platform, the immunity will hold and they 
will not be required to judge the legality of the content. Their safe 
harbour is only breached when they receive a formal government 
or judicial order and fail to comply with it. People often forget, but 
such protections are vital to the health of online communications. 
Most online platforms are private corporations. Vague laws that 
create even a remote potential for liability make them take down 
content, irrespective of its legality.

The Shreya Singhal case is the first constitutional judgment 
that properly analyses the role of the Internet in advancing our 
fundamental right to free speech and expression. In time, it will 
join the progeny, if not the trinity, of the three most important 
press freedom decisions of the court: Sakal Paper (1962) 3 SCR 
842; Bennett Coleman (1973) 2 SCR 757 and Indian Express (1985) 
2 SCR 287. Irrespective of its destined status, there are alarming 
signs that the advances made by it are under threat from the leg-
islature, executive and judiciary.

Even after being struck down, more than two thousand people 
were illegally prosecuted last year under a non-existent Section 
66A. There exists a legislative proposal to bring back Section 66A, 
modelling it on the often abused hate-speech provisions in the penal 
code. A recent Brookings report confirms fears that the various 
state governments have in the last year resorted to wholly suspend-
ing Internet access rather than blocking individual websites. This is 
on a scale that Internet shutdown in India exceeds countries such 
as Algeria, Iraq and Uganda—countries that are either marred 
by civil strife or lack strong constitutional protections for speech.

Even the Supreme Court, in a series of orders in different cases, 
has re-opened the issue of intermediary liability. It has, at various 
instances, directed or suggested online platforms to proactively 
censor and screen content. This includes a newfangled, frivolous 
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prescription termed the ‘doctrine of auto-block’. Under it, search 
engines are required to proactively block entire phrases from search 
results. These trends are worrisome, but given their recent origin, 
they will gain definition only with time. They indicate a natural 
proclivity of power to regulate a medium that has given a voice 
to millions of Indians. In this is an important lesson: If eternal 
vigilance is the price of liberty, the Internet has made more people 
speakers who in turn will defend it. The Shreya Singhal case is a 
reminder that irrespective of how high the odds may look, the tide 
inevitably comes back.
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introduCtion
In June 2012, tensions flared between ethnic Buddhists and 
Rohingya Muslims in Rakhine State, Myanmar. The violence 
that erupted led to the mass displacement of more than 140,000 
Rohingya Muslims and the Myanmar government declaring a 
state of emergency (Human Rights Watch, 2020). The violence 
drew international condemnation, and images of the violence that 
occurred were shared widely on social media platforms such as 
Facebook and YouTube, and through MMS, commonly used in the 
region at that time. These images were widely circulated in India, 
especially among the Muslim community, to mobilise transnational 
sympathy and outrage based on religious affinity (Udupa, 2017).

In India, ethnic violence broke out between Bodos and Bengali-
speaking Muslims in the northeastern state of Assam. The violence 
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led over 400,000 people to leave their homes and move to makeshift 
camps. The Indian government had to deploy its paramilitary forces 
to control the situation (Johari 2014).

Thousands of miles away, in Mumbai, in August 2012, 40,000 
protestors from all over Mumbai and its suburbs gathered at a 
rally at the Azad Maidan, a venue for political protests. The rally 
was organised by local Sunni Muslim groups to protest the violence 
against Muslims in Assam and Myanmar (Udupa 2017). News and 
information about the rally were fuelled by messages, images and 
videos circulated through WhatsApp and SMS/MMS (Udupa 2017). 
Although meant to be a peaceful protest, the rally turned violent 
with protestors torching tyres and vans, targeting the police and 
journalists (Udupa 2017, 193–194).

In July and August 2012, during the holy month of Ramzan 
(Ramadan), anonymous messages began circulating widely via 
SMS/MMS and social media platforms, such as WhatsApp, threat-
ening retribution by Muslims against people from the Northeast 
living in cities such as Bangalore, Pune, Delhi and Chennai for 
violence perpetrated against fellow Muslims in Assam. These mes-
sages followed the wide circulation of images from Myanmar and 
Assam, purportedly of Muslims being killed or attacked in events 
there. Some of these messages explicitly threatened retribution on 
people from the Northeast by the time of Eid in August 2012, the 
festival that marks the last day of Ramzan.

At the time, I was working with a human rights lawyering 
organisation in Bangalore, which was home to a large population 
of people from the Northeast. They worked in service industries, 
such as hotels, restaurants, beauty parlours and hair salons; some 
worked in factories, and a large segment were students at universi-
ties and colleges. The threats against them began to be circulated 
widely, triggering widespread fear and panic in a matter of days.

Thousands of Northeastern people began fleeing their homes 
in Bangalore, fearing their safety. Most of them began to leave 
by train (Srivatsa and Kurup 2012; Hindustan Times 2012; some 
accounts put this figure at 50,000 people [Law Commission of 
India 2017]), a journey that would take them more than two days, 
sometimes even three, depending on where in the region they were 
from. Large numbers of people thronged the Bangalore City railway 
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station, desperate to leave. Those who could afford air travel took 
flights, even as the cost of flights, that were, even under normal 
circumstances, expensive, soared, with airlines deciding to make 
the best of the extraordinarily high demand.

Faced with this extraordinary situation, civil society organisa-
tions in Bangalore formed a loose coalition called the Northeast 
Solidarity Forum that was tasked with intervening and reaching 
out to communities from the Northeast. I was an active part of 
this effort and worked closely with representatives from several 
organisations that were deeply concerned with what they were 
witnessing. Some of our interventions at this point included setting 
up a helpline number that anyone from the Northeast could call, 
providing legal assistance to those who were affected, liasoning with 
the police, coordinating with representatives from various student 
and other ethnicity-based groups that were already active in the 
city, organising public meetings where people from the Northeast 
spoke about their experiences and, closer to the time of Eid, coor-
dinating with the police and concerned persons from the Muslim 
communities in the city to invite Northeastern people to iftar, the 
meal at which Muslims break their fast during Ramzan.

At the time, while we dealt with a few incidents where people 
from the Northeast were physically attacked and verbally threat-
ened, for the most part, it was employers firing their employees 
for taking leaves or not paying them their wages; landlords taking 
advantage of the precarious condition of their tenants by evicting 
them, raising their rents or not returning their deposit; and edu-
cational institutions being unsympathetic to students who missed 
their exams and assignments.

There was a deep and pervasive sense of insecurity and panic 
among those from the Northeast as well as those who, because 
of their physical appearance, were identified as being from this 
part of the country. The central government and Karnataka state 
government, spurred to action by the increasing sense of panic and 
loss of trust in their ability to intervene, began to respond. These 
actions included a flag march by the Central Reserve Police Force 
and Rapid Action Force, security forces deployed by the central gov-
ernment in areas that were considered particularly sensitive (The 
Telegraph 2012), setting up an office at the police commissioner’s 
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office who would liaison with civil society and deal with complaints 
from persons from the Northeast and increasing the number of 
trains to Guwahati and other parts of the Northeast to meet the 
rising demand.

One of the measures that the central government took at this 
time was to ban bulk messaging for a period of 15 days. That is, 
the government disallowed more than 100 SMSs/MMSs being sent 
at a time (BusinessToday.In 2012). No individual mobile phone 
user was allowed to send messages to more than five persons at a 
time (The Times of India 2012). The central government used its 
powers under Section 69A of the Information Technology (IT) Act, 
2000 (IT Act) to block several sites that were identified as hosting 
problematic content for a period of four days.

The government’s decision to block websites was criticised 
by free speech activists and those working on law and technology 
research and policy (Prakash 2012). This criticism of the govern-
ment’s measures was based mainly on two grounds: The first was 
that the government’s move did not amount to a reasonable exer-
cise of its power, as it also led to the blocking of other sites, such 
as those that were trying to provide information to groups from 
the Northeast. The second argument was that the government’s 
measures were not based on concrete evidence linking the exodus 
of people in the city to content available online.

While the blocking of specific sites was not new, the restrictions 
on bulk messaging at the time is one of the earliest examples of 
the legal regulation of incitement to violence in relation to virality 
and the emergence of affordances such as mobile phones in India.

LAw, virALity And networked PubLiCs
The series of events that I have described here and the differences 
in approach to the government’s response bring into focus the ques-
tion of virality and its impact on the legal regulation of hate speech 
and incitement to violence in India. Over the last 15–20 years, 
India has witnessed a rapid transformation in its communications 
infrastructure with the liberalisation of the telecom sector (along 
with other sectors of the Indian economy), the advent of cellular 
and mobile phone technology and mobile phone-enabled Internet 



111Revisiting the 2012 Northeast exodus

services. India now has a billion mobile phone users, a large per-
centage of whom use platforms such as Facebook and the end-to-end 
encrypted platform WhatsApp. The availability of cheap mobile 
phones and the ease of accessing such technology have completely 
transformed the ways in which individuals, families and commu-
nities engage with media content and communicate, organise and 
share information with one another (Jeffrey and Doron 2013).

This is the period in which we witnessed the emergence of social 
media platforms such as Facebook, globally. In India, this period 
saw dramatic changes in the media landscape: The emergence of 
affordable mobile phones and a considerable decrease in call rates. 
As Doron and Jeffrey (2013) point out, mobile phones have become 
the material basis for an expansion of social and organisational 
networks linked to digital networking technologies. These changes 
in digital and telecommunications infrastructure allow for virality, 
where everyone is a potential node or transmitter of information.

It is during this period that the Indian Parliament enacted the 
IT Act, 2000, the first law to specifically regulate the Internet in 
India. The IT Act has been amended several times since then and 
supplemented by rules, including those that govern intermediary 
liability and allow for the government to block the Internet.1 These 
are the rules that the government invoked in blocking sites during 
the Northeast exodus.

The events during the Northeast exodus were the first in a 
series of events that drew attention to the way in which the affor-
dances2 of social media had shifted the landscape of debate around 
the regulation of hate speech and incitement to violence in India. 
Media scholar Dana Boyd points to four affordances of networked 
technologies that play a significant role in configuring networked 
publics, or publics that are transformed by the potential of net-
worked media (Boyd 2010). She identifies these as (a) persistence 
(referring to how content on networked technologies is stored and 
archived and has a very long life span), (b) replicability (how such 

1 the it (intermediary Guidelines) Rules, 2011.
2 the term ‘affordance’ was originally developed in the field of ecological psychology 
(Gibson 2015) and later adopted in design studies (Norman 1988). the term is generally 
used to describe what material artefacts, such as media technologies, allow people to 
do (Bucher and Helmond 2018).
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content can be easily copied given their digital formats), (c) scalabil-
ity (the possibility of tremendous visibility that networked publics 
provide) and (d) searchability (the ease with which information can 
be found and accessed; Boyd 2010). Virality can be seen because of 
the scalability and replicability of content online, as well as what 
legal scholar Wolfgang Schulz calls ‘acceleration’,3 all of which are 
enabled by a range of media affordances, many of which emerged 
in India at this time.

The government’s move to ban bulk SMSs and MMSs during 
the Northeast exodus is one of the earliest regulatory measures in 
India in response to viral messages that threatened the safety of a 
large number of persons.

disCussion, AdvoCACy And  
inCitement onLine
In November 2012, a few months after the Northeast exodus, two 
young women in Palghar, an area close to Mumbai, found them-
selves at the centre of a national controversy. One of them had 
commented on her Facebook account that she could not under-
stand why Mumbai had come to a standstill after the death of the 
Shiv Sena leader and former chief minister of Maharashtra, Bal 

3 When Boyd’s framework is read in conjunction with that of Wolfgang schultz, who has 
analysed the specific qualities of online hate speech, a clearer picture of the nature of 
this shift begins to emerge. in his analysis of the law enacted by the German govern-
ment NetzdG (the Network enforcement Act) to regulate online hate speech and make 
platforms liable for illegal speech they host, schultz points to these specific factors that 
stand out: (a) volume (the sheer numbers of the content we are talking about is stag-
gering, e.g., facebook takes decisions related to over 100,000 pieces of content per 
month in one jurisdiction, Germany; this makes regulation of content a very different 
proposition from other forms of media), (b) acceleration (the tremendous speed with 
which content travels online, content can go viral within a matter of minutes, which 
means that responses from platforms and governments have to also be immediate), 
(c) observability (it is difficult for users to estimate who the audience is and often the 
actual audience is wider than what was intended), (d) persistence (such content not easily 
erasable when compared to earlier forms of media, and remaining accessible online 
for long periods of time), (e) problems of attribution (especially when content has been 
anonymously posted and sometimes when platforms hosting information do not take 
ownership of the content), (f) weak social control (since social norms of civility, etc., do 
not apply in the same way online, comments and content can often be exaggerated, 
polarising and of extreme nature, especially since often users or speakers do not know 
each other outside the networked media), (g) jurisdiction (multiple legal orders begin 
to operate as content is not restricted by geographic boundaries; also, platforms are 
headquartered in one jurisdiction where legal norms around speech may be very dif-
ferent from that in the jurisdiction where speech is circulated; schultz 2018).
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Thackeray. Her friend liked the comment. This led to threats and 
attacks on them and their families from members of the Shiv Sena. 
Instead of booking their assailants, the police, in a controversial 
move, charged the two women with offences under Section 66A of 
the IT Act, a criminal provision that prohibits ‘grossly offensive’ 
and ‘menacing’ speech.

The Palghar incident, along with other such instances at the 
time, led to a young student challenging this law in the Indian 
Supreme Court. She was soon joined by several other individu-
als and institutions. In 2015, the Supreme Court, in a rare move, 
struck down this law while upholding the power of the government 
to block specific sites under Section 69A of the same legislation. 
The Supreme Court distinguished between three categories of 
speech—‘discussion’, ‘advocacy’ and ‘incitement’—and ruled that 
only speech that could be classified as incitement could be crimi-
nalised. The Court also held that the constitutional free speech 
standards applied equally to online and offline speech. In their 
arguments asking for the legal validity of Section 66A to be upheld, 
the central government’s lawyer and additional solicitor general, 
Tushar Mehta, cited the Northeast exodus as one example of why 
such a law was needed.

In 2014, the Indian Supreme Court, while deciding a case 
related to hate speech made by political leaders in the lead-up to 
elections,4 recommended that the Law Commission investigate 
the matter in more detail, citing Canadian cases on the point.5 
Following the Supreme Court’s order, the Indian Law Commission, 
in its report on hate speech in 2017 (Law Commission of India 
2017), recommended that two new provisions be included in the 
Indian Penal Code—Section 153C, ‘prohibiting incitement to 
hatred’,6 and Section 505C, ‘causing fear, alarm or provocation 

4 Pravasi Bhalai Sangathan v. Union of India, AiR 2014 sC 1591.
5 the court referred to Saskatchewan (Human Rights Commission) v. Whatcott (2013) 1 
SCR 467, and Canada (Human Rights Commission) v. Taylor (1990) 3 SCR 892.
6 Section 153C—prohibiting incitement to hatred: Whoever on grounds of religion, 
race, caste or community, sex, gender, sexual orientation, place of birth, residence, 
language, disability or tribe (a) uses gravely threatening words either spoken or written, 
signs, visible representations within the hearing or sight of a person with the intention 
to cause fear or alarm or (b) advocates hatred by words, either spoken or written, signs, 
visible representations, that causes incitement to violence shall be punishable with 
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of certain cases’.7 In its report, the Law Commission refers to 
the Northeast exodus as one example of rumour-mongering that 
resulted in widespread panic (2017, para 6.4). These recommenda-
tions, although not implemented to date, form an official record of 
the emergence of incitement to violence in relation to virality as 
having consequences for legal regulation.

PLAtforms, virALity And inCitement  
to vioLenCe in indiA
As technology has evolved and communication has moved to 
over-the-top (OTT) platforms such as WhatsApp, state and local 
government officials across India have resorted to the threat of 
incitement to violence in the context of virality online, by imple-
menting network shutdowns. According to the Software Freedom 
Law Centre, an organisation that has consistently tracked network 
shutdowns in India, the origin of network shutdowns can be traced 
to the public debate around the government’s responses during 
the Northeast exodus, where state authorities resorted to limit-
ing mass messaging, citing public order and the threat of violence 
as a reason (SFLC 2018, 5). Network shutdowns are local-level 
responses to situations of or in anticipation of large-scale violence 
or disturbances of public order (Ruijgrok 2021; Rydzak 2019). 
India has the largest number of such shutdowns in the world with 
382 network shutdowns recorded between January 2012 and mid-
March 2020, of which 247 were implemented in anticipation of a 
threat to public order (SFLC 2021).

While initially, these network shutdowns were done through 
orders implemented under section 144 of the Code of Criminal 
Procedure (CrPC), the law meant to limit public assembly to 

imprisonment of either description for a term that may extend to two years and fine of 
up to `5,000 or with both (cognisable, non-bailable offence; Law Commission of india 
2017, para 6.4).
7 Section 505C—causing fear, alarm or provocation in certain cases: Whoever in public 
intentionally on grounds of religion, race, caste, or community, sex, gender, sexual orien-
tation, place of birth, residence, language, disability or tribe uses words or displays any 
writing, sign or other visible representation, which is gravely threatening or derogatory 
(a) within the hearing or sight of a person causing fear or alarm or (b) with the intent to 
provoke the use of unlawful violence against that person or another shall be punished 
with imprisonment for a term which may extend to one year and/or fine up to `5,000 or 
both (non-cognisable, bailable offence; Law Commission of india 2017, para 6.4).
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protect public order, the central government has formalised these 
measures through an amendment to the Indian Telegraph Act, 
the law that forms the backbone of communications law in India 
(Nayak 2018). India is not alone in the use of network shutdowns. 
The increasing use of these shutdowns globally has been criticised 
by international human rights experts and has sparked concerns 
over the disproportionate nature of these responses (United Nations 
General Assembly 2017).

Such measures by the local administration in India have been 
accompanied by changes in the design and architecture of plat-
forms. One such example is the changes implemented by WhatsApp, 
a peer-to-peer OTT platform owned by Facebook Inc. and used 
widely in India. These changes were implemented in the wake of 
what came to be known as the ‘WhatsApp lynchings’.

Between 2017 and 2019, India witnessed a series of incidents 
of mob lynchings that involved rumours including allegations 
of children being kidnapped that were circulated on WhatsApp, 
leading to physical attacks by mobs and lynchings. The persons 
who were targeted were mostly outsiders, or who the crowd 
thought were ‘suspicious’. As per one source, these lynchings have 
resulted in 125 deaths and injuries so far (IndiaSpend reported 
in Saldanha, Rajput and Hazare 2018). Public outrage at these 
incidents led to changes in the design and policy by WhatsApp 
to address such content from going viral. It also led the central 
government propose Draft Rules to change intermediary liability 
rules that would impact all intermediaries and adversely impact 
the end-to-end encryption mechanism currently used by platforms 
such as WhatsApp.

According to a report published by researchers at the London 
School of Economics and Political Science, while the motivations 
for violence in these lynchings differed, what they had in common 
was mobs of vigilantes using peer-to-peer applications such as 
WhatsApp to spread misinformation about the victims and mobilise 
violence, justify their actions and, in some cases, document and 
circulate images of their violent actions (Banaji et al. 2020, 3).

The Indian Supreme Court, in response to a public interest 
litigation filed on both mob lynchings and lynchings related to the 
alleged trade in cattle and the killing of cows (which are politicised 
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and often targeted attacks), has ordered both the central govern-
ment and state governments to take preventive measures to pre-
vent mob violence and mob vigilantism.8 The court referred to the 
circulation of fake news and false stories as a key factor in the rise 
of mob violence and lynchings.

Drawing upon the US jurisprudence related to race-based 
lynchings, the court positions itself as being completely against 
vigilantism of any kind. The court held that these mob lynchings 
and violence go against the right to live with dignity and the rule 
of law.9 The court then issued a series of guidelines detailing pre-
ventive, remedial and punitive measures that the central and state 
governments must take to prevent such violence. These measures 
include taking steps ‘to curb and stop the dissemination of irrespon-
sible and explosive messages, videos and other material on various 
social media platforms which have a tendency to incite mob violence 
and lynching of any kind’ and registering First Information Reports 
under Section 153A of the Indian Penal Code or other relevant 
legal provisions against persons who disseminate such material.10

Facebook, which is also used widely in India, has implemented 
changes in its policy related to incitement to violence after criticism 
related to the violence against the Rohingyas in Myanmar. These 
changes have resulted in the platform, by its own account and 
metrics, using more sophisticated algorithms and employees who 
understand the language and local context (Kantor 2020) to remove 
content that does not meet its community standards related to 
‘hate speech’ (Meta 2021). In some instances, in India, civil society 
organisations have actively worked with Facebook to prevent the 
spread of inter-group violence (Narrain 2017). In 2020, Facebook 
introduced ‘caste’ as a prohibited category in its community stan-
dards. Facebook’s guidelines continue to evolve, with the platform 
grappling with serious questions such as its inability to differenti-
ate between dominant and subordinate groups and the extent to 
which it is able to identify local dialects, phrases and dog whistles.

8 Tehseen Poonawalla v. Union of India and others, Writ Petition (Civil) No. 754 of 2016, 
supreme Court of india judgment decided on July 2018.
9 ibid., para 39.
10 ibid.
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ConCLusion
The 2012 Northeast exodus, through the sheer intensity and scale 
of its events, marked one of the first instances where the legal 
regime in India had to respond to the ways in which incitement 
to violence and, in particular, the question of virality, played out 
online. Since this event, there have been tremendous changes to 
the media landscape in India, and platforms such as WhatsApp and 
Facebook have been at the centre of these debates.

State intervention to limit the circulation of content online 
in the name of public order has raised concerns about effective 
checks and balances to ensure that such powers are not used to 
restrict legitimate protest and dissent. Concerns around the pri-
vacy of information on OTT platforms and the Indian government’s 
attempts to get access to such information show that there are 
misgivings about how platforms are regulated, given that these 
transnational companies act as a buffer between the state and civil 
society (Arun 2019).11

The repeated use of network shutdowns and its terrible eco-
nomic consequences in Jammu and Kashmir have exposed the 
dangers of allowing the government unrestricted power in this 
area. The Indian Supreme Court, in its judgment responding to the 
use of network shutdowns in Kashmir, held that any orders under 
Section 144 of the CrPC for the suspension of telecom services and 
Internet access must be published and allow for a challenge in the 
high court.12 The court held indefinite suspension of access to the 
Internet and telecom services under the Temporary Suspension 
of Telecom Services (Public Emergency or Public Safety) Rules 
unconstitutional.13 The court held that the use of Section 144 CrPC 
to restrict internet access and telecoms services must be done only 
in situations serious enough to be considered an emergency and 
must satisfy the standards of the principle of proportionality, a legal 
standard that requires the least restrictive measure to be enforced 

11 see Chapter 6 of this volume by Chinmayi Arun.
12 Anuradha Bhasin and Ors v. Union of India & Ors, 2019 sCC online sC 1725, decided 
on 10 January 2020, para 142.
13 ibid.
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and for restrictions to be proportional to the threat of violence or 
disruption of public order.14

The law continues to evolve rapidly in this area, as OTT 
platforms respond to pressure from the Indian government, civil 
society and other stakeholders in this field, as well as to advances 
in technology and changes in ownership patterns in the telecom 
and internet industry in the country. As we move into the decade 
of the 2020s, the 2012 Northeast Exodus is bound to become 
an important marker of the massive technological and political 
changes of the previous decade. It prompted legal and regulatory 
measures that are likely to have long-term consequences and 
brought to the fore the relationship between incitement to vio-
lence, virality and rapid technological change in the media and 
telecom sector in India.
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Technology offers new, lightning-fast paths for rumours to travel. 
It lends new meaning to that old chestnut: ‘A lie can travel halfway 
around the world while the truth is putting on its shoes.’ India is no 
stranger to rumours. Technology may have changed how rumour 
travels, but rumour is an old phenomenon. Rumour’s relationship to 
violence has already been explored by Indian scholars in the context 
of the violence against Sikhs in 1984 (Das 1998). The literature on 
this relationship continues to be relevant even though rumours now 
travel in new vehicles. In short, the idea that rumours can trigger 
violence is older than WhatsApp and digital communication. The 
question we should ask is not whether WhatsApp causes violence, 
but whether (and how far) WhatsApp may have exacerbated the 
proliferation of lynchings in India.

In the last decade, India has seen multiple rounds of commu-
nal violence in which rumours and information technology played 
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a role. This is clear if one notes that the ‘Northeastern exodus’ in 
2012, the violence in Muzaffarnagar in 2013 and the lynchings 
from 2014 onwards were all attributed to digital technology. The 
‘Northeastern exodus’ was said to be caused by text messages circu-
lating rumours of upcoming violence against people of northeastern 
origin. It resulted in the first documented government shutdown of 
communication, in this case, texting. Next, the Muzaffarnagar vio-
lence was attributed to Facebook. In 2014, the lynching of Mohsin 
Shaikh by a mob was also attributed to social media (Narrain 2017). 
It should therefore come as no surprise that in 2018, WhatsApp is 
held responsible for lynchings across India. The big change in 2018 
is that WhatsApp is modifying its practices in response to pressure 
from the Indian government.

There are two kinds of problems with rumour over WhatsApp: 
One is disinformation, and the other is incitement to violence. Both 
are serious in their own ways, but for different reasons. In this 
chapter, I have explained why the rumours leading to the lynchings 
are more appropriately treated as incitements to violence. I have 
also discussed what significance WhatsApp has in this context, 
and whether the changes made by WhatsApp in reaction to the 
public criticism and government pressure are likely to put a stop 
to the lynchings. Finally, I have discussed the potential human 
rights consequences of WhatsApp’s willingness to cooperate with 
the Indian government.

fAke news or A CAse of misLAbeLLing?
The Indian government is treating the lynchings as a ‘fake news’ 
problem and is placing the onus of remedies on WhatsApp. This is a 
misdirected policy response that does little to address the lynchings. 
It is off the mark for multiple reasons. One relatively minor reason 
is that the use of the word ‘news’ suggests that the information 
‘mimics news media content in form’ (Lazer et al. 2018). As maybe 
evident from the examples discussed as follows, there are several 
instances in which the rumours leading to the lynchings were not 
presented as news media content.

Take, for example, the content circulated in Dhule, where a 
mob lynched five people. The media has described this content as 
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‘rumours’ and has reported that the police have used local television 
to warn people against false rumours. Similarly, the tragic incident 
in which a transgender woman was killed in Hyderabad has also 
been reported to be one in which the locals acted on rumours. In 
Tripura, where a mob beat a Muslim man to death, the murder 
was reported to have been caused by a rumour circulated via social 
media. All these cases seem to have been based on disinformation—
false information circulated deliberately to deceive people (Lazer 
et al. 2018)—rather than fake news.

This is not to say that ‘fake news’ never causes violence. In 
Shobhapur, a Hindi daily’s reports about child-lifting were con-
verted to Facebook posts and WhatsApp messages. However, several 
news reports of mob violence refer merely to rumours. Some refer 
even to rumours that circulate by word of mouth (e.g., in Mathuri, 
Midnapur), demonstrating that web-based platforms are not neces-
sary to facilitate the circulation of rumours that incite violence.

In any event, the focus on the veracity of the information is 
misplaced since its significant dimension in the context of the 
lynchings is not its falsity. This is clear enough if we ask ourselves 
whether the attacks would have been acceptable if the information 
had been true. In a different way, we could ask whether violence 
resulting when a cow carcass is found or when Dalits skin a dead 
cow is of less concern because it was triggered by the truth and 
not linked to false information. The fact is that if there were actu-
ally child-lifters as the lynch mobs feared before they murdered 
five people in Dhule, their conduct would have remained utterly 
condemnable. This is different from fake news in elections, where 
people’s votes may be influenced by ‘fake news’—that is a situation 
in which the falsity of the news is the significant factor. If citizens’ 
voting patterns are influenced by the truth, that would not be of 
concern. Therefore, the main reason that the government is wrong 
to characterise the lynchings as a fake news problem is that they 
are an incitement to violence problem.

We must view mob violence and murder resulting from rumours 
in India from an ‘incitement to violence’ perspective, not a ‘fake 
news’ perspective. Rumour has had a longstanding relationship 
with violence in India. It is worth thinking about this relationship 
to understand why rumours trigger violence.
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rumours And inCitement to vioLenCe
It is important to move from a discussion of the authenticity of the 
rumours to a consideration of why the rumours are resulting in 
lynchings and other forms of mob violence.

While previously, India had seen large-scale riots, the past few 
years have been marked by the rise of frequent lynchings. This is 
in keeping with Ashutosh Varshney’s argument that large riots 
would diminish as income rises and would be replaced by small-
scale incidents (Varshney 2014). Varshney has recently pointed out 
that as he predicted, lynchings are the new form that hate crimes 
have taken. He has compared these lynchings to a similar, more 
longstanding phenomenon in Indonesia, where Indonesians not 
only took the law into their own hands but did so with the blessing 
of the police and local leaders (Varshney 2017, 2008, 344). In doing 
this, Varshney refers to the research by Bridget Welsh, who studied 
the violence in Indonesia in some detail.

A reading of Bridget Welsh’s work offers some insight into the 
phenomenon of mob violence. Welsh points to a few features that 
emerged from her study of the violence in Indonesia. Notably, Welsh 
(2008) found that many forms of mob violence are made possible by 
the consent of law enforcement and local leaders. She concludes from 
her study that ‘mobbing emerges in areas where local actors approve 
this phenomenon’. A similar conclusion emerges from the work that 
Paul Brass has done on communal riots in India: The attitudes and 
reinterpretations of ‘precipitating incidents’ by the media, local and 
extra-local politicians and representatives of state authorities can 
transform these incidents into communal incidents (Brass 1997). 
This is consistent with the frameworks in the Rabat Plan of Action 
and within Susan Benesch’s work on dangerous speech (Benesch 
2012), which see powerful local actors as catalysts in incitement 
to violence.

There is already anecdotal support for the idea that powerful 
actors endorse the lynchings in India. Some, like senior lawyer 
Indira Jaising, have argued that the increase in mob violence over 
the 3–4 years preceding 2018 points to a failure on the part of the 
government to prevent the violence. Jaisingh has stated in a peti-
tion she filed in the Supreme Court in 2017 that 
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The fact that the actions of these lynchers have started to 
normalize due to the inaction of the executive, judiciary and 
the law makers and consequently is gaining approval from 
their sections of the society is only paving a way for absolute 
chaos where any private individual can take law unto their 
hands for the enforcement of criminal law in accordance to 
their own reasonable/unreasonable judgment.

It is worth noting that a union minister garlanded eight men 
convicted of lynching a Muslim man after their sentences were sus-
pended. It is also worth highlighting that the head of the political 
party that is currently in power in India referred to Bangladeshi 
migrants as termites in 2018, which is especially disturbing if 
one remembers that Bangladeshi migrants have been victims of 
lynching in the past. This implicit approval of lynchings has not 
just emerged from politicians. The media carried a powerful, dis-
turbing photograph of three policemen walking alongside villagers 
who were dragging an injured Muslim victim of a lynching along 
the ground. As compelling as these examples of approval by law 
enforcement and leaders of the violence might be, a thorough study 
of all the incidents to see what percentage would fit this bracket 
would be more compelling. There is a strong case for a study using 
Welsh’s methods in India. Such a study might support Varshney’s 
argument that the ideological ecosystem and the master narrative 
of cow protection promoted by the political elite offer a narrative for 
the murderers who carry out the lynchings to plug into and enable 
their rampant violence (Varshney 2017).

The connection between violence and rumour specifically has 
been discussed in detail by Veena Das, who has pointed out that the 
anonymity of the rumour and its ‘lack of signature’ lead to a sense 
of ‘an endangered collectivity’ which eventually leads to death. Das 
was writing about rumours in the context of the violence directed 
at Sikhs targeted by the rumours in the wake of Indira Gandhi’s 
murder. In her essay, Das discusses rumours in the context of 
‘social production of hate’, suggesting that rumour plays a role in 
manufacturing hatred. Unlike ‘fake news’, the role of rumour in 
mobilising hatred is a useful lens through which we might examine 
the ‘WhatsApp lynchings’.
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It is not the falsehood we should focus on but the creation of a 
sense of vulnerability, a collapsing social order and a narrative in 
which murder is not only justified but also necessary (Das 2008). 
Das also writes that ‘the essential grammatical feature of rumour 
is that it is conceived to spread’, which offers a better explanation 
for why the anonymous rumours are circulating on WhatsApp and 
leading to violence. It makes even more sense if one considers the 
recent study that established that people are more likely to share 
false news, as opposed to true news, on Twitter (Vosoughi, Roy, 
and Aral 2018).

In the context of the lynchings, it is helpful to think of the 
rumours as a form of incitement to violence. This particular form 
may need to be treated differently since much of Indian hate 
speech jurisprudence is criminal law and tends to focus on the 
speaker or on pre-censorship of speech (Arun and Nayak, 2016). 
Criminalisation is a questionable approach since the nature of viral 
rumours on social media is such that the person who authored the 
content might not have anticipated whom it might reach and what 
effect it might have on them. Consider, for example, a person from 
Kerala who reports truthfully that children are being kidnapped 
in her village and finds that her speech resulted in lynching after 
being shared out of context by a third party in a different village in 
Uttar Pradesh. It would hardly be fair to hold such a person respon-
sible for the lynching. This is not to say that authors always lack 
the intention to incite violence or the knowledge that their content 
will be circulated among people who might see it as a call for action. 
It does, however, raise questions about whether the rumours are 
an incitement to violence inherently or whether they become so in 
the context in which they are shared.

The other good reason to question all solutions that veer 
towards identifying the speaker is that this may have serious 
implications for privacy and freedom of expression. Once a plat-
form is asked to share information with the government about the 
author of the content, it may not be trouble to ensure that there is 
a nexus between the information sought by the government and 
the law allegedly violated. Facebook, for example, has incorrectly 
flagged the phrase ‘Free Kashmir’ as locally illegal content for 
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censorship purposes, when it is in fact constitutionally protected 
speech. Such a practice affects the rights of the Kashmiri people, 
who already find themselves without a voice or a platform since 
Kashmir sees extensive media censorship and disruption of 
internet services. If WhatsApp were to adopt Facebook’s broad 
definitions of illegal speech, it might contribute to the violation 
of international human rights of privacy and freedom of expres-
sion around the world. For example, identifying the speaker may 
endanger a young woman who shares her MeToo story about 
a powerful man in a WhatsApp group of trusted friends; cur-
rently, such stories go viral without the woman’s identity being 
compromised.

This means that we need to consider other ways to cope with 
this burgeoning problem of incitement to violence on WhatsApp that 
do not necessarily involve identifying the original content creator. 
Once we let go of the idea that the original speaker must be traced, 
policy suggestions involving disabling anonymous forwards on 
social media, breaking encryption and otherwise violating privacy 
to trace the source of speech become unnecessary. I will discuss this 
further in the conclusion, after the next part of this chapter, which 
examines the connection between the content being circulated on 
WhatsApp and the lynchings.

whAt’s whAtsAPP got to do with it
The conversation about the lynchings has turned techno-centric, 
with the government and the media focusing on WhatsApp as the 
major enabler of the problem. The company is under pressure 
from the government. This is clear from the language used in the 
Ministry of Electronics and Information Technology’s notices to 
WhatsApp. The first notice says that the lynchings are ‘because 
of a large number of irresponsible and explosive messages filled 
with rumours and provocation are being circulated on WhatsApp 
[sic]’ (MeitY 2018a). The ministry has directed WhatsApp to use 
technology to prevent these messages from spreading and to ‘take 
immediate action to end this menace’. In the second notice, the minis-
try has demanded that WhatsApp come up with ‘effective solutions’ 
and ‘facilitate enforcement of law’(MeitY 2018b). The second notice 
also uses ominous language declaring the government’s intention to 
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treat platforms as ‘abettors’ and take action against them, if they 
‘remain ominous spectators’.

To understand how far the role of WhatsApp in the lynchings 
has been exaggerated, consider why the lynchings are taking place. 
If one sets aside the incidents in which WhatsApp played a role to 
look closely at some of the other episodes of violence, an interest-
ing picture emerges. One sees that there are occasions on which a 
cow carcass has triggered violence, incidents in which trucks have 
been attacked because they were carrying buffalo tallow and that 
Dalits have been attacked for skinning a dead cow. All this without 
WhatsApp playing any significant intermediate role. This makes 
it clear that violence is not always a result of WhatsApp rumours. 
The lynchings cannot be attributed solely to WhatsApp or other 
social media platforms.

However, it is possible that WhatsApp exacerbates or ampli-
fies harmful speech in many cases. This is why it is worth trying 
to understand to what extent WhatsApp may have contributed to 
the problem. To this end, I will discuss the features of WhatsApp 
that might have contributed to the spread of rumours. Specifically, 
these are ubiquity, privacy and what I am going to call the removal 
of information about the original sender from forwarded content.

The ubiquity of WhatsApp is apparent to any Indian resident 
who uses a smartphone. The history is similar to the manner in 
which the platform became ubiquitous in countries such as Kenya 
and Israel. WhatsApp disrupted SMS by offering not just low-cost 
texting and multimedia messaging but also enhancements such as 
group chats, quick forwarding to multiple people, and integration 
of text with video, audio, emoji and other multimedia content. The 
company has modified some of these features in India recently 
in response to government and public pressure. The first-mover 
advantage and the architecture of the platform resulted in 
WhatsApp accumulating ‘social influence’ (Church and Oliveira 
2013) and ensured its continued ubiquity and increasing popular-
ity even after other apps started offering similar services. We all 
have friends, family and professional networks on WhatsApp. This 
is why we join and why we stay.

Currently, privacy appears to be a significant feature of 
WhatsApp, which uses end-to-end encryption. According to 
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WhatsApp, this means that only the person sending the message 
and the person receiving it are able to read it. The company has 
stated that each message is encrypted with unique keys that are 
available only on the sender and recipient’s devices. It has been 
explicitly said that even WhatsApp cannot read these messages. 
Given that some other platforms also offer similar encrypted mes-
saging services, one might reasonably assume that these other 
platforms offer as much privacy as WhatsApp does. However, 
researchers suggest that people seem to perceive WhatsApp as more 
private and feel safer sharing information on it (Simon et al. 2016).

The removal of information about the original sender from 
forwarded content on WhatsApp refers to the fact that it is almost 
impossible to identify the original source of a forwarded message on 
WhatsApp. WhatsApp strips metadata such as the user name and 
device information of the content creator from photos and videos 
when it compresses them. This means that a forwarded message on 
WhatsApp typically does not contain information that would make 
it possible to trace the message to its source on WhatsApp (Simon 
et al. 2016). Recent changes in India mean that a forwarded mes-
sage is now flagged as ‘forwarded’ but still does not offer information 
about the original source.

These three features, ubiquity, privacy and removal of infor-
mation about the original sender from forwarded content, seem to 
explain in some measure why, despite other apps that offer similar 
services, WhatsApp is the popular digital vehicle for rumours. We, 
therefore, must examine the role that WhatsApp has been pushed 
to play in the context of the rumours. This includes the changes 
that the company has made in response to government pressure. 
Unfortunately, WhatsApp is responding to government pressure 
and may end up adversely impacting the speech and privacy of its 
users in the process. This is discussed in more detail as follows.

rePurPosing whAtsAPP
As described earlier, the Indian government has been pressurising 
WhatsApp to change its architecture and policies, and the company 
seems to be responding. Major changes to WhatsApp’s architecture 
and operations in India seem to follow government notices and 
widely publicised meetings between the company’s representatives 
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and the Indian government. The latest and most worrying of these 
is WhatsApp’s incorporation of a local entity in India and the 
appointment of a ‘country head’ who will build a local team. The 
potential implications of this are discussed in the second part of 
this section of the chapter.

WhatsApp has made other changes, including labelling 
forwarded content to make it distinguishable to the viewer and 
limiting quick forwards to five chats at a time. The company has 
been urged to find ways to track, block or report those who share 
harmful content and to trace harmful content back to the original 
content creator. It is likely that some amount of cooperation with 
government surveillance is already underway. However, it is not 
clear how far and in what manner WhatsApp has been responding 
to government demands for user data.

There are two questions we should ask in the context of 
WhatsApp’s engagement with the Indian government. The first is 
whether this techno-centric solution is the most effective strategy 
to halt the lynchings. The second question is whether WhatsApp’s 
cooperation with the Indian government’s demands might affect 
the fundamental rights of Indian citizens. Both questions are dis-
cussed below.

Can whatsApp halt the Lynchings?
The first question is not very difficult to answer. It appears that 
the time and resources spent focusing on WhatsApp could be more 
effectively utilised elsewhere. If the lynchings are taking place 
even without the use of WhatsApp, it is clear enough that this vio-
lence is a much bigger problem with a more complex solution than 
WhatsApp can offer. The explanation for the lynchings appears 
to lie not in WhatsApp’s architecture but in the writings of Brass, 
Das, Welsh and Varshney. In short, this is a problem created by 
the mobilisation of hatred and the tacit approval of local actors, 
including law enforcement and local leaders.

In trying to gauge India’s commitment to stopping violence, 
as opposed to repurposing WhatsApp, one must note that the first 
‘hate tracker’ created by Hindustan Times in 2017 was discontin-
ued by the media house suddenly, and the editor responsible for it 
resigned and returned to New York. After this, in 2018, Amnesty 
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International picked up the baton and built its ‘Halt the Hate’ 
tracker, which recorded 601 incidents. In October 2018, Amnesty 
International’s bank accounts in India were frozen allegedly for 
non-compliance with Indian laws for foreign donations. We might 
turn for now to the latest and currently (as of November 2018) avail-
able source of data—IndiaSpend’s map of ‘cow-related violence in 
India’, which records 94 incidents since 2012—to understand the 
enormity and nature of the problem.

It has not been established convincingly that the WhatsApp-
focused solutions proposed by the government and other stakehold-
ers will have a significant impact on the problem of widespread 
violence. Consider the broad directive from the Indian government 
to WhatsApp, which advises the ‘senior management’ of the com-
pany that ‘remedial measures should be taken to prevent the prolif-
eration of these fake and at times motivated/sensational messages’ 
(MeitY 2018). The description of content that needs to be restricted 
is vague and ambiguous, and fails to take into account Whatsapp’s 
architecture. It would be nearly impossible for the company to com-
prehend and execute these instructions. The government has also 
asked WhatsApp to facilitate enforcement of the law and to make 
messages traceable (MeitY 2018). It has implied in its communica-
tions with the company that WhatsApp will be held accountable for 
the harmful content circulated on its platform.

One of the steps taken by WhatsApp to mollify the Indian 
government is the labelling of forwarded content. It is not clear 
that this will achieve anything. The ‘forwarded’ label only tells 
the reader that the person sharing the content did not create it; 
it is not clear that anybody thought that this was the case. The 
other change is to limit forwarded messages. On the face of it, 
this looks like it may make a difference, but much depends on the 
ecosystem of rumours and the potential collateral harm arising 
from such a change.

There may be other, less visible, changes that WhatsApp has 
not discussed in public. For example, the company probably shares 
user metadata with the Indian government. This would be a rea-
sonable inference given the public statements and notices from the 
government pressuring WhatsApp to share this data, and the com-
pany has not disavowed the idea of sharing users’ metadata, which 
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is easily accessible. The human rights implications of the sharing 
of this metadata are discussed under the next subheading. If we 
want to query the usefulness of sharing metadata, we find ourselves 
confounded by the opacity of the Indian government’s surveillance 
practices. We have been offered little evidence, barring the govern-
ment’s word for it, that its surveillance helps avert violence in any 
meaningful way. The government would be able to make a more 
convincing case if it were to highlight a critical number of cases in 
which it was dependent on lawful communication surveillance to 
prevent violent crime and if it were to consent to privacy safeguards 
such as notification and the right to appeal to offer citizens redress 
when surveillance is conducted in violation of their rights.

WhatsApp is an important forum for personal, political and 
protected communication, and no convincing case has been made 
for changing its architecture or enabling government intrusion. No 
risk assessment has been undertaken before making these changes. 
This is why it is necessary to consider how WhatsApp’s compliance 
might affect the human rights of Indian citizens.

the Consequences of whatsApp’s Compliance
WhatsApp’s sharing of metadata with the Indian government 
might put many vulnerable Indians at risk. While the company 
has clarified that it uses end-to-end encryption for the content 
of user conversations, it can access the metadata easily. This 
includes geo-location and contact lists. A user merely has to install 
WhatsApp—and not even use it—for the company to be able to 
access this data. Once WhatsApp shares phone numbers—and who 
is in contact with whom—with the Indian government, it is easy 
enough for the government to match the phone number with the 
individual since all phone numbers are linked to government-issued 
identification in India.

Nothing is known about the threshold that WhatsApp requires 
the Indian government to meet before sharing metadata with it. 
The procedural safeguards for informational surveillance in India 
lag far behind internationally accepted norms. If WhatsApp shares 
metadata in response to every executive order, it will very likely 
enable the violation of human rights: The Indian government might 
be able to track the members of WhatsApp groups dedicated to 
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people organising to criticise the state for human rights violations. 
It is reasonable to speculate that the Indian government may use its 
access to metadata in this manner if one notes that Netsweeper tech-
nology was used in India to block websites related to the Rohingya 
refugee issue and the deaths of Muslims in Burma and India (Dalek 
2018). If the Indian government is blocking critical political speech 
by vulnerable minorities, it is also very likely to be monitoring 
such speech. This year, human rights defenders and journalists 
have been arrested in India, and Amnesty International’s bank 
accounts have been frozen. It may be fair to say that it is not a 
safe political environment for human rights defenders and critics 
of the government.

Additionally, there is the possibility that the contents of 
WhatsApp conversations are not impossible to access, as the com-
pany implies. WhatsApp has only maintained that it uses end-to-
end encryption (WhatsApp FAQ 2018). It has said nothing about 
accessing conversations once they are decrypted and readable on 
users’ phones. Security experts have suggested that WhatsApp 
has put arrangements in place that would permit it to access this 
content (Zanon 2018). Whether this is true and how far this content 
is shared with governments is a question to which only WhatsApp 
knows the answer. If it emerges that WhatsApp is in fact accessing 
and sharing messages with the Indian government, it would not be 
the first time that a platform has engaged in such perfidy—TOM-
Skype famously did something similar in China (Villeneuve 2008). 
The most dangerous way in which WhatsApp might violate human 
rights is by sharing the content of conversations. It is almost impos-
sible to ascertain whether this is the case since there is no incentive 
for WhatsApp to disclose a change that would undermine user trust 
in its platform in a fundamental way.

In view of the company’s incorporation in India, it is not 
unreasonable to assume that metadata, as well as other personal 
information, may be shared with the Indian government. The incor-
poration in India gives Indian law enforcement agencies access to 
the company and its new staff. When international companies are 
criticised for helping governments with surveillance in violation 
of international human rights norms, they argue that refusal to 
cooperate puts their local staff at risk. It is curious that WhatsApp 
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should choose to take such a risk in a country where it plays a sensi-
tive role and is under so much government pressure. WhatsApp’s 
parent company, Facebook, understands the risks of having local 
personnel in volatile countries, as can be seen from the recent 
Business for Social Responsibility’s (2018) report, which suggested 
that locating local staff in Myanmar might risk the staff’s safety. 
And yet, WhatsApp has incorporated a local entity in India and is 
increasing its local staff. Given that the company was incorporated 
in India, although it was aware that the Indian government was 
pressing it to share user data, one can only hope that it did not 
expect to later argue that it had no choice about enabling human 
rights violations because its local personnel were at risk.

ConCLusion
It is evident that the lynchings have more to do with incitement 
to violence than with ‘fake news’. The focus on the veracity of the 
rumours in the context of the violence means that resources are 
diverted from the real source of the problem. Little has been done 
by political leaders to mitigate the sense of insecurity and entitle-
ment that has led to the violence. It would take a detailed study 
of the incidents of violence to fully comprehend the combination of 
factors that lead to and sustain violence. Such a study is difficult 
if those tracking the violence are deterred from collecting the data 
that the study will need to be based on.

WhatsApp’s role in violence may be that it is used to amplify 
and target harmful speech. It is not clear how access to metadata, 
encrypted communication or identification of speakers is expected 
to mitigate the larger problem since rumours lead to lynchings 
even without WhatsApp playing an intermediary role. Ironically 
enough, it may be WhatsApp’s misguided cooperation with the 
Indian government following the bad publicity of the lynchings 
that eventually led to the large-scale violation of human rights 
in India.

It would be easier to believe that WhatsApp is operating in 
good faith if the company were to be more forthcoming about 
the quantity of data shared with the Indian government and the 
conditions under which personal data is shared. There are a lot of 
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questions to be answered about the changes that the company has 
incorporated for Indian users of WhatsApp from user safety and 
privacy point of view.

There is nothing so far that suggests that the company is able 
to withstand government pressure to share data in violation of 
international human rights norms. At the time that this chapter 
was written, both WhatsApp and the Indian government had 
rallied behind the idea of encryption, but the Indian Minister of 
Electronics and Information Technology was clear that he wanted 
‘traceability’—the location and identity of the sender of WhatsApp 
messages. This is only necessary if it is criminalisation that will 
be used as the primary strategy to regulate incitement to violence 
on WhatsApp. If the goal is to reduce the incitement to violence, 
it may be possible to achieve this by focusing on other factors that 
influence dangerous speech, such as the context and the role of law 
enforcement and local leaders. The government might work with 
experts on communal violence and work out a system to identify 
impending violence early on and take action. Instead, it seeks access 
to user data, which is unlikely to halt the lynchings but is likely to 
put blameless, vulnerable WhatsApp users at risk.

The reason that WhatsApp has been backed up to this preci-
pice by the Indian government is that the company refuses to con-
ceive of a scenario in which it might temporarily limit or suspend 
its services in a part or whole of the country. For the sake of argu-
ment, if a data-driven study revealed that WhatsApp is enabling 
the circulation of dangerous speech in a region where violence 
is imminent, the company may have agreed to closely monitor 
specific volatile areas in collaboration with local experts and limit 
its services when necessary. Previous ethnographic studies have 
suggested that there might be an ‘institutionalised riot system’ 
in India with strong links to what is now the ruling party and 
that there are ‘riot specialists’ who work to strategically convert 
incidents into communal problems (Brass 1997). The company 
might have joined hands with researchers and local organisations 
working on communal violence. Instead, it waited until the Indian 
government was able to exert pressure and then started respond-
ing to that pressure in ways that were not necessarily useful and 
were probably counterproductive.
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While WhatsApp may have played a limited role in offering 
a platform for the rumours that incited the lynchings, its incor-
poration into India and potential cooperation with the Indian 
government offer much greater cause for concern. For the company 
to put itself within the reach of a government that seeks user infor-
mation and has a track record of punishing human rights activists 
rather than those who engage in acts of communal violence cannot 
possibly be in the interests of WhatsApp’s Indian users. If this 
information-sharing takes place in advance of the Indian election, 
the harm might extend beyond privacy and freedom of expression 
since it is the ruling party that potentially has access to metadata 
on WhatsApp.

The impact of WhatsApp and its knee-jerk decision-making 
will be enormous given the ubiquity of WhatsApp and the fact that 
it carries much more than harmful speech. The ‘family WhatsApp 
group’ is being adopted rapidly across the country; these trade 
more than bad jokes and are used for very private communication. 
Journalists and lawyers use the application to schedule meetings 
and exchange sensitive information. Activists use it to organise 
and coordinate. As a recent charming news report pointed out, the 
platforms are used to share recipes and discuss food, which sounds 
innocent, but if the food happens to be beef, then that information, 
if shared with malicious actors, might result in a lynching. These 
personal and political conversations take place on a large scale, 
given that WhatsApp has over 200 million users in India, which is 
now its largest market. Any move by the company to impede these 
conversations, chill them or worst of all, share them, is likely to 
impact human rights.
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introduCtion
With online communication now the norm amongst youth, 
Facebook, Twitter and instant messaging services such as 
WhatsApp have birthed a culture where individuals who share 
interests, views and opinions are able to interact with others 
beyond borders and continents, sans any social restrictions, form-
ing, in some cases, movements and even new identity groups. Sri 
Lanka is no exception to this phenomenon. The power of such 
movements is not restricted to mere rhetoric and images displayed 
on a screen. The metamorphosis to real-time action or even vio-
lence fuelled by hate and fear—imagined or real—is a worrying 
and growing global concern (Gagliardone et al. 2015), more so 
since the catalysts of such movements and their followers are as 
young as teenagers. Garret Keizer writes, ‘… as if thirteen- and 
fourteen-year-olds who couldn’t boil an egg are capable of creat-
ing a culture. They grow on what we feed them. It has never been 
otherwise. The only thing that changes is the food’ (2014). That 
is the challenge: ensuring that what is served up by social media 
is wholesome.

hAte sPeeCh And 
soCiAL mediA in 

sri LAnkA
Sanjana Hattotuwa and 
Roshini Wickremesinhe

ChAPter 7



142 sANJANA HAttotUWA ANd RosHiNi WiCKReMesiNHe

the evoLution of soCiAL mediA  
in sri LAnkA
The short message service (SMS) technology of more than a 
decade ago and e-mailing enabled instant messaging and sharing 
of information with wider groups. These were soon overtaken by 
newer social media technologies and mobile apps that afford con-
stant Internet connection and real-time relaying of information. 
According to the Sri Lanka Department of Census and Statistics, in 
2015, Internet usage is the highest among youth between the ages 
of 20–24 years (27%) and 25–29-year-olds are the second-highest 
users (25%; Department of Census and Statistics, Sri Lanka 2015). 
A survey by the Centre for Policy Alternatives on the ‘Consumption 
of Mainstream and Social Media in the Western Province’ indi-
cates that 18–24-year-olds ‘don’t engage with mainstream media 
as newspapers, radio or TV, rather they engage with main stream 
media content through smart phones, Facebook and chat apps.’ It 
also noted that 51 per cent preferred going online for news (Centre 
for Policy Alternatives 2016). Online social media and web-based 
platforms, accessed increasingly through smartphones and tablets, 
have emerged as an important and necessary vent for critical dis-
sent in a context where the mainstream media does not and cannot 
afford the space for questioning or content that holds the govern-
ment accountable for crimes and corruption. The growth of content 
creation and consumption online, wider and deeper than any other 
medium in the country and at an accelerated pace, has also resulted 
in low-risk, low-cost and high-impact online spaces to spread hate, 
harm and hurt against specific communities, individuals or ideas. 
As per Facebook’s user statistics in 2016, Facebook, Twitter, as well 
as instant messaging for mobile services, such as Instagram and 
WhatsApp, are used, with Facebook emerging as the most widely 
used social network in Sri Lanka with 3.1 million users.

hAte sPeeCh on soCiAL mediA
Conspiracy theorists, fringe lunatics and trolls have, since the 
first days of the Internet, inhabited online spaces and engaged 
with devoted followers or sought to deny and decry those who 
question them. The growth of hate speech can be seen as a natural 
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progression outward from these pockets of relative isolation and is 
also pegged to the economics of broadband Internet access and the 
double-digit growth of smartphones—an underlying, coast-to-coast 
network infrastructure capable of rich media content production 
and interactive, real-time engagement. This infrastructure has 
erased traditional geographies—hate and harm against a particu-
lar religion, identity group or community in one part of the world 
or country can, for example, within seconds, translate into violent 
emulation or strident opposition in another part, communicated 
via online social media and mediated through platforms such as 
Twitter, Facebook and instant messaging services.

The term ‘hate speech’ encompasses speech intended to intimi-
date, degrade and incite prejudice or even violence against a com-
munity based on their nationality, race, ethnicity, religion or sexual 
orientation. Online hate speech alone does not amount to hate 
crimes (physical expressions of violence) but often acts as a catalyst 
for physical manifestations of violence. A considerable amount of 
social media hate speech in Sri Lanka occurs on Facebook. Hence, 
many of the references in this chapter will address hate speech on 
Facebook. The ability to like, share and comment on posts allows 
forums for supporters to engage, plan rallies and other events 
and keep all similar posts in one place through Facebook. It also 
allows administrators of pages to remove and ban dissenting voices, 
giving a greater degree of control than platforms such as Twitter. 
In 2016, research on social media usage indicated that 41 per cent 
of Sri Lankan Facebook users were between the ages of 18 and 
24 years (Ishara 2015). Accordingly, a high number of Sri Lankan 
young social media users risk exposure to hate speech on Facebook 
(Wickremesinhe and Hattotuwa 2016).

tArgets And ProduCers
Profiling producers of hate speech on social media is hampered by 
the lack of verifiable data due to the proliferation of fake accounts 
and fake identities, particularly on Facebook. Nevertheless, analy-
sis of content, member samples and other data gathered from hate 
speech disseminating social media sites allows us to make some 
assumptions.
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As noted in previous studies (Samaratunge and Hattotuwa 
2014; Wickremesinhe and Hattotuwa 2015, 2016), a very high 
percentage of hate content on Facebook is posted in the Sinhala 
language, with comments in Sinhala produced using the English 
alphabet. This, together with the fact that a high number of users 
are youth (Ishara 2015) and also samples of accessible data on 
member pages, such as photographs, interests, euphemisms and 
language used, indicates that the key followers and producers of 
hate content are Sinhala-speaking youth. Sentiments expressed 
through the hate content (both text and graphics) generally indi-
cate radical, ultra-nationalists and sexist ideologies. Among them, 
there are producers who are firm believers and proponents of such 
ideologies, as well as followers who simply amplify the majority 
view in order to ‘belong’ to the group. There are also followers who 
are ‘converted’ to subscribe to the same views and hate the ‘other’ 
through constant exposure to the hate content and fear-mongering 
that usually drives hate speech.

Religious minorities in Sri Lanka, namely Muslims and 
Christians, were victims of both online hate speech and a high 
volume of physical violence during 2010–2015 (BBC News 2014; 
Morning Star News 2014). The nature of online hate content 
driven by Islamophobia, in particular, during this period has been 
vicious. It is significant that perpetrators of actual acts of violence 
against minority Muslim and Christian religious communities 
during this period went largely unpunished, which emboldened 
the perpetrators. Online hate speech targeting religious minori-
ties still subsists to varying degrees. Other significant targets 
include the Tamil ethnic minority, political leaders, including the 
then President Maithripala Sirisena and the then Prime Minister 
Ranil Wickremesinghe, women and gay, lesbian and transgender 
communities. Following the military defeat of the Liberation 
Tigers of Tamil Eelam by the Sri Lankan military in 2009, which 
ended 30 years of war and terrorism, a new form of racism came 
into play, with social media being used to fan the flames of com-
munalism. Reinforcing anti-Tamil sentiments using denialism, 
‘othering’ and scare tactics are common characteristics of hate 
speech, whereby the Tamil community is labelled as terrorists and 
any attempt to resolve important issues of contention such as land 
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ownership is equated with supporting terrorism (Wickremesinhe 
and Hattotuwa 2016, 15).

Utilising social media as an election campaigning tool is rela-
tively new in Sri Lanka. During the 2015 general election campaign 
period, Facebook emerged as a widely used space as never before 
(Gunawardena 2015). Social media analyst Nalaka Gunawardena 
(2015) notes that the forerunners of social media political discourse 
‘were not politicians or their support teams but politically charged 
and digitally empowered citizens, especially youth’. The presi-
dential election of January 2015 and the parliamentary general 
election of August 2015 witnessed online political engagement as 
well as an abundance of thinly veiled hate speech, mostly against 
the contenders: Maithripala Sirisena, presidential candidate of 
the New Democratic Front led by the United National Party, and 
Ranil Wickremesinghe, leading the United National Front for 
Good Governance (UNFGG). For example, in a study of a sample 
Facebook page conducted in 2015 (Wickremesinhe and Hattotuwa 
2015), out of 31 posts by the administrator during a period of one 
month, 17 posts were directly critical of or inciting hate against 
the above-mentioned leaders and other politicians of the United 
National Party, while only 11 posts were non-political and directly 
dealt with the cause of the page, which was in support of an army 
soldier who was convicted of the infamous Mirusuvil massacre of 
civilians and sentenced to death.1 Of the 17 posts mentioned above, 
12 were critical of the government of President Sirisena and his 
manifesto of yahapalanaya (good governance). Five posts were 
directly critical of Prime Minister Wickremesinghe and the United 
National Party. While the posts themselves do not always directly 
amount to hate speech, the comments posted in response do.

It is interesting to note that candidates from minority ethnic 
and religious groups (Muslim, Christian and Tamil), as well as 
women candidates, were targeted by hate speech producers during 
the same period of elections not by reasons of political ideology 
but simply by their race, religion or gender. A correlation seems 
to exist between ultra-nationalist ideology and certain political 

1 http://www.dailymirror.lk/77509/8-idps-murdered-in-jaffna-soldier-sentenced-to-death 
(accessed on 14 May 2016); http://adaderana.lk/news/31381/army-soldier-sentenced-to-
death-over-mirusuvil-massacre (accessed on 15 May 2016). 
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parties and candidates who were in power at the time, whose sup-
porters produced such hate speech. The absence of any retraction 
or denouncement by them may be construed as their direct or tacit 
approval, even if they did not personally engage in producing online 
hate content.

The high volume of hate spewed out by social media and par-
ticularly Facebook pages (11 of which were reviewed in a study 
[Wickremesinhe and Hattotuwa 2016]) did not translate to hate 
crimes in the form of physical manifestations of violence or reaction 
against the targets. Writer Nalaka Gunawardene (2015) poses and 
answers the question: 
What role (if any) did social media play in the recently concluded 
Parliamentary (General) Election on 17 August 2015? 

Many are asking this question—and coming up with different 
answers. That is characteristic of our new reality: there is no single 
right answer when it comes to multi-faceted and fast-evolving phe-
nomena like social media.

Gunawardene’s observation also applies to the role of hate 
speech on social media; there is no single right answer as to the 
impact or significance of hate speech online. While the content 
and volume of online hate speech examined (Wickremesinhe and 
Hattotuwa 2016) show a clear pattern of targeting candidates 
from the UNFGG and not the United Peoples Freedom Alliance 
led by former President Mahinda Rajapaksa, the UNFGG win led 
by Premier Ranil Wickremesinghe and the comparatively poor 
performance of the United Peoples Freedom Alliance raises ques-
tions if online hate speech had any significant influence on voters.

is there A CAusAL Link between  
onLine hAte sPeeCh And PhysiCAL 
vioLenCe or reACtion?
The period between 2010 and 2015 witnessed heightened ultra-
nationalist activity and violence championed by groups such as the 
Bodu Bala Sena, which can be translated loosely as ‘Buddhist Power 
Force or Army’. The influence of such groups in physical manifesta-
tions of hate targeting ethnic and religious minorities is also mir-
rored in hate speech targeting on social media. While a direct causal 
link between online hate speech and physical manifestations of 
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violence or action propelled by such speech is difficult to establish, 
there are instances where a somewhat disturbing correlation can 
be noted between online hate speech and exacerbations of physi-
cal violence, as per a study conducted in 2014 (Samaratunge and 
Hattotuwa 2014, 26). The anti-Muslim riots in Aluthgama are a 
case in point. In June 2014, Buddhist groups circulated a story 
online that a monk was attacked by Muslims, sparking a riot in 
Aluthgama in the south of Sri Lanka where 4 people were killed, 
200 homes and shops destroyed and 17 mosques attacked. More 
than 2,200 people were displaced by the violence (Groundviews 
2015). The deluge of online hate speech was supported by extensive 
coverage of similar rhetoric by fringe groups such as the Bodu Bala 
Sena, Sinhala Ravaya (loosely translated as the sound of Sinhala) 
and other groups in mainstream media and at public rallies, incit-
ing violence.

On the other hand, many of the candidates targeted by online 
hate speech during the 2015 elections were elected to Parliament, 
including candidates from minority ethnic and religious groups, 
dismissing any causal link to the outcome of the election. However, 
the party’s political hate speech content seems to be directed at a 
specific group of voters. According to the Department of Census 
and Statistics Sri Lanka (2015), Internet usage in Sri Lanka is 
highest among youth between the ages of 20–24 years (27%) and 
25–29-year-olds are the second highest users (25). Registered voters 
in the 2010 general election totalled 12,071,062, while registered 
voters in the 2015 general election totalled 15,044,490, indicating 
a 20 per cent increase, or approximately 2.9 million new voters, 
over the intervening period of 5 years. This number constitutes 
youth (between the ages of 18 and 33 years), including first-time 
voters who were eligible electors at the 2015 general election. It 
is, therefore, probable that a segment of young voters or first-time 
voters were exposed to online hate speech. Whether this constitutes 
a deliberate strategy or an accident is unclear.

the imPACt of soCiAL mediA hAte sPeeCh 
on soCiety: trends And ChALLenges
The specific targeting of youth with hate speech—whether by design 
or accident—is a challenge to any society, as it could potentially 
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result in serious consequences. Is the proliferation of online hate 
speech in Sri Lanka a slow-ticking time bomb of youth radicalisation? 
Radicalisation is the process by which people become convinced that 
violence against others and even themselves is justified in defence of 
their own group. Not everyone in a hate group is necessarily radical-
ised to the same degree, and only a few members may be radicalised 
to the point where they are ready to advocate and commit violence. 
In an article titled ‘Mechanisms of Political Radicalization’,2 authors 
Clark McCauley and Sophia Moskalenko identify five ways in which 
a person or group may be radicalised through online hate speech. As 
noted in the ‘Liking Violence’ study (Samaratunge and Hattotuwa 
2014, 26) and reiterated by this study, the following are evident in 
Sri Lanka’s online hate groups.

• Slippery slope: Journeying from reading hateful content to 
creating it.

• The power of love: The social and emotional bond created by 
belonging to a group.

• Radicalisation in like-minded groups: Where, over time, 
members are pressured to conform to the radical ideology or 
opinion of the group, even if they hold different views at the 
start.

• Radicalisation under isolation or threat: The felt need to 
support a cause or group against a perceived external threat, 
particularly if one belongs to that group.

• Dehumanisation: The portrayal of the opponents as less than 
human enemies creates a sense of justice in taking any course 
of action against them.

The danger of youth radicalisation over time is a real concern. 
The skilful methods utilised by extremist groups for online radicalisa-
tion and recruitment of youth have led governments and society at 
large in many countries to seek creative countermeasures. A Reuter 
story highlights the out-of-the-box thinking adopted by a French 
anthropologist who says ‘to tackle jihadist, ditch reason’ reports 

2 http://bascom.brynmawr.edu/aschcenter/mccauley/webpage%20stuff/2008%20mecha-
nisms%20rad%20McC%20Moskale.pdf (accessed on 09 May 2016).
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Pauline Mevel and Chine Labbé.3 While it is not the intention of 
this chapter to sound alarmist or propose drastic countermeasures 
to restrict freedom of online speech, it is prudent to take note of the 
negative effects of unchecked hate speech on youth and society at 
large where radicalisation over time may mutate into actual violence, 
as witnessed in Kenya and Rwanda. Some relevant and thought-
provoking statistics taken from the Centre for Policy Alternatives 
survey on ‘Consumption and Perceptions of Mainstream and Social 
Media in the Western Province’ reveals that 61.5 per cent of respon-
dents would share with others content pertaining to political or 
social issues they read online (Centre for Policy Alternatives 2016). 
The same study reveals that 37.2 per cent of respondents are more 
likely to believe online content as truth if they see it first shared by 
a friend, rather than direct from a media website, and 51 per cent 
would reconsider their opinion if they see a friend share a story they 
were previously reluctant to accept as truth. While these statistics 
are based on a survey of the Western Province, the snapshot of pat-
terns and trends therein provide insights into the usage and influ-
ence of social media throughout Sri Lanka.

The nature of the hate speech found on social media groups 
often mirrors hate speech content posted on other groups that 
share similar views. Cross-posting is common. Social media such 
as Facebook groups create virtual communities that ‘gather’, bond 
and vent over shared interests or causes. This like-mindedness is 
the glue that binds group members together. Such groups become 
echo chambers where an inkling of hate is quickly amplified into 
something larger by feeding group members information that 
simply reinforces that initial thought (Koebler 2014). Intolerance 
of ‘outsiders’ or those who disagree or challenge the ethos of the 
group and vicious hate speech targeting them, as exemplified in 
many social media groups, is common. This creation of a space 
that reflects one’s own ideals with the exclusion of others is simi-
lar in effect to a ‘filter bubble’ (Eli Pariser 2011a), a term coined by 
the Internet and political activist Eli Pariser to explain the result 
of a personalised search used by online search engines to guess 
what information a user would like to see based on information 

3 http://mobile.reuters.com/article/idUsKCN0ss14W20151103?utm_source<hig>=</
hig>twitter (accessed on 17 May 2016).
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such as past click behaviour and search history. According to 
Pariser, a user, in effect, becomes less exposed to information 
or views that contradict their own and isolates users in their 
own ideological bubbles (Eli Pariser 2011b). Similarly, members 
of these groups are less likely to be exposed to or accept views 
contrary to their own.

They are also more likely to accept even the most implausible 
story as truth and unquestioningly subscribe to extreme views 
and calls to violence, provided it is shared by what they perceive 
as a trusted source, a like-minded social media group. Most hate 
groups utilise graphics to post their messages. This form of non-
verbal communication is more efficient and impactful in that it is 
attractive even to very young viewers and more likely to be viewed, 
‘Liked’, shared and digested by members. Prolonged exposure to 
violent imagery—photographs, drawings and videos promoting 
killing, torture, rape or injury targeting a particular community or 
individual—can desensitise impressionable youth to a point where 
violence no longer shocks or repels but becomes normal and accept-
able. Studies carried out in other countries (the USA and Canada) 
report children as young as 9 or 10 years old being exposed to online 
hate and violence (Ybarra et al. 2008). While such a study has not 
been conducted in Sri Lanka to provide conclusive data, it is safe to 
venture that in Sri Lanka too, children are exposed to hate content 
on platforms such as YouTube and Facebook.

ChALLenges in CombAting  
onLine hAte sPeeCh
Internet platform providers such as Google, Facebook and Twitter 
have developed robust guidelines around the content they will allow 
on their platforms, but these seem to work best around output 
that is in English. Hate speech existing on social media is often 
undetected by platform, domain or app owners, such as Facebook’s 
hate-speech monitoring mechanisms4 due to the expression being 
predominantly in Sinhala, often using the English alphabet (even 
the language used to annotate photos, illustrate videos or draw 

4 https://www.facebook.com/notes/facebook-safety/controversial-harmful-and-hateful-
speech-on-facebook/574430655911054 (accessed on 18 May 2016).
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memes is predominantly, if not exclusively, Sinhala). This clearly 
lies outside the existing language competencies of Facebook’s auto-
mated and human-curated monitoring frameworks. This is why 
content in English runs completely counter to Facebook’s policies 
against hate speech5 and finds freedom of expression in Sinhala, 
only subject to scrutiny and compliance when reported by consci-
entious users. More efficient monitoring and action against online 
hate speech is needed not only for Sri Lanka, but also for other 
countries facing similar challenges.

Even where hate speech content is posted in the English lan-
guage, there are difficulties in effecting guidelines or standards 
set by platforms, domains or apps in a universal context due to the 
uniqueness of cultures, whereby what is offensive in one may not 
be so in another. Content acceptable in or posted lawfully in one 
country or region can be deemed hateful and unlawful in another, 
even on the same platform or site.

The most basic definition of hate speech is understood as 
‘speech that attacks, threatens or insults a person or group on the 
basis of national origin, ethnicity, colour, religion, gender, gender 
identity, sexual orientation or disability.’ However, definitions of 
hate speech vary depending on country, region and, in some cases, 
organisation. The term is, unsurprisingly, variously defined across 
leading web companies, as evident in their guidelines and bound-
aries on hate speech, for example, Google’s YouTube,6 Facebook7 
and Twitter.8 Add to these varying definitions that the challenge of 
defining hate speech—in contradistinction to, for example, content 
that is just mildly offensive, distasteful, satirical or acerbic—is 
deeply rooted in context and expression. What could be a generally 
accepted turn of phrase used in colloquial speech, when translated 
into English and out of context, can be seen as hate speech in line 
with the guidelines noted above. Similarly, deeply offensive or 
hateful sentiments may be expressed freely, disguised by seemingly 
innocent colloquial turns of phrase, which when translated into 

5 https://www.facebook.com/communitystandards (accessed on 18 May 2016).
6 https://www.youtube.com/yt/policyandsafety/communityguidelines.html (accessed on 
18 May 2016).
7 https://www.facebook.com/help/135402139904490/ (accessed on 18 May 2016).
8 https://support.twitter.com/articles/18311 (accessed on 18 May 2016).
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English would seem equally innocent. Numerous such examples 
where inflammatory and defamatory content against a specific 
community finds expression and openly resides on Facebook have 
been documented by the authors.

This brings us to a key challenge in hate speech: It always 
requires context to understand and address, and increasingly, 
the intermediaries in both supporting and curtailing its spread 
are corporate entities, not governments. Machine-level and algo-
rithmic frameworks to identify and block hateful and harmful 
content often fail simply because they flag too many false positives 
(content erroneously flagged as hate speech) or allow so much hate 
speech to pass through (in, as noted earlier, languages other than 
English) that their core purpose is rendered irrelevant. This puts 
the burden of addressing this content on the users themselves, 
who, through reporting mechanisms baked into all the major social 
media platforms, can choose to report hate speech with relevant 
context. As these reporting mechanisms are only as effective as 
the number of people who report hate speech, they also take some 
time to kick in from the time of submission to the actual deletion 
or blocking of the original content, page, account or user. There 
is also no guarantee that the (corporate) owner of an app, service, 
platform or website agrees with the reporting of hateful content. 
While Facebook has acted swiftly in some instances to deal with 
hate speech,9 studies show significant variance in dealing with 
hate speech even within Facebook.10

Anonymity is one of the most abused privileges online. Hate 
speech producers online, in particular, are able to hide behind 
an assumed identity and engage in the most vicious hate speech 
against communities or individuals, and the victims are left help-
less. While some platform providers such as Twitter and Facebook 
have mechanisms for preventing or removing fake accounts, the Sri 
Lankan Facebook community has a considerable number of fake 
account holders. According to the Sri Lanka Police, 20 per cent of 
Sri Lanka’s Facebook accounts, out of a total of 1.2 million (in 2012), 

9 http://www.cnet.com/news/facebook-vows-to-help-germany-combat-racist-xenophobic-
content/#ftag<hig>=</hig>CAd590a51e (accessed on 17 september 2015).
10 http://ohpi.org.au/if-you-cant-recognize-hate-speech-the-sunlight-cant-penetrate/ 
(accessed on 18 May 2016).



153Hate speech and social Media in sri Lanka

were fake.11 Sri Lankan authorities recently stepped up measures 
to deal with increasing numbers of cybercrimes. The Computer 
Crimes Division reveals that 2,000 complaints involving Facebook 
and Twitter were reported in the first seven months of 2015.12 Most 
of these incidents were related to Facebook, and primarily involved 
the use of fake profiles.

Another challenge to addressing hate speech is that it is 
technically impossible—given the volume, variety and velocity of 
content production on the Internet today—to robustly assess and 
curtail, in as close to real-time as possible, inflammatory, danger-
ous or hateful content just in English, let alone other languages 
like Sinhala or Tamil. Once the content is produced and posted 
on a single platform, it generates responses and often replicates 
and mutates into other content, which is again posted on dozens 
of other websites and platforms. This makes it impossible to 
completely erase a record of its existence, even if the original is 
taken down, deleted or redacted. This makes it extremely hard to 
address the harm arising from hate speech since there is so much 
of it around in digital form across so many media platforms.

the imPACt of PoLitiCAL ChAnge
As discussed above, the growth of hate speech online in Sri Lanka 
poses a range of challenges to government and governance around 
social, ethnic, cultural and religious co-existence and diversity 
and, ultimately, to the very core of debates around how we see 
and organise ourselves post-war. There is simply no panacea, no 
easy fix or solution in the short term that will effectively curtail 
the emergence of hate speech online in the future. Indeed, a 
government that protects instigators of hate is not one that can 
drive progressive policies to address a growing trend of this same 
hate expressed online. Politicians who are digitally illiterate are 
equally ill-placed to bring about legislation that addresses hate 
speech, even though it may appear to be expedient to do so in light 
of increasing violence.

11 www.facebook.com/sLtelecom/posts/366614890015926 (accessed on 18 May 2016).
12 http://www.dailynews.lk/?q<hig>=</hig>2015/11/05/features/new-laws-curb-cyber-
crimes-0 (accessed on 18 May 2016).
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In 2015, the newly elected Sri Lankan Sirisena–Wickremesinghe 
government adopted hasty measures to combat hate speech. For the 
first time, the prime minister spoke strongly against attempts by 
local print media to fan communal hatred,13 which in itself can be 
seen as a positive move, as the government was seen to take a tough 
stance against hate speech mongering. While there have not been 
significant strides by this government in combating online hate 
speech—with the exception of strengthening the Cyber Crime Unit 
of the Central Investigations Department—the creation of a political 
and social context which affords less space for impunity is far more 
likely to significantly reduce the traction of ultra-nationalist groups’ 
fringe lunacy-driven hate rhetoric in both real space and cyberspace. 

Certain utterances achieve terrifying power, in the right con-
text. In a climate of ethnic animosity, statements of ethnic 
pride are indistinguishable from insults against one’s oppo-
nents. And the converse is also true: Even the most hateful 
or inciteful speech remains benign, if it has no audience or if 
its audience is firmly and explicitly determined to keep the 
peace (Hirsch, quoted in USHMM, n.d.)

the LAw versus freedom of exPression
Ultimately, there is no technical solution to what is a socio-political 
problem. Sri Lanka’s culture of impunity and the breakdown in the 
rule of law that prevailed during the 2010–2015 period are what 
afford the space for radical groups such as the Bodu Bala Sena, 
Sinhala Ravaya and Ravana Balakaya to engage in verbal and physi-
cal campaigns of racial and religious intolerance targeting minorities. 
The hate that was produced on social media mirrored and amplified 
the unchecked hate that was visible in real life, which seemed to have 
the tacit approval of authorities. The Sri Lankan legal system affords 
a range of legal remedies and frameworks to hold perpetrators of hate 
speech accountable for their violence, whether verbal or physical. 
The issue is not the non-existence of relevant legal frameworks, but 
their non-application or selective application.

13 https://archive2.srilankamirror.com/news/item/2340-ranil-gets-tough-with-the-media 
(accessed on 18 May 2016).
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The debate as to whether Sri Lanka needs hate speech laws 
gathered momentum in 2015, resulting in a hasty decision by the 
government of Sri Lanka to criminalise hate speech by amending 
the penal code. However, the proposed amendments14 were shelved 
in December 2015,15 bowing to pressure from legal and human 
rights activists that the proposed legislation posed a real danger 
of being misinterpreted and misused as a tool of harassment and 
repression. It is a very thin line that divides political speech from 
hate speech. The introduction of new legal measures needs care-
ful consideration. Further, as indicated above, the existing legal 
framework, if applied without bias, is sufficient in dealing with hate 
speech. For example, in late April 2016, a man who posted a video 
on Facebook allegedly calling on the security forces and the police 
to execute the president and the prime minister was arrested and 
remanded (Thaudeen 2016).

The then United Nations special rapporteur for the promo-
tion and protection of the right to freedom of opinion and expres-
sion, Frank La Rue, in his report to the United Nations General 
Assembly Human Rights Council (2011), stated that ‘while states 
are the duty-bearers for human rights, private actors and business 
enterprises also have a responsibility to respect human rights’. In 
this regard, the special rapporteur highlights the framework of 
‘protect, respect and remedy’.

The framework rests on three pillars: (a) the duty of the State 
to protect against human rights abuses by third parties, 
including business enterprises, through appropriate policies, 
regulation and adjudication; (b) the corporate responsibility to 
respect human rights, which means that business enterprises 
should act with due diligence to avoid infringing the rights 
of others and to address adverse impacts with which they 
are involved; and (c) the need for greater access by victims to 
effective remedy, both judicial and non-judicial. 

14 the amendment sought to introduce section 291C to the Penal Code, No. 11 of 1887. 
the proposed section 291C was nearly identical to section 2(1)(h) of the controversial 
Prevention of terrorism (temporary Provisions) Act, No. 48 of 1979 (PtA). 
15 https://asianmirror.lk/index.php?option=com_k2&view=item&id=13499:government-
backtracks-on-amendment-to-penal-code&itemid=114 (accessed on 18 May 2016).
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To counter hate speech and protect the vulnerable, the multidi-
mensional and complex nature of hate speech requires collaboration 
among government, platform providers and the empowerment of 
users. Countermeasures, education and empowerment of users by 
the state and civil society, as well as more diligent monitoring by 
platform providers, are some of the useful measures that can be 
adopted in combating online hate speech.

Although there is no easy, single or prescribed solution, pro-
gressive thinking, proactive content production, strategic interven-
tions and careful monitoring can identify and neutralise the wider 
harm online hate speech can cause if allowed to grow unchecked. 
A sound legal framework applied by independent law enforcement 
and the judiciary can deal with perpetrators who promote, produce 
and disseminate hate speech. A system where legal and non-legal 
measures work together balance the right to freedom of expression 
and eradicate the scourge of online hate speech.

If the trend of hate speech online is to be truly stemmed, 
media literacy programmes aimed at students, teachers, parents, 
lecturers, government officials, civil society, media consumers and 
citizens, in Sinhala and Tamil, in mobile-friendly, freely accessible 
and engaging ways are required over the long-term. Civil society 
must engage in producing and promoting counter-messaging to 
strategically counter hate speech on social media. This will also 
require civic media initiatives and citizen journalists to tie up with 
principled professional journalists working in the mainstream 
media to fact-check, debunk, engage and dispel rumours on social 
media in close to real-time—vital skills that are aided by constantly 
improving digital media literacy.

reCommendAtions
Some recommendations, for Sri Lanka and beyond, around counter-
ing violent extremism and hate speech online are as follows:

1. Counter-messaging to stymie spread of hate: Counter-
messaging is the production of content around common vulner-
abilities and exposures (CVE) and disseminated using the same 
platforms, apps, services and sites as more harmful content. 
This can include, on a case-by-case basis, direct engagement 
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with accounts that promote violent extremism by debunking 
misinformation and disinformation campaigns and calling their 
bluff on pseudo-science and myth-making.

2. Upscaling civil society capacity: As noted by Hattotuwa in 
2013,16 ‘groups which attempt to portray a more inclusive and 
tolerant country, by critiquing the positions of the extremists, 
often come under attack, are subject to hate speech and fail to 
attract as many followers as the Facebook pages and groups with 
inflammatory content’. This in turn calls for sufficient human, 
financial and institutional resources to support more sustained 
monitoring of these hate speech trends, so as to create early warn-
ing mechanisms that alert relevant authorities and civil society 
stakeholders about heightened tensions online that could lead to, 
or exacerbate, real-world violence. Importantly, this monitoring 
should cover vernacular languages in addition to English content 
across key social media domains, apps, services and platforms.

3. Ensuring measures to address violent extremism online 
don’t impinge on rights: Along with more sustained, deeper 
monitoring of violent extremism online and digital media 
literacy campaigns around the critical appreciation of such 
content geared towards those between 18 and 30 in particular, 
recommendations to address hate speech online echo points 
made in the BytesForAll report on Pakistan’s hate speech in 
cyberspace,17 pegged to

A multi-pronged approach to work, a plan of action that 
has multiple stakeholders involved would be necessary to 
maintain checks and balances, particularly to ensure that 
the issue of hate speech in cyberspace is not manipulated 
and used to further political agendas, increase censor-
ship and/or target and discriminate against vulnerable 
individuals/groups.

 BytesForAll focuses on the role of the government, mainstream 
media, online companies (e.g., Facebook) and organised civil 
society advocacy and activism as means through which online 

16 https://sanjanah.wordpress.com/2013/02/01/anti-muslim-hate-online-in-post-war-sri-
lanka/ (accessed on 19 May 2016).
17 https://www.scribd.com/document/257947349/Pakistan-Hate-speech-Report-2014 
(accessed on 19 May 2016).
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hate speech can be, to the extent possible, effectively contained 
and addressed.

4. Voluntary codes of conduct: However, especially in contexts 
where there is a democratic deficit, the challenge of engaging 
with the government and informing progressive policymaking is 
even more acute, if not downright impossible. The mainstream 
media, in general, is extremely risk averse and has neither the 
imagination nor independence to counter hate speech by extrem-
ist groups, especially when it is widely perceived to be protected 
by powerful sections of the government. Furthermore, little to 
no comment moderation guidelines across mainstream media 
websites also result in trolls openly publishing comments full 
of hate, hurt and harm. In this light, comment moderation and 
content curation policies in line with what the World Editors 
Forum published in 201318 can greatly contribute to the creation 
of official mainstream media websites and social media accounts 
that actively resist and combat hate speech and engage in CVE, 
complementing editorial policies that also, on principle, disallow 
defamatory and inflammatory content from the institution’s 
articles, columns and broadcasts.

5. Public pledges against hate speech: There are also other pos-
sibilities arising from Dr Tarlach McGonagle’s work on address-
ing online hate speech in Europe.19 One of his most important 
ideas, and one that is well worth embracing, is to develop and 
effectively promote an ‘Anti-hate Speech Pledge’ for politicians 
and political parties. As noted by Dr McGonagle,

A certain minimum number of commitments (around com-
batting hate speech) would have to be entered into, in return 
for which, a party could display the logo for the Pledge on 
all of its official materials. In order to ensure seriousness of 
purpose and meaningful uptake, participating party lead-
ers would be obliged to attend annual meetings to explain 
and evaluate their parties’ actions to combat hate speech. 
A non-roll-back clause could be included in order to ensure 
that annual achievements would continuously be built on.

18 https://netino.fr/wp-content/uploads/2013/10/WAN-ifRA_online_Commenting.pdf 
(accessed on 19 May 2016).
19 https://rm.coe.int/CoeRMPublicCommonsearchservices/displaydCtMContent?docu
mentid<hig>=</hig>09000016800c170f (accessed on 19 May 2016).
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 It is clearly in the interests of all political parties to explore ways 
in which their party leadership, officer bearers and supporters 
can counter hate speech, in general, and online hate speech, in 
particular, by signing a pledge that includes public and visible 
punitive measures against anyone who goes on to produce or 
disseminate hate and harm. A political culture of zero toler-
ance for hate speech can deeply influence the production and 
appraisal of hate speech online.

6. Demographics are important: Youth (aged 18–24) stand the 
risk of radicalisation upon entering and engaging with online 
and mobile chat-based fora. To appeal to this segment, iconic 
figures from youth (singers, actors, sportspersons, YouTube 
producers, hackers, information and technology industry lead-
ers and young entrepreneurs) are more important to leverage 
in counter-speech initiatives than expressions from or iconog-
raphy based around dhamma (Buddhist scripture). It is also 
the case that, combined with geo-targeting, those who are held 
in high regard by this age group in local communities (ranging 
from monks in a community temple where this segment has 
gone for tuition or Sunday school to local business owners) 
can be leveraged, the emphasis being on the identification 
of influencers within that demographic and, furthermore, by 
geography.

7. Geo-targeting/geo-fencing: Easily done on Facebook, 
counter-speech content (ranging from pages to specific posts on 
Facebook) can be targeted to specific regions, at specific times, 
for specific communities. Wide-scatter promotions simply don’t 
work, either displaying on the screens of those who are already 
partial to the counter-speech content, or only sporadically 
appearing on the screens of those for whom it is most relevant. 
The larger the terrain of an audience, the greater the emphasis 
should be on geo-fencing counter-speech content. For example, 
during an election, constituencies that have witnessed height-
ened communal or partisan violence can be targeted well before 
the day of the election with counter-speech messaging to prevent 
the spread of rumours and other inflammatory content.

8. Language: In a multilingual country, CVE is largely ineffective 
if it isn’t conducted in the language that dangerous and hate-
speech forums use in their interactions. Hate and dangerous 
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speech on Facebook often exists only in the vernacular, and 
counter-speech initiatives in English alone have no relevance 
or traction. Iconic counter-speech examples like Panzagar in 
Myanmar can be very effective since they transcend the barriers 
of language. Short-form video can also be a powerful vector for 
counter-speech to reach target audiences without necessarily 
being anchored to a single language.

9. Translation: Good translations of CVE content that communi-
cate ideas and meaning are hard to come by, and good transla-
tors are generally overworked. Idioms, nuances, aphorisms and 
adages in languages differ, and native speakers of the language 
counter-speech content was originally produced in or for and 
conversant in the language into which it will be translated are 
hard to come by.

10. Time: CVE is a long-term process, and timing is important as 
far as what is expected as a result. Counter-speech to address 
and reduce electoral violence requires a different timeline than 
content that seeks to address deep-rooted communal or religious 
tension. Project-oriented counter-speech campaigns, which are 
often driven by relatively short-term funding opportunities, are 
often too short for any meaningful impact.

11. Reasons for (social media) engagement: CVE proponents 
need to do far more and better research around why, and at 
what times, hate and dangerous speech content is produced 
and received with high levels of engagement. What drives the 
production cycles? Are there links to key political or cultural 
events? Is there a connection between the utterances of key 
individuals and the production of hate speech in online forums? 
Is there a connection between the speeches of political groups, 
politicians, religious leaders or other individuals and the 
engagement of online users using dangerous speech? Does hate 
speech increase in the lead-up to an election, and if so, at what 
key points?

12. Law of diminishing returns: CVE proponents need to create 
content that doesn’t just go viral once. They should also keep 
in mind that content addressed to the same demographic will, 
unless very inventive, generate progressively less interest 
and interaction over time. The higher frequency of content 
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production sometimes risks the perception of counter-speech 
as spam, whereas infrequent production also risks ineffective 
audience engagement. Context is critical to content.

ConCLusion
This chapter is a brief survey of the more complex and, indeed, 
changing landscape of online discourse. Shaping the currents of 
these conversations over text, photography, memes, video, anima-
tion, graphics, emoticons and other means on a diverse range of 
apps, platforms and services are the older fault lines of caste, class, 
religion, economics and politics. Online, identity is both fluid and 
entrenched. With anonymity comes the courage to bear witness 
to inconvenient truths, as well as the ability to spread hate and 
incite violence. Whether used to denounce, decry and destroy, or 
to push forward the better angels of our nature, digital discourse 
will always reflect and contest the meta-narratives that govern 
our social and political engagements, notions of identity, belong-
ing and, by extension, the very fibre of our democratic institutions 
and culture.

Tellingly, civility, tolerance and respect for diversity are as 
hard to find online as they are in Sri Lanka’s mainstream party 
political framework, even post-war. It would be a tragedy if the 
country’s only remaining spaces to ideate, critically reflect and 
robustly debate, which are online, are taken over by hate-mongers 
to the extent they are allowed to do so in the real world. So many in 
Sri Lanka, in various ways, resist violence, whether verbal or physi-
cal. The challenge is to strengthen their voices and efforts in light of 
what is becoming a growing trend of hate speech production online, 
which, though by no means easy, is also not an insurmountable one.
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They [forensic trials] inaugurated a new cultural sensibility, an 
ethics and a political aesthetics whose implications and influ-
ences quickly overflowed the boundaries of their initial forums 
and made their way from the juridical field to structure the 
way we understand and represent political conflicts whether 
in media, in political debates, in literature, film or the arts.

—Keenan and Weizman (2012, 8–9)

One of the enduring contributions of left legal discourse (see 
Brown and Halley (2002) for a detailed unpacking of left legal 
discourse) has been to unravel the inherent paradox of liberal 
legalism vis-à-vis democracy and justice. The elite capture of 
democratic institutions of law and governance has ensured that 
the principle of majority consensus serves vested interest groups 
and represses minority or subaltern agency. Hence, as per the 
adage, ‘a democratic society is not necessarily a just one.’ This is 
most apparent in the phenomenon of the popular media trial,1 an 

1 Robert Hariman gives us the simplest working definition of a popular trial as a ‘judicial 
proceeding that gains the attention of a general audience, usually through sustained 
coverage by the mass media’ (2). in his analysis of popular trials as a ‘genre of public 
discourse’ (1) and an instance of ‘persuasive advocacy (3)’, Hariman reads them as 
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inevitable, if contested, site of modern capitalist and televisual 
democracies where the public are ‘constituted by technologies of 
mass media’ (Simons 2005, 45). Although melodrama and specu-
lation are the stuff that a media trial is made of, it is by invok-
ing documentary indexicality that its evidentiary truth claim is 
legitimised. The superior ethical value of the documentary has 
traditionally rested on its indexical relationship to the real and, 
therefore, its ability to bear evidence. Even if these claims have 
been disputed before, they are now being rapidly discredited by the 
increasing ease with which digital ‘truth’ can be manufactured. 
With the advent of the digital, the focus has also shifted from visible 
evidence to invisible traces that can be made knowable by the foren-
sic gaze. Evidence itself is, however, always already unravelling 
as it is co-opted in discourses that suit varied and vested interest 
groups. Thus, evidence—no matter whether true or false, scant or 
copious, forensic or circumstantial—is merely a premise, though 
one that can be invoked in spectacular media trials, on which hinge 
the course of police investigations, public opinion and the legal fate 
of the innocent or guilty, as the case may be. What bearing does 
the discursive instability and mutability of forensic ‘documentary’ 
evidence have on truth and justice in a democracy? 

I will focus here on Meghna Gulzar’s 2015 forensic crime drama 
Talvar—a ‘docu-fiction’, inspired by a true crime, that reconstructs 
the evidence of the 2008 Noida double murder case where the two 
accused, Nupur and Rajesh Talwar, allegedly murdered their only 
daughter, Aarushi Talwar, and their domestic help, Hemraj Banjade. 
The court trial began in 2013. At the time of writing the chapter, 
the battle to free the Talwars was still on (see Free the Talwars 
[@justice4arushi]). The Talwars were acquitted in 2017 and have 
remained free since. One of India’s most-watched media trials, it 
follows the classic television rating points (TRPs)-generating trope 
of the ‘scandalous lives of the sinful rich’ (as follows); the film stages 
the encounter between the lurid and forensic imaginaries that char-
acterised the public-ness of the Aarushi trial. Errol Morris’ Thin 
Blue Line (1988) is the iconic instance where a work of docu-fiction 

‘non-traditional rhetorical text’ (10) one that combines the ‘technical protocols of the law 
with loose conventions of the mass media’ (10). (see Hariman 1990, 1–16).
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literally brings back from the gallows the accused, Randall Adams, 
wrongly convicted of a death sentence for murdering a Dallas police 
officer. Morris’ film swayed public opinion and the court overturned 
its decision within a year of the film’s release. Gulzar had a much 
more modest ambition for her effort. She said: ‘If the film can start 
a debate to have a relook at the case, I think it would have served 
its purpose.’2 Although strongly convinced of the Talwars’ inno-
cence, Gulzar followed what she calls a ‘Rashomon-style’3 approach 
of showing three contrasting accounts of the parents’ guilt and 
innocence from the perspectives of the Uttar Pradesh (UP) police 
and the two different Central Bureau of Investigation teams that 
worked on the case. I look at how the same events are presented 
and interpreted in the three accounts to examine the production and 
circulation of evidence within the film and beyond it in the public 
domain of the media trial. At the outset, I would like to clarify that 
I have no prejudicial interest in the case or in the detailed facts 
that can be found elsewhere. What I pursue here are the ways in 
which the film represents the ‘facts’.

triAL by mediA
Media coverage of trials is critical to democracies in that it ‘demysti-
fies’ the courts, otherwise shrouded in a dark cloak of erudite jargon 
and ‘detached expertise’, and hands over the reins of the process to 
the spectatorial public (Anderson 1995, 7–8). Not only have media 
cameras outside the courtroom become ubiquitous, the live or subse-
quent broadcasts of these recordings are often the most relied upon 
fact-source for interested followers of the case. Further, the media 
has itself become the primary and sometimes sole source of informa-
tion about courts and courtroom procedures. Another unintended 
fallout has been an excessive interest in courtroom trials that has 
spawned a whole new era of hugely successful legal entertainment 
news and network programmes including tabloid television and 
forensic television, such as the Columbia Broadcasting System’s 
all-time hit show Crime Scene Investigation (CSI).

2 Meghna Gulzar in an interview to Indo-Asian News Service, 17 september 2015.
3 the ‘Rashomon’-style approach made famous by Akira Kurosawa’s eponymous film is 
itself a replication of the structure of the trial, albeit without judgment.
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The problem, it seems, lies not so much with the courts but 
with the media, which has shown itself to be a rather fickle and 
temperamental, if not melodramatic, partner in a democracy. Not 
only are media representations of courtrooms and trials inadequate, 
but they are also often inaccurate and partisan. Media trials remain 
faithful not so much to the ideals of democratic justice but to those 
of network programming that include, among other things, high 
TRP ratings. Media trials focus more on the psychopathology of the 
accused rather than the structural or economic issues that might 
have created the circumstances for the crime, and break down all 
cases into three principal, easy-to-chew narrative tropes: the ‘abuse 
of power’, ‘the sinful rich’ and the ‘evil stranger’ (Surette 2011, 
112), converting the sober courtroom trial into a ‘media carnival’ 
(Phillipson 2008, 15).

In their turn, courts are themselves affected by media trials, 
influencing not just the way the trial is conducted inside but how 
people in the courtroom—the accused, witnesses or defendants—
behave. If the media has become the chief source of broadcasting 
courtroom news, via legal infotainment and popular legal soap 
operas, then courts in their turn have tapped into popular culture, 
affecting how legal stories are constructed in our times.

However, the notion of fairness in a trial is itself of recent 
vintage. In the past too, trials were always spectacular and perfor-
mative rather than conclusive, and as Hariman (1990, 15) reminds 
us, the trial, from the time of Socrates, was never pristine or 
autonomous, ‘uncontaminated by the intrusions of the public’; ‘mass 
media is only a latter day development of an ancient imperative 
towards using common judgment as a means of social cohesion.’ 
As law and the media have become irreversibly entangled and 
inter-constitutive, today the ‘pernicious effects’ of media trials are 
accepted as collateral damage and ethical issues that emerge at 
the interstices of law and the media are a topic of much debate, as 
both the media and the courts are under much public scrutiny and 
disapprobation (Phillipson 2008, 15).

In recent decades, India has witnessed a spate of media 
trials spawned by the new televisual democracy—the cases of 
Priyadarshini Mattoo, Jessical Lall and Nitish Katara, the Bijal 
Joshi rape case, the Sheena Bora case and the Jisha rape-murder 
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case, to name a few. However, it is the Aarushi trial that has gone 
down in history as the most watched media trial in the country. 
Television channels reported a record high TRP rating of 9 points, 
only next to the Indian Premier League cricket matches on the day 
that Rajesh Talwar was arrested for the murder of his only child 
(Sridhar 2010).

The Aarushi–Hemraj double murder trial brought into sharp 
focus the failings of a prejudicial media trial, as the media and 
audiences following the trials of the prime accused, Nupur and 
Rajesh Talwar, parents of one victim and employers of another, 
declared the couple guilty before the courts did. The soap opera-
like trials thrived on sex, scandal and the trope of the ‘sinful rich’ 
(suggested above). What made this case particularly appealing 
was the dentist couple living in a reasonably affluent neighbour-
hood colony (Jalvayu Vihar) in Noida were part of a professional, 
upwardly mobile middle-class stratum of society that many of the 
television audiences for the trial also belonged to or at least aspired 
to. The lurid and sexual angles suggested by the media included 
the possibility of 13-year-old Aarushi being discovered in a sexually 
compromising position with the 45-year-old domestic manservant, 
which led to the parents murdering them in what could be termed 
an ‘honour killing’. The two points—Rajesh Talwar’s alleged extra-
marital affair with a co-dentist and the possibility that the Talwar 
couple indulged in what was termed ‘a deviant urban ritual of 
wife swapping’ were invoked to condemn them as ‘characterless’ 
urban affluents.4 Aarushi Talwar’s own ‘precocious promiscuity’ 
was inferred from her social media sites, which proved that she 
had interactions with multiple boyfriends. Indeed, all norms of a 
free and fair trial were lost in the din of indignant noises created 
by a hypocritical middle-class public, apparently shocked that one 
of their own could have committed the scandalous crime of filicide. 
The mob bayed for the blood of the Talwars, declaring them guilty 
even if the evidence was far from being ‘beyond reasonable doubt’, 
that ultimate covenant of justice that has to be adhered to in 
any due process of law. In response to a public interest litigation 
filed by Surat Singh, a bench comprising Justice Altamas Kabir 

4 i have used double quotes here to emphasise that they do not reflect my own opinions 
but the prejudices of the media reportage on the case.



172 VeeNA HARiHARAN

and Markandey Katju stepped in to denounce the ‘sensationalist’ 
reports on the case, ‘devoid of sensitivity, taste and decorum’, and 
cautioned the media against ‘publishing any news regarding the 
case which may prejudice the case or damage reputations’.5 This 
was interpreted by the media as a Supreme Court ‘gag order’: This 
was interpreted by the media as a Supreme Court ‘gag order’ that 
could have far-reaching consequences on the nature of Indian jour-
nalism. This, nudged into stasis, the dance between the court and 
media, and the delicate balancing act between the right to freedom 
of speech and right to a free and fair trial.

Gulzar’s film was released on the heels of two other represen-
tations of the Aarushi case in the same year: Manish Gupta’s film 
Rahasya and investigative journalist Avirook Sen’s non-fiction 
book Aarushi (2015). Matters related to the trial were sub judice 
then, and the Talwars’ appeal at the time was pending in the 
Allahabad court. The films and the book, however, aggregated 
public opinion on the case and forced a revisitation of the media 
trial. This time there was a more sombre, even self-reflexive mode, 
as the media watched the victims of its hasty verdict reappear in 
public memory. While Sen’s book and Gulzar’s film were favour-
ably inclined towards the accused couple, Gupta’s fictional Agatha 
Christie like-mystery film Rahasya, released in January 2015, 
was not and presented ‘distorted facts’ according to the Talwars, 
who feared a backlash from the prejudicial publicity that the film 
might generate.

the forensiC turn
The Aarushi trial is marked by its investment in the forensics of the 
crime scene, reflecting the larger paradigm shift in both real-world 
crime scene analysis and the presentation of this evidence in courts 
of law and their media representations that in turn influence the 
former. The forensic turn of the 1980s that Thomas Keenan and 
Eyal Weizman first noted in connection with the identification of 
Mengele’s skull and the trial of Josef Mengele (wanted and at large 
for Nazi war crimes) hoped to substitute the fragility and fallibility 

5 Reported in all media, this one is from The Indian Express, express News service, 
Monday, 9 August, 2010.
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of human witness accounts based on memory with indexical and 
truthful accounts based on stable facts or objects (see Keenan 
and Weizman 2012, for a detailed book-length study of this first 
forensic trial).

However, as Keenan and Weizman (2012, 23) hasten to caution, 
the thing is hardly a stable discourse, objects are not really objec-
tive, and subjective probability continues to ‘haunt the object’ even 
when certain cases are said to be proven ‘beyond reasonable doubt’. 
The story of the crime itself is often constructed in the zone beyond 
the evidence of things present to the forensic eye, in the zone of 
the subjective and speculative. Presented in the courtroom through 
rhetoric, represented in art, literature or film via aesthetics it is 
not so much about truth, but about `truth construction’ (Keenan 
and Weizman 2012, 67).6

Tracing the etymology of contemporary forensics to the Latin 
forensis, Keenan and Weizman (2012, 28) note that ‘the word’s 
root refers to the “forum” and thus to the practice and skill of 
making an argument before a professional, political or legal gath-
ering’. Forensic evidence cannot be merely laid out as facts but 
has to be presented in the courtroom using the science and art of 
persuasion, also known as rhetoric. They refer, in this context, 
to a figure of rhetoric called ‘prosopopeia’, the figure in which a 
speaker ‘artificially endows inanimate objects with a voice’. This 
is the voice of the counsel who speaks for things that can point to 
the identity of the real culprit.

Furthermore, the act of representation, whether in film, art or 
literature, involves the subjective and performative. This forensic 
aesthetic or performative forensics/‘forensis’ needs some elaboration 
here. Keenan and Weizman (2012, 24) define, following Jacques 
Ranciere, aesthetics ‘as the judgment of senses’; that which ‘rear-
ranges the field of options’ and ‘cuts through probability’s economy 
of calculations’. ‘Forensic aesthetics can make things appear in the 
world’ and, to this end, a whole arsenal of ‘scientific, rhetorical, 
theatrical and visual mechanisms’ (Keenan and Weizman 2012, 
67) is mobilised.

6 Jean and John Comaroff (2004, 513–545), draw our attention to the ways in which the 
occult played out in the postcolonial courts both literally and metaphorically and convinc-
ingly argue, that the truth is occulted in the postcolony.
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Lindsay Steenberg (2013, 1) uses the term ‘forensic turn’ to 
describe the ways in which a ‘mediated version of forensic science 
has embedded itself in the foundational views about truth, crimi-
nality, professionalism and victimhood, and the contemporaneous 
surge in forensic entertainment’. She was primarily referring to 
the American context and the chart-topping crime show CSI: Las 
Vegas (the Columbia Broadcasting System’s CSI franchise created 
by Anthony Zuicker). According to Nielsen ratings, CSI: Miami 
(also part of the franchise) was the most watched show in the world, 
including in India, where there have also been spin-offs like the 
hugely popular CID (Zee TV) that introduced the new breed of crime 
investigator—the forensic scientist—responsible for the collection 
and analysis of forensic evidence from the crime scene and whose 
trail infallibly leads to the right culprit. So shows, like CSI, have 
inducted forensic science into the popular discourse of the law, so 
much so that the public has been ‘fooled’ into ‘thinking that forensic 
science is far more than it actually is’ (Schweitzer and Saks 2007, 
358) and that crimes can be solved seamlessly and conclusively, 
that is, forensically. They recreate state-of-the-art (and sometimes 
futuristic, bordering on sci-fi, scenarios) technologies, laboratories, 
databases and experts who provide the audience with a highly sat-
isfying QED and symbolic closure—the right criminals are booked 
and the innocent acquitted at the end of each episode.

Even if 2010 was declared the ‘Year of Forensic Science’, follow-
ing the recommendations of the Home Ministry-appointed committee 
meant to revamp forensic science in India after the 26/11 attacks, 
according to Dr T. R. Baggi (2011), forensic science remains an 
‘ornamental and cosmetic utility of the investigating agencies’ in 
India. Long groomed by Indian police culture, even though it is a 
‘microscopic fraction of the police modernization budget’ (Baggi 2011), 
forensics in India never came of age and is spoken of only at a formal 
level in high-profile media trials such as the Aarushi case and more 
recently, the 9 February Jawaharlal Nehru University sedition case.

Far from being a smooth CSI-style forensic investigation, the 
Aarushi case, as much as the film based on it, is marked by, on the 
one hand, an apparent surfeit of forensic evidence and, on the other 
hand, a counter-forensics. Although writer–photographer Allan 
Sekula (1993, 54–55, for a detailed exposition of ‘counter-forensics’ 
in the particular South American context of resistance that he is 
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investigating in his work) uses the term to describe the appro-
priation of police forensic practices by human rights activists as a 
deliberate act of political resistance and mourning (in the context of 
forensic excavations of disappeared victims in South America), here 
I use counter-forensics in the technical sense used in criminology 
for the blockage and contamination of evidence. According to the 
Forensic Architecture Lexicon, counter-forensics refers to ‘efforts 
designed to frustrate or prevent in advance the forensic-scientific 
investigation of physical or digital objects’ and that ‘seeks actively to 
block the deposition or collection of traces and/or to erase or destroy 
them before they can be acquired as evidence’ (Frieze 2020; Keenan 
and Weizman 2012; Sekula 1993).

In the film, it is seen at the very outset that even the source-
zero-hour evidence seems to have not been collected, much less 
examined. The negligent UP (Noida) Police, for one, had not cor-
doned off the scene of crime with the familiar black-and-yellow tape 
or declared it off-limits, and when the forensic team first arrived 
on the scene, they found, to their dismay, all manners of people, 
including media, police, neighbours and relatives, trespassing and 
contaminating the crime scene. Production design, by Subrata 
Chakraborty and Amit Ray, faithfully recreates the mise-en-scène 
of the zero-hour crime scene at the house of the Tandons (based on 
the original Talwar couple residence at L-32, Jalvayu Vihar, Noida). 
Preserving closely the original sequence of events as reported in the 
trial, the film follows the primary object-witnesses: the speculated 
murder weapons (dental scalpel, golf club and the khukri or Nepali 
knife), the bottle of Ballantine’s whiskey found on the table at the 
zero hour and the blood-soaked bed covers. The forensic apparatus 
is made visible in the film via representations of labs, experts and 
technicians at work, while forensic procedures including narco-
analysis (truth serum/sodium pentathlon tests), post-mortem, 
polygraph and brain-mapping are shown in pedagogic detail.

The first mention of the word forensics in the film is when 
the crime scene photographer accidentally discovers, through his 
camera lens, a la Blow up,7 a bloody palm print on the wall near the 
terrace, where the badly decomposed body of the domestic helper 

7 in Michaelangelo Antonioni’s classic film Blowup (1966), a fashion photographer stum-
bles upon a murder that he discovers only in the studio while developing a photograph 
of two lovers he had previously taken in the park.
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has just been discovered. When he draws attention to this, the UP 
police officer on duty announces triumphantly: ‘case solved’, ‘call 
forensics’. The same evening, we see the bloody print being washed 
out in a downpour while lilting music (set to Rekha Bharadwaj’s 
memorable voice singing ‘Lagta Hai Woh Zinda Hai’—it seems she’s 
alive) plays in the background—a metaphor for the film’s and the 
investigation’s counter-forensics.

Later, we also learn, in the course of the first Central Department 
of Investigation (CDI) investigations, that this call had never really 
gone through. The deputy who was instructed to make the call had in 
turn passed it on to his deputy, who made up an absurd story about 
why the call didn’t go through. This prompts CDI/Central Bureau 
of Investigation Officer, Ashwin Kumar/Arun Kumar, to deliver the 
most famous one-liner of the film (replete with one-liners): ‘When 
working on a murder case, the next time you find a bloody hand stain 
on the crime scene, try to preserve it,’ delivering a meta-comment 
on the compromised state of forensic investigation in the country.

The protocol regarding calling in forensics and sniffer dogs was 
not followed in this case, even in the presence of a badly decayed body 
and more than one blood trail. In the film, the first UP police team 
are seen to handle everything on the crime scene brashly and ineptly, 
using bare hands to put away crucial objects of evidence, ignoring 
the golden Locardian rule of forensics that ‘every contact leaves a 
trace’. In sharp contrast, when the CDI team under investigator 
Ashwin Kumar visits the site, they are thoroughly professional and 
look straight out of a CSI show, complete with gloves and hairnets. 
They pick up every single remaining shred of evidence at the scene of 
the crime, including hair with a pair of tweezers and seal everything 
carefully in airtight plastic bags. This scene in the film is composed 
of forensic and extreme close-ups of the witness-objects.

In the final round table sequence, forensic science is posited 
as the ultimate frontier that could have led to the true criminal, if 
only the evidence at the scene of crime had been preserved, if only 
the crime scene samples had been collected following due forensic 
protocol. Forensics, the science itself, is never questioned as the 
pathway to the truth; only the counter-forensics—the inept police, 
partisan experts and corrupt administrative bureaucracy within 
which the practice is embedded in our country—is.
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The forensic lab, though state-of-the-art, seems to be peopled 
with partisan experts who favour one team or the other. We see the 
doctor (based on the real-life counterpart, at the Central Forensic 
Science Laboratory, Ahmedabad) prod the suspect a little over the 
safe threshold during the truth serum test. He is willing to violate 
protocol by allowing the CDI officers to listen in on the sessions 
and even allow them to prompt the questions to be posed to the 
analyst via short message service. The forensic lab administration 
is so inept as to have committed a typographical error in a clinching 
piece of evidence or so corrupt as to confess to a typographical error 
where there was none, simply to reverse the case at the behest of 
vested interests. In both ways, the failure is always pointed not at 
the system of forensic science but at the failure of a corrupt police 
and administrative bureaucracy.

The film performs both forensics as the could-have-been pathway 
to the truth and counter-forensics of evidence occulted by a corrupt 
police and bureaucratic apparatus. It does both via the fictional sup-
plement, which is indeed the advantage of staging the docu-fictional 
or docu-drama rather than a pure documentary, which would have 
demanded a greater emphasis on indexicality. While its realism and 
close fidelity to the facts of the case lend a documentary value to 
Talvar, the gaps in the original narrative are tided over by the film’s 
fictional/performative supplement. For instance, crucial evidential 
material about the location of the key to Shruti’s bedroom door (one 
of the major points of controversy in the court trial) is fictionalised 
in the film: In the film, the key is shown dangling from the keyhole 
to Shruti’s bedroom throughout, whereas in the real case, Nupur 
Talwar changed her testimony about the key only mid-course. This, 
together with the recreation of the sets and the mise-en-scène of the 
crime, the dramatised re-enactments by well-known actors and not 
the original protagonists of the real-life incident (as in Thin Blue 
Line) and the post-facto filming of the timeline it depicts, drastically 
reduces the truth claims of the narrative. This leads us to locate 
Talvar closer to the realm of the docu-fictional, documentary drama 
or docu-drama than the pure documentary per se. Although even in 
pure documentary filmmaking, the produced reality is contaminated 
by minor manipulations of the maker, in a film like Talvar, the 
degree of intermediation is much greater.
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According to Michael Renov, it is in the play between the 
cinematic sign (what we see on screen) and its referent (the truth 
from which it is derived) that the docu-fictional world is achieved 
(2012, 26). Indeed, it is through such seamless welding of the 
fictional and non-fictional that the CDI officer Ashwin Kumar’s 
version (even if based largely in the narco-analysis report8) 
is most convincing, while the other two, even if reconstructed 
in equal detail, seem unviable and wildly speculative. Not to 
forget the arsenal of cinematic techniques available to calibrate 
effect and cue the audience towards a sympathetic reading of the 
accused. The docu-fictional mode then seems appropriate for 
the representation of a case that is itself cloaked in ‘fact, fiction 
and hearsay’ (Chatterjee 2016). It also enables a staging of the 
split between forensics as a positivist method and its vernacular 
practice as counter-forensics. While the documentary mode cap-
tures the scientific drive of forensics, the fiction mode captures 
the speculative, occulted realms in which the counter-forensic is 
mired. Thus, one notes an underlying play or tension between 
truth and fiction, forensics and counter-forensics, at the level of 
the document/historical record as well as the representational 
medium of film. While the original crime scene is contaminated by 
an insensitive bureaucracy, its representation is contaminated by 
subjective probability, the interpretative mediation of the makers 
of the image. The image, paradoxically, cannot exist without the 
media, some form of media and vice-versa, since no image can exist 
without the media to make it appear in the first place. However, 
following Bill Nichols (1981, for the relationship between ideol-
ogy and image systems), who suggests the intrinsic relationship 
between image and ideology, this act is never transparent and 
always involves the intervention of the ideological subject, in other 
words, the apparatus and conditions of its own making.

8 in the original case, the results of the narco-analysis report were undercut by the 
supreme Court ruling of 2010 that declared the use of narco-analysis brainmapping and 
polygraph tests on suspects, without their consent, illegal. Krishna’s (one of the suspected 
servants) family had also complained to the National Human Rights Commission that he 
was forced to undergo the narco-analysis and that a confession was beaten out of him. 
this discredited the results of the narco tests almost entirely. in the film, the approver’s 
testimony that was about to clinch the case in favour of the talwars was rendered unus-
able by the evidence of torture captured on the cell phone video shot by Ashwin Kumar’s 
colleague (it is suggested that he did this along with fixing the typos in the forensic report, 
all for the sake of a promotion).
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In conclusion, however, it does not follow that forensic aesthetics 
is merely ‘traffic in fiction’ (Gerd and Kobrynsky 2015, 62). Image 
cultures, including cinema, television and new media, especially 
documentary cinema that is closest to the witnessing testimony 
mode, tiptoe around the representational challenge posed by trau-
matic events, what Claude Lanzmann famously called the ‘circle 
of flames’ (Gerd and Kobrynsky 2015, 62). With the forensic turn, 
this reaches a new threshold. If forensic realism aims to present the 
scene of crime as is and as democratically (or comprehensively and 
inclusively) as possible so that everything discovered at the scene 
of crime, from saliva to semen, counts as forensic evidence, which 
is assumed to be the infallible pathway to the right culprit, then 
performative forensics/forensic aesthetics is also about destroying 
that certitude and foregrounding the instability of the forensic as the 
subjective, rhetorical, speculative, interpretative and performative 
that are inherent to our reading of what things say. Gulzar’s generic 
choice of the docu-fictional mode draws our attention to the fictional 
supplement involved in all truth construction, forensic and otherwise. 
In this way, the film demonstrates that forensics is ultimately not 
an aggregation of clinical procedures but a set of performative truth 
claims. Like the truth devices in the film (such as the now-discredited 
truth serum tests), which function as mise en abyme for the bigger 
questions of truth construction that the film poses, the filmmaker, 
like the audience, cannot find an Archimedean point outside rep-
resentation but within it to construct a theatre of truth and a legal 
popular public sphere that develops around the mass witnessing of 
the media trial, allowing new questions to be raised about democracy 
and justice in India.
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In 2010, the Supreme Court of India gave a landmark judgment that 
disallowed the involuntary use of three techniques: narco-analysis 
(or use of truth serums) where a drug—sodium pentothal—is used 
to seek information; brain fingerprinting and/or Brain Electrical 
Oscillation Signature Test where an electroencephalogram is used 
to record whether a person has experiential knowledge of the crime, 
and lie detectors or polygraphs that record physiological changes in 
the body during questioning. The Supreme Court had also deter-
mined that evidence as a result of these techniques would not be 
allowed, though they did allow for a loophole to remain—‘recovery’ 
as a result of the information would be allowed as corroborative 
evidence, continuing to explain some of the pragmatic reasons 
behind their continued use. To a large extent, the Supreme Court’s 
decision seemed to affect the status and popularity of these tech-
niques, such that they could no longer be used without the consent 
of the accused. However, media reports suggest that there are 
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requests routinely made for these tests to be allowed in a range of 
cases and some cases where their use is actually being reported.1 
In fact, in September 2021, the Delhi High Court forced the Delhi 
government to expand the narco-analysis facility it set up as a 
result of the court’s displeasure at the absence of such a facility in 
Delhi (Thapiyal 2021).

In addition to the continued requests for these tests in a range 
of cases, the techniques regained attention in the course of the 
unprecedented focus on the Aarushi case, where a 14-year-old 
girl was found murdered in her house. Two films—Rahasya and 
Talvar—and a journalistic book by Avirook Sen (2015) not only 
reignited the debate on the case but, I suggest, also resurrected the 
exalted status of these truth-telling techniques.2 I discuss the ways 
in which the narco-analysis tapes became a central point of debate 
in the Aarushi case. Rather than focusing on the efficacy of these 
techniques in this case or more generally, I am primarily interested 
in two points: first, how the case illustrates the prominent role of 
these techniques and forensic psychologists in this regime of polic-
ing and interrogations, and second, the role that the media and 
popular opinion play in resurrecting the belief in science and the 
state forensic architecture.

In the first instance, the case points to the significance of these 
forensic techniques and the figure of the forensic psychologist who 
gradually took over the role of the police interrogator in these 
settings but didn’t officially appear as such. In such a context, 
the sense of injustice represented by the popular response to the 
Aarushi verdict not only has implications for the case but also con-
tributes to resurrecting a state forensic architecture that continues 
to rely on confessions as opposed to any other form of policing. 
This chapter also redefines the ways in which the citizenry/‘angry 
citizens’ engage with a legal trial by reconstituting another site of 
the trial through popular culture and media representations (Roy 
2015). A number of earlier cases pointed to the role of a media 

1 see for instance, reports of Aditya Rao, accused of planting explosives at an airport, 
undergoing narco-analysis and brain mapping at the Bangalore forensic science Lab in 
september 2020 (Vartha Bharati 2020) or in the case of a district judge killed in dhanbad 
(singh 2021).
2 Talvar (english name: Guilty) was released in september 2015 at the toronto film 
festival. Rahasya is directed by Manish Gupta and was released in January 2015.
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trial in reflecting the angry citizenry, on the one hand, and utilis-
ing popular tropes to demonise the accused, on the other hand. In 
this particular case, the angry citizenry appears to be focused not 
on demonising the accused but on a misguided turn to ‘scientific 
expertise’ as a way to recover the legitimacy of the state, despite 
how flawed that science may be.

mediA triALs in the indiAn Context
The response to the Aarushi case coincides with the larger prolif-
eration of commercial and social media since the 1990s in India 
as well as popular movements that have taken place in the last 
decade, such as India Against Corruption Movement (2011) and 
the mobilisation against the Delhi rape (2012). But in addition to 
the proliferation of media and popular movements, a particularly 
pernicious manifestation of citizen anger has been both created 
and perpetuated by media trials in certain cases. A number of 
scholars have pointed to how the media has deliberately created 
a more prejudicial system of holding trials in key cases that has 
often been said to affect the outcome of the trial or create conditions 
for the same (Haksar 2004; Liang and Kumar 2013). A particu-
larly significant example is the Parliament attack case in 2001, in 
which, among others, a university professor, S. A. R. Geelani, was 
arrested.3 Geelani was convicted alongside others in a special trial 
court under the Prevention of Terrorism Act but was subsequently 
acquitted of all charges in the high court and the Supreme Court. 
However, this case is a perfect example of how media trials may 
have a particularly significant role in this case. Geelani’s lawyer, 
Nandita Haksar (2004, 159), writes in a short essay titled ‘Tried by 
the Media: The SAR Geelani Trial’ that the court’s only evidence was 
‘a two minute sixteen second telephone [mundane] conversation he 
had with his brother while travelling in a bus from his home to the 
nearby mosque on Friday, December 14th, 2001’ and that Geelani 
knew the co-accused because they were from the same village, and 
that was adequate to convict him and keep him on death row for 

3 on 13 december 2001, five heavily armed militants attacked the indian parliament. All 
five attackers and the nine security personnel were killed in the firing. A few days later, 
four people were arrested in the case and tried, and one of them was s. A. R. Geelani, 
who was a faculty member at University of delhi.
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a year. This can be explained by the regime of extraordinary laws 
(such as the Prevention of Terrorism Act) that presumed guilt to 
some extent due to his subject position (Muslim, Kashmiri, scholar 
in Arabic), but Haksar and others point to how the media played a 
particularly egregious role right after he was arrested. Newspapers 
carried headlines such as ‘Varsity Don Guided “Fidayeen”’. The 
Hindu report states, ‘Geelani revealed that he became part of the 
conspiracy due to his ideological leanings’ (Haksar 2004, 160). 
Haksar (2004, 160) writes, ‘the usual healthy skepticism about police 
stories disappeared as patriotism took over, and patriotism excluded 
the possibility of raising some basic questions about the truth of 
the police stories supposedly based on confessions made by Geelani 
while in custody.’ Similarly, one of the prominent channels, Zee TV, 
even produced a short film that was to be shown on the anniversary 
of the attacks. That showed not only the state version but also went 
beyond to portray Geelani as the mastermind of the attacks, talk-
ing to the (dead) attackers. Despite an effort to stop the screening 
of the film, the Supreme Court allowed the film to be shown prior 
to the declaration of the verdict by the lower court (Haksar 2004).4 
Interestingly enough, the Delhi High Court that acquitted Geelani 
agreed with his lawyer’s arguments about the possibility of the 
media prejudicing the trial process, but also claimed that judges 
were capable of staying above it.

In a substantive assessment of the role of courts in assessing 
media trials, Lawrence Liang and Smarika Kumar (2013) write 
that the courts have been aware of this major issue that may affect 
the right to a fair trial, but have been at best inconsistent in their 
approach to this problem, even getting affected by the media hype 
in some instances. For instance, the two cases the authors use to 
illustrate the strong stance of the Supreme Court in defending the 
right to a fair trial defended under Article 21 (not depriving life 
and liberty except by procedure established by law) and Article 20 
(right against self-incrimination) were in the 1990s. This period 
is particularly significant since it looks at the post-liberalisation 
moment in India when the media was no longer controlled by the 

4 in the case of Muslim suspects in terror-related cases, media trials have been quite 
common (sethi 2014) though the media may easily target all those who are presumed to 
be attacking the nation state as happened in the Jawaharlal Nehru University incidents 
against students or in the Bhima Koregaon case.
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Indian state but was opened up to private and commercial interests 
and brought in the era of 24-hour news cycles. As Liang and Kumar 
(2013, 3–4) note:

The Supreme Court has been unequivocal in its recognition 
of the fact that a trial by press, electronic media or by way 
of a public agitation is the very anti-thesis of rule of law and 
can lead to miscarriage of justice and have urged that media 
coverage of ongoing trials should at no cost interfere with the 
essentials of a fair trial including the presumption of innocence 
of the accused unless found guilty at the end of the trial.5

There is an occasional acknowledgement that media trials may 
influence the judge’s decision in prejudicing the ‘presumption of 
innocence’, though in the Indian case, Liang and Kumar (2013, 7) 
note that there is actually a presumption of absolute guilt in terror 
cases related to Muslims, as happened in the parliament attack 
case. The Supreme Court has come up with a set of guidelines to deal 
with the question of balancing free speech and fair trial. The court 
suggested that once the trial starts, the media shouldn’t be engaged 
in ‘investigative journalism’ since that should be left to the courts and 
can only report fairly about both sides. Even the Law Commission 
of India (2006) has a fairly substantive report on the subject that, 
alongside the cases, creates a strong jurisprudence but may not be 
implemented in practice.

The link between the media trial, public outrage and court 
decisions seems striking in terrorism-related cases, though in 
some instances, the effects are mitigated by the higher courts, as 
happened with the acquittal of Geelani, though his co-accused, 
Afzal Guru, was executed secretly despite questions regarding the 
case. Famously, even the Supreme Court in the Parliament attack 
case determined that the ‘collective conscience of society’ needed 
to be avenged even though many questions were raised about the 
investigation process.

In other instances, popular anger and media coverage inter-
twine as well. Srirupa Roy (2015) notes that the media’s role since 

5 the authors point to two cases in particular: Anukul Chandra Pradhan v. Union of 
India, 1996(6) sCC 354, and State of Maharashtra v. Rajendra Jawanmal Gandhi, 1997 
(8) sCC 386.



186 JiNee LoKANeetA

the 1970s (not just the 1990s) has been to expose the ‘miscarriage 
of justice’, a term widely used to criticise the legal system’s failure 
to convict the son of a politician who was involved in the shooting of 
a model, Jessica Lal, in 1999 (alongside sting operations and other 
forms of investigative journalism). Indeed, a film titled No One 
Killed Jessica was based on the events of the Jessica Lal case. The 
film, released in 2011, chronicled the outrage following the acquittal 
of the accused in February 2006 until the verdict was overturned 
in the high court, convicting the accused in December of that year. 
In the Aarushi case, as we shall see, the anger is directed not at 
the inaction of the legal system for failing to provide justice to the 
victim, but rather at the failure of the legal system to be scientific 
and rational enough.

ContextuALising the AArushi CAse
On 16 May 2008, a 13-year-old school girl, Aarushi Talwar, was 
found brutally murdered in her bed, and, initially, the parents 
told the police that they suspected the domestic help, Hemraj, who 
lived in the house until his dead body was discovered on the terrace 
the next day. Eventually, the parents, Rajesh Talwar and Nupur 
Talwar, were charged with the murder and convicted by the fast-
track Central Bureau of Investigation (CBI) court.

The case became controversial for several reasons. First, the 
officers involved in the case itself went through different changes. 
For instance, the CBI officer who had taken over the case from the 
local police was later replaced by another officer who eventually 
filed a closure notice citing a lack of adequate evidence. Second, 
despite the ‘lack of evidence’, the judicial magistrate refused to 
allow the case to be closed, and eventually, the case appears to 
have been mostly decided on the basis of circumstantial evidence. 
Third, and the part that this chapter will focus on, is the undue 
attention that the case has generated in the media, the role of 
scientific truth-telling techniques in the case and its implications. 
Two films have been made about the case, and a book has been 
written, which is not necessarily unusual, but these attempts were 
meant directly to raise consciousness and, in effect, challenge the 
legitimacy of the verdict against the parents. Indeed, petitions 



187Narco Videos, forensic Psychologists and the truth-telling Apparatus

were created in support of the parents; a website (justicefora-
rushitalwar.com) and a Facebook page were also created.6 The 
film Talvar, Avirook Sen’s book and two media articles by Shoma 
Chaudhury were explicitly mentioned in a petition addressed to 
the Chief Justice of India, and Sen and Talwar’s lawyer attended 
events organised by the justice for the Talwar website. The 
Facebook page had 62,000 likes (in 2018), and the Times of India 
had its own campaign with 37,000 supporters, while the film 
actors who were a part of the film Talvar also questioned the 
verdict, thereby feeding into each other’s outrage.7

I will focus on one aspect of this media and popular response 
to the verdict, namely the narco-analysis tapes that became 
the lynchpin of evidence for those challenging the verdict. This 
response reminds us of the continued significance of these tech-
niques in policing strategies and what the figure of the forensic 
psychologist has come to represent for the criminal justice system. 
Furthermore, despite the Supreme Court’s intervention in the 
2010 Selvi case that was used to exclude the evidence of the par-
ents’ supposed innocence, the emphasis on those tapes reflects the 
continuing significance of confessions as opposed to other kinds 
of forensic evidence not induced from the body and minds of the 
accused themselves.

unPACking the AArushi CAse
Aarushi’s murder in a suburb of Delhi (Noida) happened on 15/16 
May 2008. Last seen by the driver on the night of 15 May, her 
parents discovered her dead body on the morning of 16 May, and 
the father reported that they suspected Hemraj as the absconding 
killer until Hemraj’s body was discovered on 17 May on the terrace. 

6 the petition was addressed to the Chief Justice of india and was created in october 
2015, around the same time that the film was released, and had about 28,000 signatures. 
https://www.change.org/p/honorable-the-chief-justice-of-india-fast-track-justice-for-
talwars-aarushi-s-parents (accessed on 2 May 2022).
7 see campaign pages: https://www.facebook.com/gatjustice/photos/a.2100995923931
71.50932.120005688069229/943796239023499/?type<hig>=</hig>3&theater (accessed 
on 2 May 2022); http://timesofindia.indiatimes.com/fast-track-the-talwar-trial-Join-
times-Campaign/campaignlanding/49431141.cms (accessed on 2 May 2022); http://
indianexpress.com/article/entertainment/bollywood/konkona-sen-sharma-i-was-instantly-
intrigued-by-talvar-script/ (accessed on 2 May 2022).
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In both the murders, there was a combination of blows and the 
use of a sharp object to cut the neck. The fast-track CBI court in 
Ghaziabad, Uttar Pradesh, held the parents responsible for the 
murder based on circumstantial evidence.8 The most crucial argu-
ment made by the judge in a 204-page-long judgment is that since 
Aarushi was last seen in the company of her parents, and there is no 
clear indication that any intruder came from outside, ‘it was proved 
beyond reasonable doubt that the accused are the perpetrators of 
the crime in question’ (State of UP v. Talwar, 205).9 The judge used 
the proximity of the parent’s bedroom to Aarushi’s room, sharing a 
wall, that Aarushi’s room could only be opened either from inside or 
with a key from outside that was kept with the parents who locked 
the door before going to bed the previous night, as important pieces 
of evidence. In addition, the court also cited a lack of forced entry 
and/or any clear proof of any visitor or any suspicious activity near 
the flat. The deaths were caused by a combination of blows from 
a golf club and cuts with the help of a scalpel, both of which were 
available to the father, as per the court, because he played golf and 
being dentists the parents had access to scalpels.

For the judge, the motive was that the parents may have come 
across Aarushi and Hemraj having sex and that may have led to 
the murder. Here, forensic evidence (or the lack of it) becomes 
extremely crucial. But according to the court, the parents not only 
committed the murders but also managed to destroy all forensic 
evidence by cleaning the golf sticks, throwing away the scalpel and 
washing away all signs of sexual intercourse. The actual judgment 
spends a lot of time addressing the arguments of the defence law-
yers regarding the lack of forensic evidence, motive and the absence 
of murder weapons, but the trial court unequivocally concludes that 
the parents are responsible for the murder and sentences them to 
life imprisonment.

8 this was a fast-track CBi court with an additional session judge.
9 The State of UP through the CBI v. Rajesh Talwar & Another, R.C. No.1(s)/2008/sCR-iii/
CBi/New delhi. A large part of the judgment is regarding the case law regarding key 
aspects of criminal law—what beyond reasonable doubt is—the court claims that it 
does not mean that no doubt should remain about the guilt of the accused; whether 
circumstantial evidence is adequate in murder cases—the court claimed that it may be 
sufficient in some instances, and whether motive has to be completely proved—the court 
determined that it’s not always accessible.
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two fiLms And A book
The verdict was given in November 2013, and by 2015, two 
Bollywood films were made and a book written by Avirook Sen on 
the case, along with many more articles and petitions asking for 
a retrial. The tone of all these popular initiatives was precisely to 
counter the narrative of the court; Sen spends a lot of time human-
ising the parents, introducing us to them and their relationship to 
Aarushi, to each other, and their travails, from being successful den-
tists to being undertrials and convicts in jails. In addition, the book 
points to the various delays in the trial in a Ghaziabad court. In an 
ethnographic style, Sen reminds the audience of the ways in which 
court delays due to strikes and that holidays have a real impact on 
the lives of the accused and those waiting for justice. It also points 
to the very dire lack of professionalism in the gathering of evidence, 
the failure of the police in discovering the body of Hemraj, the con-
stant ways in which the police officers involved in the case keep 
changing, the tension between the CBI and the police and, finally, 
the legal system’s bias against the parents. As a number of media 
accounts report, the investigative officer, Arun Kumar, was taken 
off the case in September 2009, and a new CBI team with A. G. L. 
Kaul as the investigative officer took over. The CBI filed a closure 
report in December 2010 citing ‘“critical and substantial gaps” in 
the evidence against the Talwars, an “absence of a clear cut motive,” 
and an “incomplete understanding of the sequence of events”’ while 
mentioning the parents as the main suspects (Chaudhury 2013). 
The parents challenged this report in court, asking for the investi-
gation to continue; however, when the judicial magistrate asked for 
the continuation of the case, the parents became the main accused.

The media and popular representations of the case reflected 
an overemphasis on scientific techniques in the form of narco-
analysis as definitive evidence of truth. I have focused on the 
debate on narco-analysis that remains central to the narrative of 
law and justice and indeed seems to have a new lease of life after 
the Supreme Court in 2010 widely (and apparently) delegitimised 
the involuntary use of the technique.

A key aspect of the revisiting of the Aarushi case relies on 
three other suspects in the double murder: the friends of Hemraj, 



190 JiNee LoKANeetA

who were also aides to the family, and the friends of the Talwars. 
They were Krishna, who was a helper in Rajesh Talwar’s clinic; Raj 
Kumar, a domestic helper in the Durrani household, friends of the 
Talwars, and Vijay Mandal, who worked in a neighbour’s house. 
In a very detailed analysis of the case, senior journalist Shoma 
Chaudhury pointed to the significance of these techniques, noting 
the guilt of these helpers that appeared to be ignored in the case.

During this time, both the Talwars and these aides were put 
through two sets each of polygraph tests, brain mapping tests, 
lie detector tests, and narcoanalysis.

Mark this: both Nupur and Rajesh Talwar showed absolutely 
no deception in their tests. They also showed no knowledge 
of the crime. The aides, on the other hand, particularly 
Krishna and Rajkumar, showed deception in their lie detector 
tests. Even more crucially, their narco tests pointed to their 
involvement in the crime. They admitted to their presence 
in the house that night, described the sequence of the crime, 
the murder weapon, and how Aarushi and Hemraj’s phones 
were disposed of. Arun Kumar, the head of the CBI team 
investigating the murder, held a press conference on 11 July 
2008, sharing cautious details of these tests with the media. 
(Chaudhury 2013)

The alternative story that was never fully explored was osten-
sibly regarding the three aides. One of the primary arguments of 
the court and the investigators has been that the parents failed 
to explain how the murders occurred if there was no evidence of 
forced entry. The part left unexplored by the prosecution is: What 
if Hemraj had actually allowed the aides to come in? The results 
of narco-analysis emerge here most clearly. At a press conference, 
Arun Kumar reportedly shared that, based on the narco interviews, 
the aides confessed to how they had been invited by Hemraj to 
come over and how the murders took place (Chaudhury 2013). As 
Avirook Sen (2015, 284) puts it dramatically, ‘The story contained 
in the scientific reports of the servants has never been told. The 
documents were buried. Until now.’ Sen presents evidence from 
the narco tests, lie detector tests and brain scans of Krishna, 
Rajkumar and Vijay Mandal to counter the state narrative. While 
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acknowledging the inconsistencies in the stories, he does write, 
‘whatever the contradictions, including those related to the admis-
sibility of the evidence, it seemed possible that the three men were 
at the scene of the crime. If they were innocent why would they 
even unconsciously place themselves there? Unless that is how it 
was’ (Sen 2015, 293).10

Here, I put forward a detailed analysis of the video of the narco-
analysis of one of the aides, Krishna, and the difficulties that arise 
from any such reliance on the narco-analysis evidence, whether 
formally or informally. Krishna, from Nepal, had completed high 
school, worked with Dr Talwar in his clinic and was subjected to 
narco-analysis in 2008. Assessing whether the videos of his narco-
analysis available in the media are complete or not makes any 
discussion on the videos tentative because either the forensic labs 
or the police leak these videos, which could be edited in numerous 
ways.11 In this case, there are two leaked videos of narco-analysis 
of Krishna about two hours long. Krishna is lying on the bed with 
a monitor above his head, and you can hear the beeping sounds 
throughout the tapes. He is being questioned mostly by one forensic 
psychologist, most likely S. Malini, who worked at the Bangalore 
forensic science lab and was also mired in controversy over her 
certificates.12 Occasionally, you can hear a male voice prompting 
Malini to ask specific questions, and he takes over the questioning 
towards the end of the second hour of the tape; it is unclear whether 
that is a police officer.

It is difficult to watch these tapes, partly because you can 
see that the person clearly has no control over their bodies and 

10 sen’s book later became the basis of an innovative podcast series Trial by Error by 
Nishita Jha (2016). the podcast also reiterates this focus on narco-analysis even as it 
accepts its inadmissibility and unethical nature. But the re-legitimising occurs indirectly. 
in episode 4, Jha plays a sound bite from Krishna and suggests that under the supreme 
Court’s decision, material evidence could be investigated. she also mentions the release 
of an edited video of Krishna after the publication of sen’s book, where she compares 
the procedure of narco-analysis to that of MRi requiring a forensic expert and doctor to 
interpret the results, giving it a more scientific basis in the process. i discuss the podcast 
in greater detail in Lokaneeta (2020), Chapter 5.
11 Narco-analysis video of Krishna, 2008 (downloaded by the author). the CBi claimed 
they never had the entire video earlier (The Indian Express 2015).
12 for a more elaborate discussion on narco-analysis, brain scanning and lie detectors, 
see Lokaneeta (2020). Chapter 4 particularly traces the emergence of a state forensic 
architecture and the role of forensic psychologists.
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sometimes over their minds. They are lying in a bed connected to 
the monitors and in a medicalised custodial situation, sometimes 
wanting to go to the bathroom but were refused since the red light 
is on. The main questions in Krishna’s case are whether the aide 
was directly involved in the murder of Aarushi and Hemraj. The 
narrative informing the questioning is that of Krishna getting upset 
over a dispute in the office because of not being able to complete a 
task and was being shouted at by Dr Talwar. The aides all gathered 
at the Talwars’ place that night, let in by Hemraj and ended up 
committing both the murders. In the first part of the video, every 
time Krishna would say that the Talwars did the murders, that he 
had no motive to kill them, that he was sleeping in his house, and 
that ‘sab kuchh kar sakta hoon, hatya nahin’ (I can do everything 
but not murder), the questioner would ignore that narrative and 
bring it back to the role of the aides.

There are many points in the video when the questioner tries 
to wake Krishna up because he is drowsy. Here, it is important 
to remember that sodium pentathlon is an anaesthetic, and the 
argument about using narco-analysis is that it is only in the twi-
light zone before a person loses consciousness that they can be 
asked certain questions because the inhibitions of the person are 
lowered and they are in a trance.13 Thus, the questioner is often 
forced to figure out a way to wake up the suspect before he loses 
consciousness. So, over the course of the two hours, she taps him 
on the face several times. Slowly, the tapping becomes sharper 
and then there is some kind of a prick or pinch that is not visible 
in the video, but he says ‘uff ’ (ouch) very loudly each time that 
happens. In an interview, one of the forensic psychologists claimed 
that narco-analysis is different from physical torture and beatings 
seen in the cases of police officers, which can even lead to custodial 
deaths. Tapping is merely to wake the suspect up, and the fact that 
there is a willingness to record the act on a video suggests their 
belief in the distinction.14

A large part of the conversation is about what happened to the 
mobile phones of Hemraj and Aarushi, whether his khukri (knife) 

13 on the history of and debates on lie detectors in the UsA, see Alder (2007) and Bunn 
(2012).
14 interview with a forensic psychologist, January 2014.
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was used to kill both, how he may have cleaned the khukri with 
tissue paper and flushed it in the toilet, and the reasons why he 
and his friends may have killed Hemraj. Most of the time, Krishna 
would say that he didn’t do it and bring the conversation back to the 
father, Rajesh Talwar, and ask whether ‘respectable people couldn’t 
murder’. This is where the blurry lines between evidence, specula-
tion and suggestiveness in this interaction become so apparent. 
Sometimes, the questioner will even say: ‘What do you think hap-
pened to the mobile?’ ‘Where do you think the khukri was cleaned?’ 
One can see Krishna speculating about what could have happened 
or how many people were present, and the questioner would pounce 
on that utterance as if he had admitted to it.

For instance, the forensic psychologist asks: Kitne log andazan 
the (how many people were there approximately)? He answers: 
two–three. Then she asks: Who was killed first? He answers: Pehle 
Hemraj, baad mein Aarushi (first Hemraj, then Aarushi). Then 
she says: Aapke alawa kaun the (besides you, who else was there)? 
Then she asks: Hemraj ka khoon kisne kiya (who killed Hemraj)? 
Tumne maara (did you kill him)? Krishna replies: Main tou bistar 
mein leta huan tha (I was lying on the bed). She continues: Khukri 
se maara (did you kill with a khukri)? He replies: Hemraj ko nahin 
mara (I did not kill Hemraj), apne ghar mein thha (I was in my 
house). But then the conversation continues to the cleaning of the 
khukri, etc., to which Krishna says: Test kara lijiye (conduct the 
test), maar ke dekh lijiye (hit me and check whether one can cut a 
neck with a khukri) and laughs.

This relationship between Krishna and the questioner is 
noteworthy. She occasionally slaps or taps him, then indulges 
him and sometimes even cajoles him: Ai Krishna, bata na, uth na 
(O Krishna, tell me, get up). She even says: Main kisi ko nahin 
bataungi (I won’t tell anyone), although the taping continues. 
And then there is a period when she keeps insisting that he killed 
Aarushi and Hemraj and he keeps denying it, and sometimes he 
keeps saying it is Talwar. Sometimes, he says something com-
pletely unconnected, like that Madhuri Dixit (a famous Bollywood 
actress) is a flop, or brings up his girlfriend, Sujata. The tapping, 
the cajoling and the constant change in tone and just the continu-
ing nature of it have prompted many commentators to criticise the 
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method as psychological torture or at least coercive as opposed to 
voluntary (Jesani 2008; Math 2011; Peoples Union for Democratic 
Rights 2008; Shaikh 2021). At other times, Krishna speaks of 
being threatened by the police to accept the charges for a lenient 
sentence. He speaks of how one should find independent evidence of 
the crimes, send the khukri (if found) for testing in the forensic lab, 
and that there is no value in a servant showing some recognition 
of how the legal system may work. He keeps saying he read this is 
what happened, and the CBI said this is how it happened, while the 
questioner suggests that he may have been coached to implicate the 
parents and brings it back to his own culpability in the murders.

There is no official ending to the tape; it just stops, and you 
are left wondering whether there is more. However, it is adequate 
to assess both how narco-analysis works and how it gets appropri-
ated in the media and public response to the CBI court verdict. 
For instance, as noted earlier, journalist Shoma Chaudhury (2013) 
quotes the aides’ confessions from the narco-analysis report. Here, 
it is possible that it’s the report that is being introduced by the 
forensic psychologists that is being discussed, not an analysis of 
the actual videos. Sen also primarily focuses on the report, not 
necessarily the video itself, as a basis for determining who did the 
murders, if not the parents. In the process, the ambiguities in the 
tapes are somewhat edited out or at the very least, not addressed 
in the Sen and Choudhury narratives, perhaps because the point 
is to challenge the state/CBI court narrative and the extended 
videos became more readily available only in October 2015. In 
contrast, if one were to actually analyse the videos as opposed to 
any report, it is difficult to imagine any coherent account emerging 
from those videos and raises doubts about whether one can really 
distinguish between what is suggested and what is actually the 
truth in a legal sense.

Talvar: rashoman or  
An Audio–visuAL Petition
While Chaudhury and Sen are reporting on the actual documents 
and the narco reports, the film Talvar re-enacts the narco-analysis 
in very explicit ways, once again placing it at the centre of the 
case. The film directed by Meghna Gulzar and written by Vishal 
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Bharadwaj, recipient of the best filmmaker award from Stardust 
Colors, mostly shows the parents’ version of the narrative (although 
one of the lawyers connected with the case disagrees with this 
characterisation).15 For instance, the director picked Konkana Sen 
Sharma (an incredibly expressive actress) to play Nupur Talwar 
or Nutan Tandon in the film (important because Nupur has been 
portrayed in the media as quite emotionless) to often show the par-
ents breaking down in this entire process of being framed.16 Some 
reviewers have noted that three versions are being portrayed in a 
Rashomon-like quality, but most agree that this is actually a story 
from the perspective of the parents (Gupta 2015; Ramnath 2015; 
Scroll Staff 2015). This is most evident in the scenes where the 
film persuasively involves the audience, almost as jury members, 
inviting them to often laugh at the absurdity of the theories put 
forward by the police. One of the most iconic moments is when, in a 
re-enactment of the police version, Konkona Sen Sharma is shown 
as quickly moving the refrigerator in front of a door to go out. She 
opens the door from the outside, runs back, puts the refrigera-
tor in place and then says to the husband: ‘Now, I have to start 
crying.’ Often the fallacies in the police version are presented by 
the Central Department of Investigation (CDI, representing CBI) 
officer himself, Ashwin Kumar, brilliantly played by Irrfan Khan, 
lending credibility. As Irrfan said, ‘I think the director has tried 
to be neutral. But Talvar won’t leave the audience confused, for 
sure. The film will guide them to form their opinion’ (Daniel 2015).

The narrative that emerges from the film is that of a middle-
class family, happily living in their home in Noida until someone 
kills their daughter. However, the incompetent police that did not 
secure the crime scene, did not connect with the forensics team, 
did not preserve the evidence and refused to check the blood stains 
going to the terrace, due to both class bias and the pressure to solve 
the case, framed the parents in this web of lies. Thus, the police 
came up with an alternate theory about the parents, who are mor-
ally suspect because of rumours of wife-swapping and affairs (told 
by the aide Kanhaiya or Krishna). The police narrative was that 

15 interview with a lawyer connected with the case, January 2016.
16 for an excellent discussion on the different aspects of how the talwar family, especially 
the mom, is represented, see the true Crime (2021) podcast.
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the parents came across Khempal (Hemraj) and Shruti (Aarushi) 
in a compromising position while the father was drinking heavily 
and ended up killing the servant and also killing Shruti because 
she had discovered her parents’ affairs and was very depressed 
about the same. The contrast between the wife saying that she 
had faith in the legal system and the totally corrupt, inefficient, 
insensitive police and the legal system comes out starkly in the film. 
For instance, there is a scene of the police questioning the husband 
while he desperately keeps demanding a lawyer, and the police just 
continue to ignore him.

In the film, three points stand out most prominently, making it 
very effective, or as Nandini Ramnath (2015) puts it: ‘… an audio-
visual petition to the authorities to reconsider the sentencing of 
the dentist couple serving life terms after being convicted.…’ One 
is the distinction between the CDI (under Ashwin Kumar) and 
the local police; two is the role of narco-analysis and other scien-
tific techniques ignored as evidence, and three is the lack of class 
status as always providing protection from the police. The stark 
distinction is between paan (betel nut leaf)-chewing or napping 
on the job juniors and the police supervisor who basically asks 
his minions to call the forensic team, which never gets called. An 
entire sequence where one officer passes the buck to his junior 
has an absurd street theatre quality to it, and Ashwin Kumar, 
who, despite incompatibility with his wife and addiction to video 
games, is a brilliant policeman famous for solving the Telgi scam 
(another case where narco-analysis was prominently used). The 
CDI immediately figured out that the parent’s version was plau-
sible and proclaimed that their lie detector tests didn’t show any 
deception. The narco-analysis of the parents (very briefly shown 
and never actually publicly released) also did not seem to give any 
specific information.

The narco-analysis of the helpers becomes the turning point 
of the film, as we actually see Kanhaiya (or Krishna) confessing 
to the crime. He is shown drugged and barely mumbling, but he 
does accept that they were listening to a particular song on the 
television that night. Then we see the scene being enacted in 
Shruti’s house. The three of them are playing cards and Kanhaiya 
is making lewd comments about Shruti, which prompted a rebuke 
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from Khempal (suggesting that it was not the first time he had 
stopped Kanhaiya). Kanhaiya also lashes out against Shruti’s 
father when the others tease him for not being able to work properly 
at the clinic. Khempal is persuaded to get a bottle of Scotch from the 
owner’s bar, and while he is doing so, the other two observe the key 
in Shruti’s door and step in. When Khempal catches them, they end 
up hitting him and Shruti in the process. Then they cut the necks 
of both the victims to make sure they were dead. But the CDI was 
limited by the shoddy investigation by the police that compromised 
their ability to get the evidence. There is a very significant scene 
in the film where the police are being brought to task physically 
by the CDI as one officer thrashes the local policeman and Ashwin 
Kumar joins in. To show the ridiculous nature of the police version, 
they also ask whether Khempal’s blood was blue so that the parents 
could actually kill both and only clean up Khempal’s blood while 
Shruti’s blood remained in the room.

Thus, the image of the CDI that is portrayed in the film is that 
of being the real sword embodied in the image of justice, and the 
retiring chief tells Ashwin Kumar that since the local police only 
represented jang (rust) on the sword, the CDI had 32 days to clean 
the rust (basically because the boss wanted to announce the solv-
ing of the case at his retirement party). During the actual narco-
analysis, since technically the investigative officer is not allowed 
to be present in the room, Kumar insists on listening in, and that’s 
when we watch Kanhaiya’s confession. The case unravels as the 
audience watches Kanhaiya finally reveal the truth under the truth 
serum, but he stops short of telling the entire story since the doctor 
and questioner claim it had already been three hours and it was 
too dangerous to continue the narco-analysis.

Here, it is important to note that the narco videos available for 
Krishna are about two hours long, and none of the pertinent infor-
mation appears in such stark ways in those particular videos. Yet 
the claims by both journalists reporting on the case and the ‘audio-
visual petition’ film are that of knowing the truth in the process, 
negating the rejection of these techniques in the legal and scientific 
community. Not only is narco-analysis shown as the linchpin of 
the case, but soon it becomes the only evidence, and because it is 
inadmissible, it represents a major roadblock to justice.
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The class dynamics are also completely inverted in the rep-
resentation of the aides and the system. The helplessness of the 
questioner alongside the CDI was observed in the scene following 
narco-analysis when the questioning had to stop because of medi-
cal concerns for the aide. Kanhaiya seems to have played a very 
insidious role throughout the case. He spreads rumours, hinting at 
the Talwars’ affairs, and threatens the CDI that the narco-based 
evidence is not admissible because he was drugged and also said 
that the CDI couldn’t touch him and that if he was hurt, then Ekta 
Samaj (militant Nepali group) wouldn’t leave them.

Yet, despite that, it seems like the case would come together, 
thanks to the pillow cover found in Kanhaiya’s room with Khempal’s 
blood. But that too turns out to be a typographical error. CDI officer 
Ashwin Kumar refuses to accept this forensic narrative and ends 
up threatening the other aide and getting a confession out of him 
but is betrayed by his own deputy, who shows the new CDI chief a 
video of the beating. The new chief asserts that the CDI culture has 
changed and rebukes and removes the brilliant officer from the case 
for using force to get a coercive confession and instead asks for the 
parents to be taken back into custody. The CDI chief tells Ashwin 
Kumar that he should not beat and torture someone into being an 
approver. Despite Kumar’s strong protest that the aide had agreed 
to subsequently confess willingly, a valiant battle against the CDI 
chief, and an attempt to beat up the junior for his betrayal, Kumar 
fails in his attempted heroism. Here, it is important to note that 
even though the CDI ultimately fails and files the closure report, 
eventually it is the police that are seen as at fault. The second 
CDI team challenges the narco-analysis a little: Kanhaiya is being 
prodded as opposed to actually confessing, but by then the audience 
has already witnessed the injustice being done to the committed 
officer, Ashwin Kumar (first CDI team), who had discovered the 
truth. The absurdity of any narrative charging the parents is visible 
in an officer’s stating that maybe the parents didn’t really confess 
because there was an antidote to the truth serum, even though 
such an antidote was not possible. Two different accounts emerged 
even within the CDI and ultimately led to the closure report being 
rejected by the magistrate and the conviction of the parents.

The inability to introduce evidence of narco-analysis comes up 
several times, including in the actual legal case, both for conviction 
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and acquittal. The fact that there is so much controversy around 
the use of such techniques is totally absent from this entire repre-
sentation. The impact of the book, articles and films is most clearly 
felt in one of the public petitions that demanded a new trial—an 
impartial and fast-track one—for the Talwars (Gautam 2016). The 
first point mentioned in the petition as one of the main things ‘dif-
ficult to digest’ is the narco tests:

1. Narco/lie detector tests: Talwars showed no deception, 
while the three servants (allegedly present in the house on 
the day of the murder) did. In the narco, the servants gave a 
chilling blow-by-blow account of the murder, their motives, 
along with mentioning khukri as the murder weapon. Agreed 
that narco is not admissible to prosecute the servants, but why 
in the world is it not admissible to exonerate Talwars? Didn’t 
we forever say that even if 100 guilty escape punishment, no 
innocent should be punished?17

Even though no such blow-by-blow account is in the narco 
videos available publicly (at least Krishna’s videos), the evidence 
is being presented as the truth in the reporting, in both the films 
and the petition. Thus, it becomes important to revisit why the 
tests remain so central to this case, despite the fact that there has 
been such a discussion precisely on the unreliability of the tests for 
legal use. I suggest that this emphasis on narco-analysis is not just 
about the Aarushi case but is also symptomatic of a state forensic 
architecture that primarily relies on confessions, whatever their 
particular methods of extracting them, and that the media and 
popular opinion resurrect this in an uncritical way.

nArCo-AnALysis/the truth serum: 
buiLding the stAte forensiC ArChiteCture
In India, since the 1990s and early 2000s, narco-analysis or truth 
serums where sodium pentothal is used to ask questions (along-
side lie detectors and brain scans), has been utilised in a range 
of cases. There appeared to be much excitement regarding this 

17 the petition doesn’t have a date mentioned but there is an update from 2016 when 
signatures of 30,000 were collected and a set of demands made. 
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particular technique, even in the Ministry of Home Affairs reports 
(2008–2014). While the technique was already mentioned in earlier 
reports, it appeared in one of the micro missions for infrastructure 
development, though not elaborated. The micro missions were a 
part of the National Police Mission alongside community policing 
and other initiatives as a priority area.18 The main thrust of the 
defence of these techniques was that they were to replace physical 
torture used in police custody (Lokaneeta 2014).19

Despite all the legal and scientific questions regarding the 
unreliability and invalidity of these particular techniques, there 
was considerable enthusiasm for these techniques. In the five labs 
where I conducted interviews in 2013–2014, forensic psychologists 
talked about the ways in which these techniques led to the induce-
ment of guilt (or sometimes innocence) in many different kinds of 
cases: theft, murder, poaching and terror.20

According to the forensic psychologists, the difference between 
the other forensic departments and forensic psychology is that 
in the former, they only deal with physical evidence, while these 
forensic psychologists meet with live suspects. While the use of 
these techniques as scientific required them to actually rely on 
machines—polygraphs, electroencephalograms or a medical drug—
to detect lies, gain remembrance or get information; in reality, their 
role was not just in the context of interpretation, as in the case of 
other scientists. Rather, it was to almost function as an extension 
of the machine that ensured the functioning of the state forensic 
architecture. They used forensic psychological assessment and 
hypnosis, and all three techniques often required pre and post 
interviews (especially in lie detection and brain scanning), which 
were precisely the spaces where the forensic psychologists became 
the interrogators. But oftentimes, they didn’t appear as such, or at 
least thought of themselves as distinct from either the police or the 

18 Brain fingerprinting was also mentioned as one more area which the CfsL, delhi, would 
focus on for future growth in the 2008–2013 reports, specifically mentioning Chennai 
and Kolkata in the last two years—the latter being developed as scientific aid units for 
the CfsL, delhi.
19 see several high court cases that agreed with this logic of replacement and upheld 
even the involuntary nature of the use of these techniques before the supreme Court 
stepped in 2010.
20 interviews were conducted in Mumbai, Gandhinagar, Bangalore, Hyderabad and delhi 
in 2013–2014 and 2016.
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other forensic scientists because of the way they considered their 
role. As a prominent forensic psychologist put it,

While torture is an external stimuli, these techniques are 
internal ones and invite an internal journey. They force you to 
review your past in a different way, not confess, but ask them 
to think about their selves and come back. It is a moment of 
catharsis in the legal system. Unlike the police custody where 
there is fear of encounter or custodial death or torture, here 
there is empathy. There are no doubts about the methods 
and system can reach truth regardless of the consequences.21

They were not the police, synonymous with torture, but those 
who merged with the truth-telling machines, claiming to be uncon-
trolled by the police (except when there is an untrained actor or 
a deeply corrupt one who is unable to be a part of the machine 
and either merges with the figure of the police or manipulates the 
machine for her own interests). So even the most controversial 
questioner, such as Malini, would appear to be cajoling and sympa-
thetic, as observed in the Krishna video in the Aarushi case, trying 
to induce the truth with the help of a drug, a role that has only been 
played by the police using physical torture until now.

The narrative of the replacement of physical third degree was, 
of course, difficult to sustain since the techniques were used in very 
few cases. Narco-analysis was considered a form of psychological 
torture by many critics. And at least in the terror-related cases, 
the use of these techniques didn’t replace physical third degree 
but actually were used alongside due to a general lack of account-
ability (Ferreira 2014; Jesani 2008; Math 2011; Peoples Union for 
Democratic Rights 2008; Shaikh 2021).

The problem with this state forensic architecture with the 
forensic psychologists is, of course, that even in the new regime, 
ostensibly based on a replacement of the physical third degree, suc-
cessful aids to interrogations in the new regime continued to rely 
on confessions. These confessions were not within the custody of 
illegal or legal detention but within forensic labs or hospitals and 
in the misnomer of ‘scientific interrogations’, carrying within them 

21 Paraphrased from interview with a forensic psychologist, 2013.
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all the problems of confession, which, as Peter Brooks (2000) has 
famously put it, maybe a true confession but not for the act that 
the legal case is concerned about. For instance, the helpers in the 
Aarushi case could have been there drinking in Hemraj’s room, but 
maybe it was another night and just having the song playing on TV 
may not be adequate evidence. Similarly, the distinction between 
what may have been reported in the media, suggested by police or 
questioners, and actual memories may be difficult to distinguish.

The inability to let go of these techniques despite a constant 
critique and the presence of other methods of forensic science, which 
were consequently ignored, suggests the continuation of the same 
logic that propped up physical torture. The techniques were consid-
ered an aid in investigation as long as they remained in the shadows, 
premised as replacing torture once made official, but failing to do 
so, the recovery of evidence remains a confirmation of the need to 
continually search for methods that are based on lie detection and 
truth telling.

The story of Aarushi’s case is thus deeply connected to the 
status of these scientific techniques and the new state actors 
associated with policing. As Ellen Barry wrote in relation to the 
Avirook Sen book: 

So why, given the failings of the justice system, doesn’t 
Aarushi serve as a satisfying correction of the record? One 
reason is that it doesn’t offer much new evidence. The alter-
nate theory advanced in the book—that the visiting servant, 
Krishna, surprised the girl in her bedroom and then killed her 
and Hemraj—rests too heavily on testimony given under the 
influence of sodium pentathol, lie detectors and ‘brain-map-
ping,’ a technology that has yet to be seriously peer-reviewed 
or widely accepted as evidence. (Barry 2015)

Conversely, as Ramnath (2015) notes about the film:

Bhardwaj does a fine job of boiling down often-confusing details 
into a cogent storyline, but perhaps the clarity stems from an 
unshakeable belief that the judicial system failed the Tandons 
and let the real killers go free. This bias ignores Ashwin’s reli-
ance on the discredited practice of narco-analysis to convict the 
possible murderers and his roughhousing of a police officer and 
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a key witness. Ashwin declares that justice can sometimes be 
achieved only by breaking the law, but his actions are presented 
as honourable and necessary rather than questionable. Narco-
analysis tests are not admissible in court with good reason, and 
Talvar is at its weakest when it suggests that drug-induced 
confessions hold more water than solid leg work.

Thus, I suggest that the media and public opinion have brought 
back the limelight on the truth apparatus as central to the state 
forensic architecture that had experienced a slight setback in 2010 
when the Supreme Court intervened, but continues to be in demand 
for landmark cases even today, requiring further legitimacy.22

mediA, Angry Citizens And  
the AArushi CAse
As noted earlier, the role of the media since the 1990s (if not before) 
in particular has been to mobilise or stoke the anger of citizens in 
certain cases, like the Jessica Lal case and the Parliament attack 
case in the 2000s. However, unlike the media trial meant to scape-
goat Geelani and others in the Parliament attack case, the verdict 
in the Jessica Lal case was subjected to a popular outrage. In the 
latter case, the urban middle class was extremely enraged with the 
verdict, which didn’t necessarily happen in other cases of injustice. 
For instance, public rallies and candlelight vigils happened at the 
crime spot, and mobile text message-based campaigns took place. As 
a BBC report at the time reports, ‘university students begin a mobile 
text messaging campaign asking their peers to forward the message 
to at least 10 more numbers. And, the media begins a sustained 
campaign to demand justice for Jessica’ (Pandey 2006; Roy 2015). 
At least one TV channel collected 200,000 messages and petitions 
directed at the President of India. Reports also point to the urban 
biases of this campaign and the fact that such campaigns usually 
occur when such incidents occur in Delhi, as in this case of a model.

In some ways, the Aarushi case also follows the same trajec-
tory of mobilising the opinion of the urban middle class, who have 

22 even before the judgment of the trial court was given, Nupur and Rajesh talwar 
appealed to the supreme Court to allow for the results of the narco-analysis and brain 
mapping of the aides to be introduced as evidence that the supreme Court ultimately 
rejected (Press trust of india 2013).
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played a major role in questioning the conviction of the quintes-
sential middle-class professional parents. However, there are two 
major differences: one is that unlike in the Jessica Lal case, where 
the accused was a powerful Congress politician’s son, the target in 
this case is the migrant workers from Nepal who are the domestic 
help, often mistreated and poorly paid. Therefore, strengthening the 
notion that the urban middle-class citizenry are especially angered 
when they feel doubly victimised by the ‘servant’s’ ability to get 
away despite their marginalised status, and instead the parents 
are convicted. This trend of middle-class anger is symptomatic of 
a broader phenomenon that Roy (2015) notes in her analysis of 
popular movements and media campaigns that she terms ‘curative 
democracy’. Instead of a marginalised identity being the basis of 
movements, the affluent and the middle class emerge as the vic-
tims and demand rights. As Roy (2015, 6) puts it, ‘… media activist 
campaigns in India today hail the socio-economically privileged 
but nevertheless ordinary, uninvolved and ultimately innocent 
individual as the archetypal citizen.’

Second, this particular aspect of the urban middle class in the 
cases could have been mediated if the campaign had been framed 
differently. Instead of challenging the entire functioning of the legal 
system, in terms of shoddy investigations, lack of forensic labs and 
incompetence of the entire criminal justice system, the campaign 
has focused primarily on the use of ‘narco-analysis’ tapes as proof of 
actual evidence, despite the fact that the scientific validity of these 
techniques is completely challenged. The fact that these techniques 
are unreliable and used in extremely coercive conditions against the 
marginalised is of little interest to the campaign. In other words, one 
could have seen this campaign in terms of the films, books, petitions 
and media articles challenging the legitimacy of the functioning 
of the legal system–indeed a ‘crisis of the Indian legal system’, as 
Upendra Baxi (1982) has noted since the 1980s. Instead, it ends up 
resurrecting the state forensic architecture of ‘scientific interroga-
tions’ and confessions that are known to be both unreliable and 
highly coercive, in this case, targeting those who are often the target 
of the system—the marginalised and migrant domestic help.

In the process, the campaign against the Aarushi verdict is 
legitimating the larger purpose of the state to resurrect the model 
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of (elite) policing through scientific interrogations by ostensibly 
trained forensic psychologists, despite their completely defamed 
status. The fact that the popular campaigns against the Aarushi case 
were geared towards a new trial also suggests that its boundaries of 
contestation are determined much more at the level of civil society 
itself (rather than political society, invoking Partha Chatterjee’s 
[2004] distinctions here), which is not surprising, but in that context, 
the status of Nepali immigrants and their relationship to the case 
and the process appears to be less focused. The fact that the helpers’ 
bodies are sought to be more publicly controlled and subjected to 
narco-analysis in both the leaked videos and the film suggests that 
targeting certain populations may be more acceptable than other 
rights-bearing citizens. It’s important to recognise, of course, that 
it’s not just the helpers who were subjected to the narco-analysis, 
but the videos don’t seem to create much sympathy despite their 
explicit coerciveness. Furthermore, one of the questions the case 
raises is whether even the rights-bearing citizens in civil society who 
challenge the legitimacy of the state institutions—in this case, the 
court, the police and the forensic lab more generally—complicate this 
distinction between civil and political society.

In the USA, the relationship between the media and criminal 
trials saw a turning point in 1994–1995 in the O. J. Simpson trial, 
partly because it was a televised trial watched by the American 
public, but also because the media and the public were presented 
with the scientific evidence in the court of public opinion (Lynch and 
Jesanoff 1998). For scholars in Science and Technology Studies, it 
also represented in the public the contingent and uncertain nature 
of scientific evidence (including DNA evidence), as opposed to its cer-
tainty, though that didn’t necessarily delegitimise the popularity of 
scientific evidence. Lawyers associated with the Aarushi case point to 
the fact that the focus on narco-analysis is just meant to question the 
verdict with whatever evidence is available. But in this instance, it 
appears to add to the re-legitimising of techniques and policing based 
on confessions and coercion instead. Hence, it is not surprising at 
all that, when in October 2017, the Allahabad High Court acquitted 
the Talwars, forensic psychologists were quick to claim in the media 
that the narco-analysis tests had shown the parents to be innocent 
and their voices had been ignored earlier (The Indian Express 2017).
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In 1985, Arnold Friedman, a talented and award-winning computer 
teacher, was arrested when a shipment of child porn magazines 
was intercepted by the police as it was being delivered to his house. 
The arrest turned the lives of Arnold, his wife and three sons into a 
nightmare. Assuming that reading child porn was ‘evidence’ of juve-
nile sexual abuse, Arnold and his teenage son, Jesse, were charged 
with multiple counts of sodomy. The meltdown of the Friedman 
family—Arnold killed himself in prison while Jesse spent 13 years 
serving his sentence—is the subject of Andrew Jarecki’s masterful 
documentary, Capturing the Friedmans (2003). Without declaring 
whether Arnold is innocent or guilty, Jarecki uncovers the paranoia, 
moral panic and hysteria that surrounded the case as inhabitants 
of Great Neck, New Jersey’s affluent suburb, launched a witch-
hunt. The police ‘produced’ evidence, unreliable testimonies and 
outlandish stories. The media declared the Friedmans guilty the 
day they were arrested. Parents, who would send their children to 
Arnold for computer lessons, mutated into a lynch mob and savagely 
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attacked Arnold and Jesse within the court premises. The judge, 
whose job it is to remain impartial, declared on camera that she 
knew Arnold was guilty the moment she saw him. The verdict was 
out even before the trial had begun. Shot almost two decades after 
Arnold Friedman was arrested, the documentary shows how moral 
panic and mob hysteria left the trial bereft of the most critical of 
juridical principles: the idea of reasonable doubt. Jarecki says the 
film is a request to audiences to open their minds to the possibility 
that the Friedmans may have been unfairly convicted. Every year, 
I show this skilfully made, densely layered and thought-provoking 
documentary to my students. The post-screening discussion is 
inevitably haunted by the spectre of the Aarushi–Hemraj murder 
case, as the parallels are unmistakable.

The media glare on the Aarushi Talwar murder case has been 
intense. But can we say that the public is any wiser because of that? 
The murder had no witnesses, yet everyone assumed they knew 
what happened. So convinced are some of the guilt of the parents 
that they see the trial as not a judicial examination of evidence 
to determine the facts but a legal formality that must necessarily 
culminate in conviction. This seems to have worked in favour of the 
prosecution, who demanded ‘speedy justice’ even though the evi-
dence they had produced so far failed to hold up to scrutiny. Take, 
for instance, their reconstruction of the crime: Rajesh Talwar saw 
Hemraj and his daughter ‘in a compromising position’ and ‘under 
grave and sudden provocation’ killed them, after which, with the 
help of his wife, he ‘dressed up the scene of the crime’. However, 
Page 29 of the CBI’s own closure report states that there is no evi-
dence of Hemraj’s blood anywhere in Aarushi’s room. So if Hemraj 
was killed in Aarushi’s room, what happened to the blood? Also, 
if he was not killed in Aarushi’s room, what would happen to the 
‘motive’ of ‘grave and sudden provocation’? The prosecution claimed 
that having killed Hemraj in Aarushi’s room, the Talwars dragged 
the bludgeoned and blood-soaked body up the staircase (which hap-
pens to be outside the apartment and not inside, as some reports 
have insisted), then came down and ‘dressed the scene of the crime’. 
This implies that they washed the trail of blood on the stairs, wiped 
their fingerprints off everything they touched, discarded their 
clothes soaked in Hemraj’s blood (which means they left the house 
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and came back), locked themselves in (since the next morning, 
the maid found the door locked from the outside) and sat waiting 
to be discovered. The prosecution explained the missing blood of 
Hemraj by alleging that the Talwars ‘dressed-up’ the scene of the 
crime. This would imply that the Talwars accomplished the impos-
sible task of mopping up Hemraj’s blood while leaving Aarushi’s 
intact! (The defence had good reason to ask whether the colour of 
Hemraj’s blood was blue for it to have been selectively cleaned!) 
If the Talwars had indeed demonstrated such expertise, skill and 
premediation as assumed by the prosecution, then they must 
surely be experienced, cold-blooded killers who, under the guise of 
dentistry, had perfected the art of killing. If such is the case, the 
motive of ‘grave and sudden provocation’ comes crashing down. If 
this ‘motive’ has to be established, Hemraj’s blood must surely be 
found in Aarushi’s room. If not, we must ask, who killed Hemraj 
on the terrace and why?

In a case that has no eyewitnesses and only circumstantial 
evidence, the prosecution’s case must be definite, clear and unam-
biguous. Every link in the chain of evidence must lead to only one 
conclusion. If we look at the evidence that the prosecution had 
produced, we have good reason to doubt whether the guilt of the 
accused has been proved beyond reasonable doubt. Why has this 
not been brought to the attention of the public? For reasons that 
elude easy answers, large sections of the media (and the public) 
had identified so completely with the filicidal narrative that a 
consideration of other possibilities was long foreclosed. This nar-
rative was first floated by Inspector General of Police (Meerut), 
Gurudarshan Singh, who had ‘solved’ the case even before inves-
tigations could begin. In a widely publicised press conference, he 
declared that Rajesh, who was as ‘characterless as his daughter’, 
had committed the murders after discovering Aarushi and Hemraj 
in ‘an objectionable but not compromising position’. Singh was 
transferred for his defamatory utterances, but his ‘story’ gathered 
momentum across the media. On 25 May 2008, Zee News telecast 
a show called Crime File, where anchor Manoj Raghuvanshi, dou-
bling as a mind reader, authoritatively claimed that Aarushi had 
sought comfort in an affair with Hemraj because her father was 
having an extramarital affair. The lurid story was accompanied 
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by graphic fictional reconstructions. As is now well known, none 
of the charges could be proven and Geelani was acquitted by the 
Delhi High Court and Supreme Court. Zee News did not express 
any regret or tender an apology.

However, in the Aarushi Talwar murder case, the electronic 
media has been uniformly guilty. They scaled new heights of 
irresponsibility by confounding speculation and facts, spreading 
canards and defamatory stories. In show after show, article after 
article, the Talwars were demonised as decadent, immoral, unfeel-
ing, unrepentant, scheming and resourceful. Therefore, when a 
deranged vigilante within the court premises assaulted Rajesh 
Talwar with a meat cleaver, inflicting serious injuries, bloggers 
applauded. Columnist Shobha De endorsed the attack with a 
cavalier ‘Tough Luck Talwar’. She had long declared1 the couple 
guilty because they did not conform to her idea of grieving parents. 
Under the relentless, unblinking gaze of the media, grieving was a 
luxury the Talwars could not afford. But a horror story lay on the 
other side because the seemingly ‘normal’ custodians of morality 
and decency had morphed into an amorphous lynch mob for whom 
‘justice for Aarushi’ was beginning to mean ‘punish the parents’.

An atmosphere of prejudice is always an excellent smokescreen 
for manoeuvre, and this seems to have worked perfectly for the 
investigating authorities. The complex history of the case, with its 
many twists and turns, added to the confusion. Two Central Bureau 
of Investigation (CBI) teams have investigated the case, and their 
findings are completely contrary. The first CBI team that took 
charge on 1 June 2008 found no evidence to charge Rajesh Talwar 
but enough to name Hemraj’s friends Krishna Thadarai, Raj Kumar 
and Vijay Mandal as the prime suspects. When, in September 2009, 
for reasons not made public, the first CBI team was replaced by a 
second team led by A. G. N. Kaul, the findings were turned upside 
down. Kaul assigned M. S. Dahiya of the Directorate of Forensic 
Sciences, Gandhinagar, to generate a new crime-scene report. 
Within two weeks, Dahiya had produced a reconstruction that 
revived the dad-killed-daughter theory. The ‘resurrection’ was not 

1 http://shobhaade.blogspot.com/2011/01/believe-it-or-not-aarushi-ki-sad-kahani.html 
(accessed on 29 April 2022).
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based on the discovery of new ‘evidence’ but on inferences made by 
Dahiya when he looked at photographs of the scene of the crime! Such 
plot turnarounds notwithstanding, the CBI could not produce any 
evidence to chargesheet the Talwars. This fact is explicitly stated 
in the closure report submitted by the CBI in December 2010.

The CBI closure report abounds in contradictions and unsub-
stantiated charges but weaves a subtextual narrative implicating 
the Talwars. What makes this report particularly intriguing is its 
refusal to even consider the possibility of outsiders being involved. 
Ignoring all evidence to the contrary—such as the disclosures made 
by the suspects and major deception revealed in lie detector tests, 
brain mapping and narco-analysis—the report absolves the prime 
suspects of the first team on the basis of what appears to be casual 
generalisations such as ‘no intruder would bother to dress the 
scene of crime’ and ‘no intruder would hide the body of the victim’. 
In response to this inconclusive report, the Talwars filed a protest 
petition requesting further investigation. The magistrate of the 
Ghaziabad court rejected the petition and charged the Talwars 
with murder and destruction of evidence. Nupur Talwar, who was 
never accused, was now named as one.

Failing to produce ‘sufficient evidence’ or a ‘clear-cut motive’ 
for murder, the closure report left a trail of damaging insinuations. 
However, when the case went to trial, the CBI was left with the 
daunting task of turning insinuation into evidence. Here, it would 
seem that friends in the press came in handy. Evidence that could 
not be recovered from the scene of crime was made to materialise 
in the pages of newspapers. On 3 March 2011, the front page of 
The Hindustan Times carried the headline: ‘CBI Says Killer Wore 
Gloves’.2 The ‘Hindustan Times Exclusive’ by Abhishek Saran 
reports that the CBI ‘suspects that the killer had used gloves to 
avoid leaving finger prints at the crime scene’ and that ‘the finding 
that the killer wore gloves can help the CBI unravel the mystery 
over the mismatch between the smudges and bloodstains on the 
whiskey bottle and fingerprints of the Talwars’, but that the ‘CBI 
has not found the gloves yet.’ Had this not involved the lives and 

2 https://www.hindustantimes.com/india/aarushi-murder-killer-wore-gloves-to-avoid-
leaving-fingerprints/story-cxfsRp4U3pjvl5eCuJMRco.html (accessed on 29 April 2022).
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reputations of real people, we could have laughed. How does some-
thing that has not been found and whose very existence is mere 
speculation be called a ‘finding’? Second, why was the role of gloves 
not even mentioned in the closure report? Third, there was no mys-
tery about the ‘mismatch’ between the bloodstains on the whiskey 
bottle and the fingerprints of the Talwars because the report of the 
Finger Print Division of the Central Forensic Science Laboratory, 
New Delhi, had categorically stated that the fingerprints on the 
whiskey bottle did not match those of Rajesh and Nupur Talwar.

The collaboration between the investigating authorities and 
sections of the press seemed to continue throughout the trial. News 
reports would mysteriously appear on the morning of the hearings, 
anticipating the day’s proceedings. On 24 April 2011, The Times of 
India carried the sensational headline, ‘Only Parents Could Have 
Killed Aarushi’,3 going by which the readers could be forgiven for 
thinking that the courts had already delivered their verdict. The 
headline was merely reiterating the long-held position of the pros-
ecution. The rest of the ‘report’ provided a preview of the contents 
of the counter-affidavit that the CBI would present in court that 
day. Reporter Dhananjay Mahapatra, perhaps confusing the role 
of the journalist with that of the judge, certified the document to be 
‘precise and damning for the couple’. On 6 October 2013, the name 
of the same journalist appeared in the byline of another ‘report’ 
that reproduced the CBI’s oft-repeated chant that the Talwars were 
indulging in ‘delaying tactics’. This arrangement is useful for all: 
The CBI gets to air its views as news while the journalist is spared 
the trouble of going all the way to Ghaziabad to figure out what’s 
happening in the courtroom.

With the support (inadvertent or otherwise) of unquestioning 
media professionals, the shape-shifting of the prosecution’s case 
continued unabated. Dr Sunil Dohre, who had conducted the post-
mortem on Aarushi’s body and had certified on the form ‘nothing 
abnormal detected’, produced, during the course of the trial, brand 
new testimony. He suddenly remembered that her vaginal orifice 
was ‘unduly large’ and that her ‘ruptured’ hymen had an ‘old tear’. 

3 https://timesofindia.indiatimes.com/india/only-parents-could-have-killed-aarushi/
articleshow/8068770.cms (accessed on 29 April 2022).
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Neither the courts nor the media asked Dohre why these observa-
tions had not been written in his post-mortem report or why they 
were not recorded in his official statement annexed to the closure 
report. Just as Dohre’s chameleonic testimony went unreported, so 
did the bizarre observations of Dr Naresh Raj, who conducted the 
autopsy on Hemraj’s body. During the trial, Raj testified that the 
‘swollen penis’ on the cadaver was proof that Hemraj was either 
having sex or preparing for it. Medical science explains that a body 
exposed to extreme heat would putrefy and swell up. The doctor 
stuck to his ‘preparing-to-have-sex’ theory by claiming that his 
conclusion was based not on ‘scientific authority’ but on his own 
experience as a married man!

Just as the ‘motive’ of ‘grave and sudden provocation’ appears 
to be tottering on shaky ground, so does the theory of the ‘murder 
weapon’. Aarushi had suffered a hard blow on the head before her 
throat had been slit. The Uttar Pradesh Police had suggested the 
possibility of a hammer and knife. During the investigation of the 
first CBI team, a bloodstained khukri (a sharp knife with a blunt 
handle) and a purple pillowcase were recovered from the room 
of prime suspect Krishna, who worked as a compounder for the 
Talwars. For reasons best known to the investigators, the khukri 
was not sent for superior deoxyribonucleic acid (DNA) testing 
while the purple pillowcase was. When the second CBI team took 
over, the weapons of offence mutated into a golf club (Rajesh was 
an occasional golfer) and a scalpel (Rajesh was a dentist). One 
golf club, the CBI claimed, looked suspiciously like the culprit as 
it was shinier than the rest, having presumably been subject to a 
vigorous clean-up! Dr Sudhir Gupta of AIIMs had been quick to 
shoot down the scalpel theory by observing that an instrument 
designed to cut the skin layer by layer could not have caused the 
deep wound on Aarushi’s neck. The scalpel did not merit any 
‘recovering’, given perhaps its ubiquity in the life of a dentist. The 
new murder weapons had been ‘found’ by Dr Dahiya, perhaps for 
the first time in the history of criminal investigation, by staring 
at photographs.

While fabrications circulated freely, certain facts never made 
it to the headlines. Particularly scandalous has been the suppres-
sion of information about the most crucial piece of evidence in the 
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case: The purple pillow cover recovered from Krishna’s room, which, 
according to the report of the Centre for DNA Fingerprinting and 
Diagnostics (CDFD) in Hyderabad, was found to contain the blood 
and DNA of Hemraj. The pillowcase and the khukri were seized 
from Krishna’s room on 14 June 2008 and sent to the Central 
Forensic Science Laboratory, New Delhi. The pillowcase was then 
sent to CDFD for advanced DNA testing. That Hemraj’s DNA was 
found on Krishna’s pillowcase was never mentioned in the closure 
report. But when the relevant documents were handed to the 
Talwars, they made this explosive finding a part of their legal chal-
lenge. When asked why the CBI had not taken cognisance of this, 
Kaul dismissed the finding as a ‘typographical error’. The experts 
of CDFD, he claimed, had confused Hemraj’s pillow with Krishna’s! 
This explanation seems disingenuous as the ‘purple pillow case’ is 
identified by both name and exhibit number (Z20) whenever it is 
mentioned in the report. Ten days later, Kaul would write to the 
CDFD and ask whether there was a ‘typographical error’ in describ-
ing the ‘purple pillowcase’. In response to this leading question, the 
CDFD replied that there was a ‘typographical error’ as ‘suggested’. 
During the trial, S. P. R. Prasad of CDFD said that the ‘typographi-
cal error’ had gone unnoticed for over two years since the report 
was submitted and a clarification was issued only after the CBI 
had ‘suggested’ it. He could not explain why such a major error 
had occurred. The question remains, how did Kaul know it was a 
‘typographical error’ even before confirming it with the CDFD? The 
courts will have to decide whether this constitutes malafide intent, 
divine revelation or clairvoyance.

The presumption of innocence before being proven guilty is a 
cardinal principle of the criminal justice system. For this reason, 
the onus of establishing guilt by eliminating doubt is the obliga-
tion of the prosecution. In this case, ironically, more doubts have 
been raised than eliminated. But in the eyes of the public, it is 
the Talwars who are dubious. During the course of the trial, the 
Talwars repeatedly requested certain kinds of evidence to be 
placed on record, which the courts have repeatedly refused. They 
petitioned to have certain witnesses deposed during the trial, but 
that too was turned down, even though this included Uttar Pradesh 
Additional Director General (Law and Order) Arun Kumar, who 
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headed the first team of CBI investigators. The appeals of the 
Talwars have never been in excess of standard legal procedure, but 
the media has been quick to condemn their attempts as ‘delaying 
tactics’. In their eagerness to see the Talwars punished, the media, 
like the prosecution, have pushed for speed over due process, setting 
dangerous precedents for the future. There will be a heavy price to 
pay because the principles of the rule of law and procedural justice 
are closely linked with the protection of human rights. I do not 
know the Talwars personally but have followed the case closely. 
This case, I believe, is momentous precisely for its seeming innocu-
ousness (lacking, for instance, an overt political motivation) and 
because the explanations for the witch-hunt lie not in the realm of 
the political but in the dark and seamy recesses of the social. No 
matter how secure we may feel from our present vantage point, 
the predicament of the Talwars can visit any one of us. For no 
fault of ours, we could be caught in a vortex of malevolence as the 
combined force of failing institutions and a sensation-driven media 
bears down on us, and before we know it, our lives and rights as 
citizens can be crushed by the new lynch mob that masquerades as 
the ‘collective conscience of society’. The Aarushi–Hemraj murder 
case is not about the Talwars, but about each and every one of us.
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Things are what we encounter, ideas are what we project.

—Leo Stein (1927, 44)

In his work on the theory of things, Bill Brown asks us to turn our 
attention towards the distinction between ‘objects’ and ‘things’. 
The difference between the two, Brown argues, lies in the thresh-
old between the ‘nameable and unnameable, the figurable and 
unfigurable, the identifiable and unidentifiable’ (Brown 2001).1 
In other words, the relationship between the two is characterised 
by constant tension and possibility. According to Brown, some-
thing is an object when it’s addressed to the human subject and 
the world around it is concrete, that is, a car, a stove or a table. 
The moment these objects stop working and their use value runs 
out—the car breaks down, the stove stops and the table breaks—
we are confronted with the ‘thingness’ of an object. He notes, ‘You 
could imagine things, as what is excessive in objects, as what 
exceeds their mere materialization or their mere utilization as 
objects-their force as a sensuous or as a metaphysical presence, 

1 Matthew Kirschenbaum discusses Kenneth thibodeau’s argument in the introduction 
of his book Mechanisms (2008).

obJeCts As exhibits
Performance of the Forensic

Pallavi Paul

ChAPter 11



219objects as exhibits

the magic by which objects become values, fetishes, idols, and 
totems’ (Brown 2001).

If seen in relation to Brown’s ideas, the career of digital objects 
begins to appear more fecund. In his tripartite model for defining 
digital objects, Kenneth Thibodeau notes that digital objects are 
constituted by the ‘physical’ dimension, that is, the device and form 
in which they exist, for instance, a magnetic tape or a camcorder. 
They also exist as ‘logical’ objects, that is, via the systems of code 
they deploy, for example, software or the manner in which data 
files are organised, and finally, digital objects exist as conceptual 
objects through their encounter with the lived world and its impli-
cations for everyday life, for example, as photographs or music. By 
making the conceptual dimension an integral part of the digital 
object, Thibodeau is able to account for what Brown would call 
the ‘thingness’ of these objects. Further, if one were to preserve a 
digital object, it is important to retrieve all its physical, logical and 
conceptual dimensions (Thibodeau 2010). The question of not only 
the hardware and software but also the conditions under which the 
data is produced and circulated becomes the very basis on which 
the digitality of an object can be established and verified. It is in 
the context of what Brown terms ‘the threshold’ between use and 
interpretation that I seek to openly explore the ways in which digi-
tal objects are reimagined to exceed their use value as just digital 
video discs (DVDs), video/audio files, surveillance cameras, etc., 
and are performed and interpreted as exhibits in judicial contexts.

Performing video: A CAse study
A woman in her mid-20s is seen walking into the lobby of a hotel 
in Delhi’s Mahipalpur area. Captured by the only CCTV camera 
aimed at the reception, we see her being followed by two young men. 
They appear to have entered together. One man and the woman 
temporarily exit the frame. The second man continues standing at 
the reception, waiting for an attendant to arrive. He looks in the 
direction of the woman and the first man and then looks away. After 
a few minutes, the woman re-enters the frame (unaccompanied), 
walks around the reception and sits on a sofa. We see her profile. 
She does not seem agitated. However, her face is not clearly vis-
ible. Both the men remain absent from the frame for the next five 
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minutes. Then, they walk across the reception area and exit from 
the other side. Soon, the woman follows them. The footage at no 
point shows the three people talking to anyone else, or addressing 
each other. This entire action plays out over 20 minutes of video. 
Throughout the clip, the only other people that we see are the 
employees of the establishment (Indiankanoon.org 2014).

The footage of these three people leaving the hotel is not avail-
able. The contents of this video became key evidence in a case 
filed by this woman against the two men seen in the clip. In her 
complaint, the woman alleged that the two men had been stalking 
her for a few months prior to the incident. A confrontation followed 
in which she turned down their advances. Angered by this, the 
accused kidnapped her from outside her office, forcibly silenced and 
assaulted her in their car and took her to a hotel. Here, she was 
taken to a room and molested. The next morning, she was taken out 
of the hotel and released on the condition that she would not relate 
this incident to anyone, or else her entire family would be harmed. 
On seeing injury marks on her body, the woman’s family took her to 
a police station and a complaint was registered against the two men.

In the absence of any eyewitness, the video recording of the 
moments preceding the incident becomes extremely significant. 
In an interview conducted in his chamber at the Dwarka Court, 
Mr Naresh Sharma, the defence lawyer in the case, said, ‘We only 
had this video to conclusively prove our case. Even if the faces and 
details are not clearly visible, the body language is very telling’.2 
He further added, 

Whenever we present a photo, video or sound in court we 
always start by asking both parties whether they themselves 
attest the veracity of the material. In case both parties attest 
their own presence in the video/photo, the material is taken 
as being forensically sound. Even though such instances are 
extremely rare, just a certification under s 65B of the Evidence 
Act is enough to produce the material as evidence in court.

This case became fascinating because neither the woman nor 
the men denied being in the video. This shifted the attention of the 

2 interview with Naresh sharma by author (2015, New delhi). 



221objects as exhibits

court from the physical integrity of the video to its ‘narrative’. The 
case would be argued not on how the video had been recorded or 
whether the people in it could be identified, but rather on how the 
frame was interpreted.

In a 23-page judgment, Additional Session Judge, Mr Virender 
Bhatt, noted,

During the cross examination of the prosecutrix, the CD filed 
along with Charge Sheet was played on the laptop arranged 
by the Inquiry Officer. After viewing the CD, the prosecutrix 
deposed that it contains the CCTV recording of the camera 
fitted inside and at the gate of the hotel, to which she was 
taken by the accused. She admitted that she is seen along 
with the accused and his friend in the hotel. (Indiankanoon.
org 2014)

If seen carefully, there is hardly anything that the video tells 
us about the incident. In the absence of sound, clear visuals, close-
ups or continuous action, the only portrait of the crime scene seems 
sketchy at best. Firmly in the domain of pure interpretation, this 
visual ‘proof’ begins to collapse upon itself. The men could or could 
not have threatened the woman; she could have had injury marks 
on her body, and there could have been a conversation between 
them off camera. What is an adequate performance of fear? How 
does one enact or betray intimidation on camera? How suspiciously 
does a kidnapper have to behave to look suspicious enough in a 
video recording? How does one’s way of walking and standing testify 
to events that have occurred prior to being captured in pictures?

Further, it is this internally unstable image that becomes a 
sounding board for versions of the incident also emerging from 
human witnesses. Both the defence and the prosecution’s arguments 
were constructed around the implied narrative of the video, without 
questioning the premise of its claim on the ‘real’ version of events. 
The prosecution lawyer in the case, Mrs Tejinder Kaur, noted, ‘our 
plea was simple, that in these twenty minutes perhaps the girl 
seems unperturbed, but what about the time for which there is no 
recording?’3 The statements of the waiters and hotel attendants 

3 interview with tejinder Kaur by author (2015, New delhi).
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were also taken in order to prove the suggestions in the video. This 
becomes obvious when one compares the noting of the judge in this 
case to the statement of a waiter who had seen the woman and the 
two men enter the hotel. In his statement before the court, the waiter 
said, ‘the girl appeared to be in a happy mood and was moving around 
freely and talking to persons present there’. Echoing this almost 
verbatim, Additional Sessions Judge, Virender Bhatt, notes, 

A look at the contents of the CD, which has been annexed 
along with the Charge Sheet and which was played to the 
prosecutrix during her cross examination, shows that the pro-
secutrix was in a happy mood in the company of the accused 
inside the hotel and also while entering the main gate of the 
hotel. At no point of time, she seems to be under any pressure 
or threat. (Indiankanoon.org 2014)

Disregarding any possibility of affective complexity, the video 
image is taken to be a confirmation of the interpretive faculties of 
the human witness and the judge alike. In their work on cognition 
and forensics, Dror and Cole note ‘that forensic science, as a prac-
tice, has historically dismissed cognitive bias by conceptualizing it 
as an ethical issue, to be overcome by moral discipline, rather than 
as an inherent cognitive issue, to be managed by bias-minimizing 
actions’. The current judicial climate to concede that the forensic 
object is an ‘object of opinion’ is akin to making an accusation of 
prejudice and bias against a judge, lawyer or investigating officer. 
If dealt with as a disciplinary challenge rather than a moral lapse, 
the ‘aura’ of the forensic object can be dismantled not to exclude 
digital and physical traces from the investigation process, but 
to locate it as a shifting vector in a force field of possibilities. To 
recognise it as an interpretation at the outset, invents the forensic 
object as a sensate ‘thing’ as opposed to a frigid ‘object’ waiting to 
be decoded/used.

ProduCing exPertise:  
interPreting evidenCe
It must be noted here that it is not only the forensic object but 
also the ‘forensic expert’ who has to perform his/her relationship 
with the exhibit. A forensic voice examination report issued by 



223objects as exhibits

the Central Forensic Science Laboratory, meant to authenticate a 
voice sample on the basis of features such as frequency distribu-
tion, intonation patterns and phonetic and linguistic peculiarities, 
begins not with a description of the exhibit, but that of the expert. 
Deepak Kumar, the Central Bureau of Investigation expert, begins 
his report by foregrounding his own qualifications. He gives us an 
account of the number of crime scenes, exhibits and cases he has 
dealt with previously. He takes us over his educational qualifica-
tions and even gives us an account of his recruitment and promo-
tions within his department.

I, Deepak Kumar Tanwar, MSc (Physics), M.Phil (Physics), 
certificate course in Forensic Science am presently working as 
a Senior Scientific Officer in CFSL (CBI). I have examined and 
given assistance in examination of about 1000 cases related to 
Forensic physical and speech Identification examination, con-
sisting of 6,50,000 exhibits. I have attended about 150 scenes 
of crime for providing scientific support… I have undergone 
training in India and abroad on the subject.4

It is only after his ‘expertise’ is satisfactorily established that 
the report can proceed to unravel the exhibit.

The entry of electronically coded words, images, text and 
events into courts of law has been one of the most significant 
events of this century. The Information Technology (IT) Act, 
2000, defines electronic records as ‘data, recorded or generated, 
image or sound stored, received or sent in an electronic form or 
microfilm or computer-generated micro fiche’ (The Gazette of 
India 2000). Further, digital forensics is the process by which 
these sources are investigated and reinterpreted as ‘evidence’. 
This project, which gives a series of mathematical algorithms a 
decisive role in legal and judicial processes, rests on a curious 
philosophical conundrum. The sources of electronic data can be 
wide-ranging to include computers, cameras, network servers, 
music devices, DVDs, video compact discs, computer hardware, 
routers, cell phones, websites, social media accounts, hard drives, 

4 interview with deepak tanwar by author (2015, New delhi). during this interview, 
tanwar shared with me the standard undertaking given by forensic experts to the court 
and prosecution lawyers.
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etc. It is the agility of the digital form that contributes to this 
ever-burgeoning list.

Unlike the incompatibility of materials and devices like cellu-
loid strips and gramophones, the technical units of bits and bytes 
can inhabit a computer screen, an iPod and a DVD with equal ease. 
In other words, technologically, the digital signal thrives on resem-
blance or a specific form of analogousness. The field of forensics, on 
the other hand, is structured by the notion of ‘individualisation’. In 
his discussion on new media and the forensic imagination, Mathew 
Kirschenbaum notes, ‘The forensic principle of individualiza-
tion insists upon the uniqueness of all physical objects. The core 
tenets of individualization construct a form of hard materiality’ 
(Kirschenbaum 2008, 63). He goes on to note that, in accordance 
with this, no two things can ever occur, be constructed or even break 
in the exact same way.

Responding to an interview conducted in his office, Mr K. C. 
Varshney, Deputy Director and Quality Manager of the Forensic 
Science Lab, Rohini, informed me that every month his lab receives 
around 10–20 cases involving video.

Our main job is to see whether or not this video is authentic. 
We check for edits in sound and visuals. Sometimes we are 
also asked to enhance the quality of certain files, so that the 
investigating agency can get a better idea of the crime scene.5

Within the police-administered Forensic Science Laboratory in 
Delhi, video forensics lies in the department of physical sciences. 
The long grey corridor of the building, which leads one to the video 
lab, is flanked on either side by departments such as serology, bal-
listics, the lie detection division, the documents division and the 
fingerprints division. Matthew Kirschenbaum’s discussion on the 
materiality of digital material comes back with a palpable force as 
one senses the presence of video material amidst other materials 
such as bones, blood, cement, glass, hair, metal, paper, plastic and 
cloth. In their discussion on digital forensics, Neha Kishore, Chetna 
Gupta and Dhvani Dawar delineate the rules for producing digital 

5 interview with K. Varshney by author (2015, New delhi).
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evidence in a court of law. While establishing the authenticity of 
the primary material is a significant part of the forensic enterprise, 
they observe that in addition to this, the forensic expert must also 
establish the reliability of the computational method and the com-
pleteness of the evidence taken into account. The evidence must be 
shown as free from any ‘contamination’ during forensic handling 
and, finally, an ‘evidence custodian’ or a detailed journal describing 
with date and time the various interventions made by the forensic 
expert must be produced in court (Kishore, Gupta and Dawar 2014).

Currently, the production of video, audio and other electronic 
material as evidence in Indian courts falls under the ambit of the 
Indian Evidence Act of 1872.6 The Evidence Act makes an observa-
tion on two sites of the production of evidence: oral testimonies and 
documents. On oral evidence, the act observes that unless made 
during the proceedings of the court, an oral statement would be 
inadmissible as evidence in any given case. This is the hearsay 
rule of the Evidence Act as stated in Sections 59 and 60. Regarding 
documents, the act notes that in order to prove the contents of the 
document, primary or secondary evidence must be offered. These 
include certified copies of the document produced by processes that 
ensure accuracy and/or the testimony of people who have seen the 
document. This becomes especially significant in cases where the 
original document cannot be produced in court owing to damage, 
loss or possession by hostile parties.

Before the introduction of the IT Act in 2000, Indian courts 
would regard the digital document as primary evidence and 
authenticated printouts and records generated for it as second-
ary evidence. In this manner, the Evidence Act has been simply 
adapted to the digital age without destabilising the statutes of the 
hearsay rule. This separation between the digital object and its 
material realisation, however, proved to be unsustainable with the 
radical changes in technology and the enmeshment of data with 
networks, software with hardware and circulation with produc-
tion. Under the IT Act, two new provisions, Sections 65A and 65B, 
were introduced to deal with electronic evidence. While Section 

6 the indian evidence Act, 1872. Available at: https://www.indiacode.nic.in/bit-
stream/123456789/6819/1/indian_evidence_act_1872.pdf (accessed on 23 June 2015).
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65A distinguishes electronic evidence from oral and documentary 
evidence, ensuring special provisions for its authenticity, sanctity 
and retrieval, Section 65B details this special procedure. The cer-
tificate of authenticity produced in compliance with Sections 65A 
and 65B must ‘uniquely identify the electronic record’,7 describe 
the manner of its creation, describe the device that created it and 
certify compliance with technological conditions, for example, 
checking the optimum functioning of devices such as computers 
and compact disc (CD) writer.

trACing Authority: digitAL As evidenCe
In his discussion on digitality, authenticity, decay and memory, 
Sean Rupka (2014) asks: ‘Where does the authority of the digital 
object emanate from?’ He observes that the inherent fragility of the 
digital medium—for example, erasability, re-writability, generation 
loss, obsolescence of formats, etc.—makes ‘digital objects exist less 
as authoritative isolated objects and makes them more dependent 
on relationality and multiple, co-existent and even contradictory 
structures of memory’.

This idea of relationality as authenticity becomes interesting 
when we begin to think of authorised copies. A copy, one could 
argue, is a form of memory that has been relocated from the 
original onto another surface or object. Further, this relocation 
must be authenticated in order to assess the possible mutations 
from its source. The act of authentication of memory, however, 
is undertaken mostly in moments of crisis. When proving or 
disproving a memory becomes of the utmost importance, the 
‘original’ usually finds itself challenged and even reconstituted. 
As a philosophical provocation, one can go on to say that, rather 
than being authenticated by the original, it is now the copy that 
authenticates the original. It does this not through a relationship 
of simple reproduction of the original but via its persistent trace 
in the path of the original. In doing this, the authentic copy is 
now contending with its logical other, the rejected reproduction 
of a yet-to-be-authenticated original. In her discussion on ‘e-jects’, 

7 indian evidence Act, section 65A and section 65B. Available at: http://www.symantec.
com/connect/blogs/indian-evidence-act-section-65a-and-section-65b (accessed on 23 
June 2015).
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that is, rejected electronic objects/information, Dene Grigar (2009, 
1–7) notes,

When we erase a file, the file does not cease to exist, though 
sometimes we wish it would go away. The code that makes up 
the file persists somewhere in the machine that we just cannot 
easily get to. When we orphan a document with an upgrade to 
our system, that document does not disappear, though it may 
seem that we have lost it forever. Information on floppy disks, 
diskettes, and CDs we hold on to still remains the information 
on floppy disks, diskettes, and CDs. The fact that we cannot get 
to it says more about our need for better, faster, more robust 
than the e-ject’s durability. That e-jects can be recovered are 
not evidence of their durability but rather of their status as 
texts. They are ‘acts of communication’ that lend themselves, 
as all texts, to ‘acts of translation.’ Recreated, they are new. 

These truant, phantom copies then seem to be challenging the 
original on its very own terrain. Distinguished until now from all 
its copies only by its immutability and persistence, the electronic 
original is now standing against its own alter ego, the rejected file, 
which refuses to change.

This relationship resonates in interesting ways in the case 
study undertaken by officer C. S. Singh in his 2006 article in 
the Indian Police Journal. Writing on the ways in which video 
evidence can be forensically decoded, Singh (2006) notes that the 
main concern of the investigation is to determine whether ‘the vid-
eotape is a copy, a compilation of other tapes, or an edited version’. 
According to Singh, computing the degradation of the video signal 
has emerged as a significant way of determining whether or not 
the video material in question is an original or a copy.

It must be noted, however, that the forensic examiner has to 
take into account that producing multiple copies is only one of the 
reasons that can cause the video signal to decline owing to gen-
eration loss. The other reasons for the decline in signal strength 
include the characteristics of the camcorder and the playback device 
used to record and play the original tape. As a way of studying the 
disputed video recording, Singh describes an experiment that was 
undertaken by the Central Forensic Science Laboratory. The video 
camera that had been used to shoot this video was used to shoot 
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20 minutes of fresh video in both dim and brightly lit conditions. 
Five generations of copies were then produced from this original 
recording. Further, the video copies were played back through 
the same system and a cathode ray oscilloscope (model no. SM 
1001) was used to compute the video voltage levels of the record-
ings. These levels were then imaged on a waveform monitor. The 
voltage of the video sample was then deduced using the same 
equipment and the results were juxtaposed to determine which 
generation of video samples from the experiment corresponded to 
the video voltage of the exhibit. It is interesting to note here that 
it is essential that multiple copies of the original be produced in 
order to authenticate both the original and its subsequent copies.

Soon after the Forensic Science Lab, Delhi (2009), was founded, 
the then Union Home Minister P. Chidambaram declared 2010 as 
‘the year of forensics’ while inaugurating the XX All India Forensic 
Science Conference in Jaipur. He announced a ‘rapid modernisation 
plan’ that included the opening of new laboratories, new criminal 
tracking networks, deoxyribonucleic acid databanks and proposed 
changes to the Arms Act (The Hindu 2009). In accordance with 
these initiatives, two senior consultants, Dr Gopal Misra and 
Dr C. Damodaran, from the Madras Forensic Lab, were asked to col-
late and present a report on the status of forensic science in India, 
alongside presenting possible directions for the future (Mishra and 
Damodaran 2010).

Interestingly, ‘the year of forensics’, which was marked by gov-
ernment initiatives to create breakthroughs in forensic technology, 
was also the year in which the mercy petition of Afzal Guru was 
turned down by the Delhi government (India Today 2010). One of 
the accused in the Parliament attack case8 (relating to a terrorist 
attack on the Indian Parliament in 2001), Afzal Guru, was deemed 
a suspect in police investigations through a series of phone records 
and wiretapped phone conversations. Even after repeated requests 
by the defence counsel to get the authenticity of these electronic 

8 on 13 december 2001, the indian Parliament was attacked by an armed group. the 
attack claimed the lives of six delhi Police and two parliament security personnel, a gar-
dener. Alongside this five attackers were also killed in the operation. of the four accused, 
two were acquitted by the delhi High Court. Mohammad Afzal was convicted for his role 
in the attack and was executed in 2013 after his mercy petition was turned down by the 
President. His body was never handed over to his family citing security reasons.
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exhibits forensically checked in accordance with the provisions of 
Section 65B of the Indian Evidence Act, the court not only admitted 
these electronic records but also made them a strong endorsement 
of Guru’s conviction. The Division Bench of Justice P. Venkatarama 
Reddi and Justice P. P. Naolekar observed:

According to Section 63, secondary evidence means and 
includes, among other things, ‘copies made from the original by 
mechanical processes which in themselves ensure the accuracy 
of the copy, and copies compared with such copies’. Section 65 
enables secondary evidence of the contents of a document to be 
adduced if the original is of such a nature as not to be easily 
movable. It is not in dispute that the information contained 
in the call records is stored in huge servers which cannot be 
easily moved and produced in the court. That is what the High 
Court has also observed at para 276. Hence, printouts taken 
from the computers/servers by mechanical process and certi-
fied by a responsible official of the service-providing company 
can be led into evidence through a witness who can identify 
the signatures of the certifying officer or otherwise speak to 
the facts based on his personal knowledge. (The Centre for 
Internet & Society 2014)

In addition to taking a technologically unsound view of elec-
tronic files and mechanisms of data transfer and retrieval, the 
bench also placed the onus of verifying the signatures of employees 
on phone companies. Since this judgment, there have been several 
cases in which claims and counterclaims over the use of audio and 
video material in court proceedings have been made and contested. 
Some examples include the 2011 case of Amar Singh v. Union 
of India & Ors9 that saw all the parties, including the state and 
the telephone company, dispute the authenticity of the printed 
transcripts of the call detail records, as well as the authorisation 
itself. More recently, in the case of Ratan Tata v. Union of India, 
a CD containing intercepted telephone calls was introduced in the 

9 in a well-known case, Amar singh, a former leader of the samajwadi Party, approached 
the court against the Governments of india and delhi alleging that at the behest of the 
indian National Congress, his phone was being wiretapped and conversations recorded 
(indiankanoon.org. 2011). 
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Supreme Court without following any of the procedures contained 
in the Evidence Act.10

However, on 18 September 2014, the Supreme Court of India, in 
the case of Anvar v. P. K. Basheer & Ors (Civil Appeal 4226 of 2012; 
Judis.nic.in 2014), took a new look at the evidentiary admissibility 
of the contents of electronic records. Justice Kurian Joseph—speak-
ing for a bench that included Chief Justice Rajendra M. Lodha 
and Justice Rohinton F. Nariman—overruled an earlier Supreme 
Court judgment in the Parliament attack case and re-interpreted 
the application of Sections 63, 65 and 65B of the Indian Evidence 
Act, 1872 (‘Evidence Act’).11 The Supreme Court held that Sections 
65A and 65B create special provisions that must be fulfilled in 
addition to the general law on documentary evidence. This not only 
means that all the conditions for verification of electronic evidence 
must be met, which includes the production of an authentication 
certificate by a forensic expert, but also that oral evidence can no 
longer be called upon to attest to electronic evidence. In its final 
judgment, the bench noted that ‘there has been a revolution in the 
way evidence is produced in court’.

Even as the algorithms of data mining and authentication 
seem to get more precise, the experience of presenting forensic 
evidence in court still seems clouded with anxiety and doubt. 
Inspector Mr Vijay Gehlawat said, 

In courts, forensic evidence is still considered secondary 
to primary or physical evidence. There have been so many 
cases in which we have shown the judge the exact algorithm 
for enhancing CCTV footage, done a live demonstration of 
the technique, but if he/she is suspicious of the technology 
involved or has decided to not take it into account our efforts 
prove to be useless in the absence of primary evidence. In the 

10 in the case, industrialist Ratan tata approached the supreme Court accusing the 
Union of india of wiretapping his phone conversations thereby breaching his right 
to privacy. in a bid to protect his leaked conversations with lobbyist Nira Radia, tata 
cited a 2003 verdict of the european Court of Human Rights that held the government 
of italy responsible for leaking the private conversations of ex-Prime Minister Craxi 
(Courtnic.nic.in 2014).
11 in the case, Afzal Guru, an employee of a pharmaceutical company, was labelled an 
accused in the attack on the indian Parliament in 2001 (indiankanoon.org 2005).
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five minutes that we are accorded in front of the judge, a lot 
depends on his/her openness or willingness to understand the 
technicalities involved.12

In a report published by the Delhi Police, it was noted that 
between the years 2011 and 2014, the number of cases registered 
under the IT Act rose from 50 to 169. These mostly dealt with 
posts/e-mails generally related to social networking sites, such as 
Facebook, Twitter and YouTube, fake e-mail IDs, hacking of web-
sites or e-mail accounts, credit card fraud, internet banking fraud, 
abusive/defamatory/threatening e-mails. In contrast to this, fewer 
than 10 convictions have happened under the IT Act, after 20 years 
of its existence. Mr Gehlawat said 

Sometimes this is very discouraging for the investigators. 
Since even the inception of this cell in 2000 and my recruit-
ment in 2006 we have solved the toughest cases and made 
several arrests, but we have not been able to achieve a single 
conviction. The way I see it, our job is to keep the standard of 
investigation high and learn more from latest forensic methods 
adopted in countries like USA. 13

Reminiscing about a major case where e-mail hacking, SIM 
card fraud, identity theft, cross-border money laundering and cell 
phone hacking were happening at once, he said that in 2012, a First 
Information Report was registered before the Economic Offences 
Wing of the Delhi Police by a resident of Defence Colony in Delhi. 
The complainant claimed that `20 million was transferred out 
of his private account at Yes Bank through fraudulent means on 
the intervening night of 19–20 October 2012. Furthermore, his 
mobile phone had been mysteriously deactivated for the duration 
of the transfer, and it was only after it was reactivated that he 
discovered the theft. A detailed investigation followed, and it was 
through monitoring of cell phone records, examination of Internet 
Protocol logs and ground-level enquiries into the whereabouts 
of the suspects that the case was finally solved and the accused 

12 interview with Vijay Gehlwat by author (2015, New delhi).
13 ibid.



232 PALLAVi PAUL

apprehended. Investigations revealed that this was the work of a 
gang spread across several Indian cities, such as Mumbai, Delhi, 
Gujarat and Meerut. First, the primary accused would use the 
help of his Nigerian aides to get the user IDs, passwords and bank 
details of various people. This would be done via phishing, identity 
theft and e-mail hacking. Then, fake accounts would be opened by 
gang members in various banks; these would be used just once to 
receive the transferred money. Finally, the gang would tie up with 
mobile service providers to deactivate the SIM card of the target 
and procure a duplicate card that would be used exclusively for the 
duration of the fraud. This card would be used to intercept the one-
time password sent by the bank to authenticate the transfer. Once 
successful, cash was immediately withdrawn from the fraudulent 
accounts and each member would get their share according to a 
pre-decided breakup (Delhi Police 2013).

Interviews with officers at the cyber lab revealed that there 
has been a stark shift in the nature of complaints received by the 
cyber cell over the last few years. Earlier, the services of the cyber 
cell were mostly sought by individuals, businesses and institutions 
targeted by technically proficient hackers. However, most cases 
now relate to the circulation of ‘objectionable’ content on social 
networking sites and messaging services such as WhatsApp and 
Facebook Messenger. A huge reason for this, Mr Kasana notes, is 
the availability of cheaply priced Chinese phones and competitive 
data packs offered by mobile service providers. Most of the content 
uploaded on these sites comes from mobile phones, and our task 
becomes even more complicated when hate messages or objection-
able images start circulating on a large scale.14

While it is possible to retrieve hidden or deleted data from 
mobile hardware, there are several cases in which investigators 
have no access to either the sender or the device through which 
implicated content is circulating. During discussions with officers 
at the cyber lab, I was pointed towards a 2014 case in which a 
24-year-old MBA student, Syed Vaqas, was arrested in Bengaluru 
for sending a WhatsApp message to Jayant Tinekar, an activist 
from Belgaum. The message consisted of a morphed picture where 

14 interview with Vijay Kasana by author (2015, New delhi).
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the final rites of Narendra Modi are shown being performed in 
the presence of other Bhartiya Janta Party leaders such as L. K. 
Advani, Rajnath Singh, Sushma Swaraj, Baba Ramdev, Maneka 
Gandhi and Varun Gandhi. The caption accompanying the photo-
graph said ‘Na Jeet Paye Jhoothon Ka Sardar—Ab Ki Baar Antim 
Sanskar’ (a false leader will never win, this time it’s final rites). On 
receiving such a message, Tinekar, who had no previous acquain-
tance with Vaqas, filed a complaint at the Khanapur police station 
in Belgaum. Acting on his complaint, the phone number was traced 
to Bengaluru, to a tower location in Vasanth Nagar, and finally 
to Vaqas’ cell phone. Vaqas was booked under Indian Penal Code 
sections relating to hurting religious sentiments and the IT Act, 
2000 (Swami 2014).

Of late, several instances of mass circulation of hate messages, 
pornographic content, etc., through WhatsApp have surfaced in sev-
eral parts of the country. In September 2014, an alert was sounded 
in Allahabad, when shortly before the by-election, a WhatsApp 
message warning people against love jihad began to circulate 
widely (Dixit 2014). In the same year, a similar incident occurred 
in Maharashtra when Abdul Hafeez, a resident of the Sillod district 
in Maharashtra, filed a complaint about a WhatsApp message being 
circulated by a group titled ‘Happy Diwali’ which urged Muslim 
girls to marry Hindu boys (Twocircles.net. 2014). Explaining how 
such matters are usually dealt with, Mr Gehlawat said,

It is next to impossible for us to stop the circulation of mes-
sages on WhatsApp, even though in many cases we do write 
to Facebook as now they have bought WhatsApp informing 
them about the culpability of certain content. The procedure 
that we do follow, however, is that in the case of a complaint 
we start investigation from the last sender of the message. It 
is only when someone is found to be a sender of objectionable 
content, that an enquiry can be initiated against them.

He added, ‘Sometimes if the message is circulating in a small 
group of 10–20 people it is possible to locate the primary sender, 
but this is very rare’.

In the discourse surrounding digital forensics, the question of 
the ‘anonymous internet user’ has always been an important one. 
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On the one hand, there are concerns about freedom of speech and 
censorship, and on the other hand, there are anxieties surround-
ing crime and justice. In their reflection on the need for varied 
approaches for dealing with cybercrime, published in the Indian 
Police Journal, R. Thilagaraj and N. Kala write, ‘Besides all its 
useful advancement of technology, the Internet provides ample 
opportunity for unscrupulous individuals to perform undesirable 
activities caused by the ease of access, open nature, and increased 
anonymity facilitated in the virtual world’ (Thilagaraj and Kala 
2013). They elaborate further, 

Common examples of Cyber Crimes frequently encountered 
can be demonstrated by offences, such as online cyber-fraud, 
identity theft, intellectual property theft, cyber-stalking, 
cyber-bullying, adult and child pornography. The anonymity 
of the internet facilitates the criminals to cause different types 
of Cyber Crimes, such as spamming, phishing, hacking, and 
denial of service, network intrusion and spreading of virus, 
worms and Trojans. The criminals commit cyber-warfare, 
cyber-terrorism, distribution and disruption of informa-
tion, net espionage and cross-border attacks targeted across 
boundaries. In the virtual world the threat of Cyber crimes is 
comparable to physical attacks in the offline world. 

Positing cyber forensics as the only possible way to counter 
this anonymity, Thilagaraj and Kala (2013) propose a more formal 
methodological approach to ‘recovering information and data 
through lawful means’.

While the authors sufficiently conjure the threat that anony-
mous internet users pose to law and order, the parameters of their 
proposed ‘formal approach’ remain blurry. In another article on 
cyber forensics published in the same issue of the Indian Police 
Journal, Sukhwinder Singh Dari (2013) opines about these pos-
sible methodologies,

In accordance with Legal Positivism, laws are made in accord-
ance with socially accepted rules. Case Laws help in interpre-
tation of laws to clarify the real objective and meaning of laws 
that are ambiguous. Society is dynamic, hence what is crime 
today may not be tomorrow, hence there is need to formulate 
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legislations as per the need of the society. Cyber Crime or 
Computer Crime is also one of that.

Pointing to the limitations of the IT Act, 2000, the major legal 
provision that deals with cybercrime in India, Dari notes that online 
privacy is not sufficiently protected; ‘only Sections 43 (Penalty for 
damage to computer or computer system) and 72 (breach of con-
fidentiality or privacy) talk about it to some extent but does not 
hinder the violations caused in cyber space’. He goes on to explain 
that if Internet Service Providers transmit some third-party 
information, they are not held liable under the IT Act (2000). The 
exemption clause in the act provides that if a crime is committed 
‘without knowledge or that due diligence is exercised to prevent the 
offence’, a person or an organisation cannot be held liable for the 
breach. What makes this a potential legal dead end is the lack of 
a definition of ‘due diligence’ in the act (Dari 2013). Further, there 
are no provisions to deal with extraterritoriality, while the nature 
of cybercrime makes it impossible to be limited to a place or region.

It is also important to note that while many such complaints 
come to the cyber cell, a majority of the complainants refrain from 
pursuing cases in court. In a recent survey on online harassment 
via WhatsApp in urban and rural India, Debrati Halder and 
K. Jaishanker (2015) show that there is a reluctance in people to 
report harassment that occurs on platforms such as WhatsApp. 
A majority of people are not even aware that forwarding certain 
kinds of images, texts and videos could be a criminal act.

Finally, ‘aesthetics’ emerges as the elastic, vibrant domain in 
which all these questions of authenticity, materiality and presence 
begin to rearrange themselves. The way objects are seized, their 
presentation in and address to the forum15 and, finally, keeping 
pace with their afterlives are all aesthetic acts.

Understanding the forensic enterprise means attempting to 
understand the force field that these simultaneously fragile and 
resilient, accelerated and inertial, domiciled and orphaned materi-
als are establishing around us in our present.

15 this is in keeping with eyal Wiezman and thomas Keenan’s argument around the 
forensic object and forum.
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introduCtion
In the digital era, communications intermediaries sometimes 
play the role of censors. This chapter considers how censorship 
through communications intermediaries operates in the domain of 
forensic video analysis (FVA). Anonymous videos shot on mobile 
devices worldwide and posted online are helping to hold authorities 
accountable for police misconduct, war crimes and other abuses of 
power.1 What happens when the authenticity of that video is in 
doubt? The possibility of justice depends on forensic investigators, 
who sometimes shroud their tools and methods in secrecy, disabling 
scrutiny of their authenticity claims.

* this chapter has been edited for typographical and basic grammatical errors in order 
to make it suitable for inclusion in this book.
† Republished from Pranesh Prakash, Nagla Rizk and Carlos Affonso souza (eds), Global 
Censorship: Shifting Modes, Persistent Paradigms, information society Project, yale 
Law school, 2015 (published under a Creative Commons Attribution-NonCommercial 
[CC-By-NC] 4.0 international Public Licence).
‡ the author thanks Kiel Brennan-Marquez, Robert Crusz, dan Kahan, eli omen, Lisa 
Larrimore ouellette and Nagla Rizk for providing generous feedback on earlier drafts.
1 see, for example, Christoph Koettle, Can Video Document Possible War Crimes in Syria?, 
Witness (Blog), 8 January 2013, Available at: http://blog.witness.org/2013/01/video-war-
crimes-in-syria/ (accessed on 5 May 2022; ‘What power does a syrian cell phone video 
have, for justice and deception?’); Pepper spray incident; Cf. eric Garner video.
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The chapter argues that secrecy as well as other forms of 
proprietary restrictions on access to FVA tools and methods con-
stitute a form of censorship because they create obstacles to the 
reproducibility of experimental results, thus undermining scientific 
authority. These obstacles generate both procedural and material 
restraints on speech. Procedural censorship interferes with the 
means of speech production. Material censorship proscribes the 
substance of expression. To illustrate the production of material 
and procedural censorship through forensics practices, the chapter 
examines a dispute over the authenticity of a leaked video depicting 
alleged war crimes in Sri Lanka.

During the critical moments of post-war transition in Sri 
Lanka, after 30 years of ethnic conflict and civil war, a television 
network in the UK broadcast an anonymous video depicting men 
in Sri Lankan military uniforms shooting naked, bound prisoners 
in the head. The video provoked painful public outcries and became 
a focal point of frustration, mistrust and controversy surrounding 
post-war self-making and national reformation. The lack of clear 
public consensus regarding its authenticity aggravated the con-
troversy. Some believed that a soldier in the Sri Lankan military 
recorded the video on a cell phone while witnessing—and perhaps 
perpetrating—an extrajudicial execution.2 Others suggested that 
the video might depict a fictional scene with actors and fake blood, 
produced by a commercial film crew intent on discrediting the 
Government of Sri Lanka (GoSL).3

Forensic analysts failed to resolve the confusion. Experts 
working at the request of the United Nations (UN) found evi-
dence of authenticity strong enough to warrant an investigation 
into possible war crimes.4 Yet experts working at the request of 

2 BBC siNHALA, ‘Lanka denies execution Video,’ January 8, 2010, Available at: http://
www.bbc.co.uk/sinhala/news/story/2010/01/100108_govt_jds.shtml (accessed on 5 May 
2022).
3 Chitta Ranjan de silva et al., Report of the Commission of Inquiry on Lessons Learnt 
and Reconciliation, 147, 2011, Available at: http://slembassyusa.org/downloads/LLRC-
RePoRt.pdf (accessed on 5 May 2022). Hereinafter LLRC Report. 
4 See generally UN special Rapporteur on extrajudicial, summary, or Arbitrary 
executions, Technical Note Prepared by the Special Rapporteur on Extrajudicial, 
Summary, or Arbitrary Executions, Philip Alston, in Relation to the Authenticity of 
the ‘Channel 4 Videotape’, UN Human Rights Council, Appendix to U.N. doc. A/
HRC/14/24/Add.1 (January 7, 2010) (prepared by Philip Alston), Available at: https://
jdspdf.files.wordpress.com/2010/01/un_technical_note.pdf (accessed on 5 May 2022). 
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the GoSL found evidence that the video is either unauthentic or 
unverifiable.5 As a result,6 the GoSL declined to investigate the 
incidents depicted.7

I collaborated with a forensic scientist and court-appointed spe-
cial master for multimedia evidence, Dr Rich Murphey, to produce 
the first independent audit of the forensic reports on both sides of 
this controversy.8 We found intermediary obstacles to the reproduc-
ibility of the experiments that both UN and GoSL researchers relied 
upon to evaluate the video’s authenticity. These obstacles arose 

Hereinbefore and hereinafter Alston technical Report (an appendix to the adden-
dum to the special Rapporteur’s report, containing each of the opinions provided 
by the experts he consulted); see also UN secretary-General’s Panel of experts on 
Accountability in sri Lanka, Report of the Secretary-General’s Panel of Experts on 
Accountability in Sri Lanka, 43, Note 87, 2011, Available at: https://www.securitycoun-
cilreport.org/atf/cf/%7B65BfCf9B-6d27-4e9C-8Cd3-Cf6e4ff96ff9%7d/PoC%20
Rep%20on%20Account%20in%20sri%20Lanka.pdf (accessed on 5 May 2022; reporting 
special Rapporteur Alston’s conclusion that the forensic analyses provided ‘strong 
indications’ of authenticity). 
5 see Us department of state, factual supplement to the Report to Congress by 
the Government of sri Lanka and international Bodies 15 (2012) (summarising the 
UN and GosL forensic findings). see also K. t. Rajasingham, ‘Video footage fake: 
Media expert siri Hewa Picks Up Holes in UN Rapporteur’s findings,’ Asian Tribune, 
June 4, 2010, 
6 see Us department of state, supra note 6, at 16 (‘the state department is not aware 
of any action by the GsL … establishing an independent investigation into the Channel 
4 videos.’
7 see id., 16; see also LLRC Report, supra note 4, at 151 (‘the Commission finds that 
there are troubling technical and forensic questions of a serious nature that cast 
significant doubts about the authenticity of this video and the credibility and reli-
ability of its content.’). Compare Special Rapporteur on Extrajudicial, Summary or 
Arbitrary Executions, Report of the Special Rapporteur on Extrajudicial, Summary or 
Arbitrary Executions, Addendum: Summary of Information, Including Individual Cases, 
Transmitted to Governments and Replies Received, UN Human Rights Council, 430, 
UN doc. A/HRC/17/28/Add.1, May 27, 2011, (prepared by Christof Heyns), Available 
at: http://www.ohchr.org/documents/issues/executions/A-HRC-17-28-Add1.pdf 
(accessed on 5 May 2022), hereinafter Heyns Addendum, and particularly the two 
reports contained in it. in the Heyns Addendum, two of the reports included relate 
to forensic analysis of the Channel 4 video. Jef s. spivack, Forensic Video Analysis 
Supplemental Report Re: Authenticity of Digit Video/Audio Recording of Purported 
Sri Lanka Executions, in Heyns Addendum, at 430 (finding the video to be authentic; 
hereinafter spivack fVA supplemental Report for Heyns); Grant fredericks, Report 
of Mr. Grant Fredericks, A Forensic Video Analyst, in Heyns Addendum at 450 (also 
finding the video to be authentic; hereinafter fredericks fVA Report for Heyns); A. A. 
M. Nizan, Forensic Expert on Digital Video Proves Channel 4 Video on Sri Lanka as a 
Fake, Asian Tribune, June 16, 2011, and Hassina Leelarathna, UN Officials’ Channel 4 
Video Analysis ‘Forensic Hoax’, Updates: sri Lanka UsA, Available at: http://srilankausa.
weebly.com/un--forensics-hoax.html (accessed on 5 May 2022).
8 dr Murphey is a research scientist in computer forensics who consults on multimedia 
and video forensics. Rich Murphey, electrical and Computer engineering, (dr Murphey 
‘provide[s] advanced analysis services in Computer forensics … Multimedia forensics 
[audio/video/images] … [and conducts] basic research in forensic sciences.’).
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from incomplete documentation, proprietary conflicts of interest 
and explicit secrecy. This chapter presents our results.

Our audit shows how obstacles to reproducibility in experi-
ments can operate like prior restraints on scientific counter-speech. 
Traditional prior restraints require government approval for speech 
before it happens.9 Similarly, restricted access to forensic tools and 
methods means that potential speakers need ex ante permission 
to practise the instruments and techniques of speech—procedural 
censorship.

Obstacles to reproducibility also constrain the substance of 
expression—material censorship—because they inhibit the broader 
publics from reaching consensus around experimental conclusions. In 
FVA disputes, these obstacles can annul the public meaning of video 
evidence. The effect is to censor meaning, rather than to block the 
flow of information and hence to obstruct access to knowledge in the 
most profound manner. In other words, censorship here manifests 
itself by rendering incomprehensible that which is in plain sight.

As digital information products become increasingly uncontain-
able, effective censorship may nonetheless be possible by blocking 
access to the tools and methods of analysis that produce meaning 
from widely available information. The censorial result is to render 
meaningless the information that has become uncontainable. 
Moreover, as the Sri Lanka video dispute illustrates well, the cul-
turally sanctioned halo of objectivity that surrounds science and 
technology makes that sphere a likely site for this type of wilful 
manipulation of consensus-based public truths.

Resistance to this form of censorship will depend on the pub-
lics’ ability to scrutinise expert claims. As a result, this chapter 
advocates that the emergent field of FVA adopt open tools and 
methods, incorporating the opportunity for investigators to observe 
and analyse all levels of functionality.

Part I considers the role of reproducibility in producing 
scientific authority as well as the urgency of reproducibility for 
authenticity investigations into anonymous online video speech 
in particular. It draws on understandings of the construction of 

9 see generally thomas i. emerson, The Doctrine of Prior Restraint, 20 Law & Contemp. 
Probs. 648, 1955, (analysing the concept and doctrine of prior restraint).
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scientific authority developed by historians and philosophers of 
science and connects these concepts to ongoing debates in legal 
academia about the role of material objects and intermediaries in 
digital era censorship. The ongoing controversy over the authentic-
ity of the Channel 4 video, described in Part II, makes visible con-
testation over objectivity production within FVA and the struggle to 
achieve scientific consensus in a cross-cultural environment. FVA 
here serves divergent visions of community boundaries and national 
and international priorities. A detailed technical audit of the FVA 
reports, presented in Part III and deeply indebted to Dr Murphey’s 
expert contributions, documents obstacles to the reproducibility of 
the forensic investigations into the Channel 4 video. Part IV con-
cludes with a plea for the development and adoption of open tools 
and methods in the emergent field of FVA in order to stem the force 
of censorship through forensics.

PArt i: CensorshiP, sCientifiC Authority 
And exPerimentAL reProduCibiLity in  
fvA investigAtions 
Censorship through Communications 
intermediaries
Censorship increasingly operates indirectly via influence over 
the means of digital communication rather than through direct 
penalties or injunctions against expression.10 Moreover, unruly 
digital information and accompanying cultures of transparency 
have increased authorities’ reliance on material constraints, such 
as Internet filters, to perform the role of the censor intermediary.11 
In fact, as law professor Jack Balkin expressed particularly well 

10 see, for example, Jack Balkin, ‘old-school/New-school speech Regulation,’ Harvard 
Law Review 127, 2296 (2014): (‘[t]he infrastructure of free expression ... largely held in 
private hands, is the central battleground over free speech in the digital era.’). for an 
analysis of the first Amendment and state influence over information intermediaries, see 
theory of ‘Collateral Censorship’ in Jack Balkin, ‘free speech and Hostile environments,’ 
Columbia Law Review 99, no. 2295 (1999).
11 Lawrence Lessig pointed out this phenomenon both early and well. see, for example, 
Lawrence Lessig, ‘What things Regulate speech: CdA 2.0 vs. filtering,’ Jurimetrics 38, no. 4 
(1998), predicting in 1998 that internet filtration technologies that enable upstream control 
would facilitate state censorship; Lawrence Lessig, Code and Other Laws of Cyberspace 
(New york, Ny: Basic Books, 1999). for another early and influential articulation of a simi-
lar argument, see James Boyle, ‘foucault in Cyberspace: surveillance, sovereignty, and 
Hardwired Censors,’ University of Cincinnati Law Review 66, no. 177 (1997).
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during a recent symposium on the US First Amendment, early 
20th-century states enforce ‘new-school’ censorship through the 
same online intermediaries that simultaneously provide the ‘infra-
structure of free expression’.12

Absent or even contrary to state pressure, communications 
intermediaries can also generate independent de facto censorship. 
Law professor Marvin Ammori shows, for instance, that lawyers 
for global Internet businesses agglomerate corporate goals, inter-
national laws and foreign traditions into their terms of use and, 
thereby, in effect, ‘write the rules governing our speech’.13 For simi-
lar reasons, law professor Mark Tushnet suggests that independent 
censorship by speech intermediaries should perhaps be subject to 
regulation under the state action doctrine, which extends consti-
tutional governance to private parties performing in the role of the 
state.14 These issues are prevalent across jurisdictions.15

Censorship through obstacles to the 
reproducibility of scientific experiments
I suggest that, like Internet filters or communications service provid-
ers, the tools and methods of scientific experiments are information 
intermediaries. These tools and methods are the essential means for 
generating and disseminating scientific speech. As a result, they are 
also likely sites for censorship. Restrictions on access to experimental 
tools and methods function as a form of censorship by interfering 
with the means of producing scientific authority.

12 see, for example, Balkin, ‘old-school/New-school speech Regulation,’ (‘[A] signifi-
cant feature of the early twenty-first century is that the infrastructure of free expression 
increasingly is merging with the infrastructure of speech regulation and the infrastructure 
of public and private surveillance.’).
13 Marvin Ammori, ‘the “New” New york times: free speech Lawyering in the Age of 
Google and twitter,’ Harvard Law Review 127, no. 2259 (2014): 2273. (‘today’s speech 
lawyers craft speech rules for the millions of users speaking through their sites and adopt 
strategies to implement them in the hard cases. these lawyers effectively engage in 
private speech rulemaking, adjudication, and enforcement.’).
14 Mark tushnet, introduction: Reflections on the first Amendment and the information 
economy, Harvard Law Review 127, 2234 (2014): 2256–2257. (‘With the state action 
doctrine in hand, we could call [collateral censorship by internet intermediaries] simply 
censorship and ask whether the censorship could be justified.’).
15 for a similar argument in the context of network neutrality under the indian consti-
tutional guarantee of free speech, see Gautam Bhatia, Offend Shock or Disturb: Free 
Speech under the Indian Constitution, Chapter 12 (oxford: oxford University Press, 
2015).
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The construction of scientific authority depends on the repro-
ducibility, or at least the plausibility of replicating, scientific experi-
ments. Experimental findings gain credibility when a different 
investigator, similarly equipped and following the same procedures, 
produces the same results.16 As historians and philosophers of sci-
ence have shown, this ideal that scientific experiments should be 
replicable in principle underlies the consensus-based construction 
of facts.17 Restrictions on access to experimental tools and methods 
produce obstacles to reproducibility. These obstacles interfere with 
the creation, expression and adoption of scientific speech. In sum, 
restricting access to scientific tools and methods can result in a 
form of censorship.

Censorship through fvA
Applying the concept of censorship through communications interme-
diaries to FVA shows the urgency of reproducibility for investigations 
into the authenticity of anonymous online videos.

Current FVA methods are inadequate. Strategies draw primarily 
on forensic techniques developed for digital stills. These still image 
digital forensic techniques may look for, for example, irreversible 
footprints of digital processing steps within an image. Analysts 
can then attempt to reverse engineer these steps to reconstruct 
the circumstances of the first-generation production of that image. 
Researchers may hope to determine the mechanical source of a 
still image, including the camera model and vendor, whether an 

16 see generally Harry Collins, Changing Order: Replication and Induction in Scientific 
Practice (thousand oaks, CA: sAGe Publications, 1992).
17 in an early precursor to crowd sourcing during the 17th century, european scientists 
began to report rich circumstantial details to encourage readers to envision and explicate 
experimental scenes that they did not directly observe. See steven shapin, ‘Pump and 
Circumstance: Robert Boyle’s Literary technology,’ Social Studies of Science 14, no. 4 
(1984): 481, 483, (‘Boyle proposed that matters of fact be generated by a multiplication 
of the witnessing experience.’). Historians steven shapin and simon schafer have termed 
this process, ‘virtual witnessing.’ steven shapin and simon schaffer, Leviathan and the 
Air-Pump: Hobbes, Boyle, and the Experimental Life (Princeton, NJ: Princeton University 
Press, 1985). Within that model, ‘the constitution of matters of fact,’ they point out, 
‘involved the multiplication of witnesses.’ id., 20. Rhetorical strategies of hyper-detailed 
experimental reporting thus aimed to draw readers into a participatory production of 
fact-based consensus. See generally Richard Cunningham, ‘Virtual Witnessing and the 
Role of the Reader in a New Natural Philosophy,’ Philosophy and Rhetoric 34, no. 3 (2001): 
207; see also simon schafer, ‘self-evidence,’ Critical Inquiry 18, no. 2 (1992): 327, 330, 
(noting that through this participatory process, science acquired the ‘public warrant of 
collective authority’).
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image has been manipulated via cut-and-paste operations and the 
processing history of an image.18

However, leading researchers in the field caution that ‘the 
peculiarities of video signals’ thwart the easy application of still 
image forensic techniques to FVA.19 Digital manipulation of a video 
can be applied both to single frames, which appear 24–30 times per 
second and to the temporal alignment of frames within a sequence. 
In short, video data is of a different order of magnitude from stills. 
Further, the high compression ratio of most video formats can 
erase footprints left by signal modification, making it difficult or 
impossible to reconstruct a video’s processing history.20 FVA is, 
unmistakably, an emergent discipline with unresolved issues.21

18 see, for example, simone Milani, Marco fontani, Paolo Bestagini, Mauro Barni, 
Alessandro Piva, Marco tagliasacchi and stefano tubaro, ‘An overview on Video 
forensics,’ APSIPA Transactions on Signal and Information Processing 1 (2012): e2, 
Available at: https://doi.org/10.1017/AtsiP.2012.2 (accessed on 5 May 2022); Hany 
farid, ‘exposing digital forgeries from JPeG Ghosts,’ IEEE Transactions on Information 
Forensics and Security 4, no. 1 (2009): 154, Available at: https://doi.org/10.1109/
tifs.2008.2012215 (accessed on 5 May 2022); Babak Mahdian and stanislav saic, Using 
Noise inconsistencies for Blind image forensics, Image & Vision Computing 27 (2009): 
2497, Available at: https://doi.org/10.1016/j.imavis.2009.02.001 (accessed on 5 May 2022); 
W. sabrina Lin et al., ‘digital image source Coder forensics via intrinsic fingerprints,’ IEEE 
Transactions on Information Forensics and Security 4 (2009): 460, Available at: https://
doi.org/10.1109/tifs.2009.2024715 (accessed on 5 May 2022); Wiger van Houten and 
Zeno Geradts, ‘source Video Camera identification for Multiply Compressed Videos 
originating from youtube,’ Digital Investigation 6 (2009): 48, Available at: https://doi.
org/10.1016/j.diin.2009.05.003 (accessed on 5 May 2022); Ghulam Muhammad et al., 
‘Passive Copy Move image forgery detection Using Undecimated dyadic Wavelet 
transform,’ Digital Investigation 9 (2012): 49, Available at: https://doi.org/10.1016/j.
diin.2012.04.004 (accessed on 5 May 2022); Alan J. Cooper, ‘improved Photo Response 
Non-Uniformity (PRNU) Based source Camera identification,’ Forensic Science 
International 226 (2013): 132, Available at: https://doi.org/10.1016/j.forsciint.2012.12.018 
(accessed on 5 May 2022).
19 Milani et al., supra note 19, at 2.
20 id.
21 fVA exists within a broader landscape of digital forensics that generally lacks mature 
standards. Recognition of the need to clarify methodological standards for digital 
forensics as a whole is not entirely new. the fBi formed a scientific Working Group on 
imaging technology in 1997 with the mission of ‘creating standards for digital and mul-
timedia evidence.’ scientific Working Group imaging technology, Available at: https://
www.swgit.org (accessed on 8 february 2014). But a decade later, doubts remained as 
to the strength of these standards. Law professor erin Murphy warned in 2007 against 
overconfidence in emergent forensics technologies, suggesting that ‘false certainty’ 
regarding these techniques might ‘exacerbate the conditions that first caused forensic 
sciences to fall into disrepute.’ erin Murphy, ‘the New forensics: Criminal Justice, false 
Certainty, and the second Generation of scientific evidence,’ California Law Review 95 
(2007): 721, 721–722. two years later, in 2009, the National Research Council reported 
that of digital forensics as a whole, ‘the digital evidence community does not have an 
agreed certification programme or list of qualifications.’ National Research Council, 
‘strengthening forensic science in the United states: A Path forward,’ 181, 2009. And 
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At the same time, the fact that digital video itself is infinitely 
reproducible without the risk of degradation throws an unprec-
edented burden on the authority claims of forensic analysis. In 
comparison, physical evidence, such as blood or fingerprints, is 
limited by its own material nature. Physical samples that are col-
lected from a crime scene and tested by one investigator cannot 
be recollected and tested by another. Because of these limits, the 
number of forensic investigators who can access the samples and 
proffer expert opinions on them remains limited.

The same does not extend to video.22 The Channel 4 videos, for 
example, are broadly accessible and easy to view or download from 
the Internet. Decision-makers throughout the public and govern-
ments can access their own copies. As a result, they may be more 
likely to incorporate their own analyses into their determination of 
authenticity rather than accept the conclusions of a forensic report 
on expert authority alone.

What is more, several competing paradigms exist beyond 
FVA for the authentication of video evidence. News organisations 
may triangulate verification from multiple sources prior to pub-
lication.23 Genre expectations can influence an individual’s trust 
in the veracity of an image.24 Furthermore, personal experience 

again, in 2011, forensic computing engineers Jason Beckett and Jill slay called for 
‘criteria to assess digital forensics as a science.’ Jason Beckett and Jill slay, ‘scientific 
Underpinnings and Background to standards and Accreditation in digital forensics,’ 
Digital Investigation 8 (2011): 114. for recent technical overviews of the field of fVA, 
see Milani et al., supra note 19; see also Babak Mahdian et al., ‘A Bibliography on Blind 
Methods for identifying image forgery,’ Signal Processing: Image Communication 25 
(2010): 389, Available at: https://doi.org/10.1016/j.image.2010.05.003 (accessed on 5 
May 2022); Hany farid, ‘image forgery detection: A survey,’ IEEE Signal Processing 
Magazine 26 (2008): 16, Available at: https://doi.org/10.1109/MsP.2008.931079 (accessed 
on 5 May 2022).
22 see generally sheila Jasanof, ‘the eye of everyman: Witnessing dNA in the simpson 
trial,’ Social Studies of Science 28 (1998): 713.
23 see, for example, Ann Marie Lipinski et al., Truth in the Age of Social Media, 2012 (a 
report for the Nieman foundation for Journalism, looking at how the BBC, the AP, CNN 
and other news organizations are addressing questions of truth and verification); ‘Arab 
spring Leads surge in events Captured on Cameraphones,’ The Guardian, december 
29, 2011; Kate Bulkley, ‘the Rise of Citizen Journalism,’ The Guardian, June 10, 2012, 
Available at: http://www.theguardian.com/media/2012/jun/11/rise-of-citizen-journalism 
(accessed on 5 May 2022).
24 for instance, derek Bousé argues that most wildlife films operate according to formal 
dramatic conventions rather than scientific criteria, because the neutral objectivity that 
is the goal of scientific observation would never survive the ratings-driven television 
market. yet Bousé also points out that filmmakers conceal this fact in order to achieve 
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with the tools of video production, such as cell phone cameras and 
home editing software, contributes to a broad base of technological 
literacy against which decision-makers may measure authentic-
ity claims.

As a result, in the specific and newly developing field of FVA, 
interests in the reproducibility of experiments should outweigh 
proprietary interests in restricting access to tools and methods at 
this time. To be sure, public science policy must balance principles 
of reproducibility against competing interests. On the one hand, 
peer and market competition, on which much scientific knowledge 
production depends, can mandate a minimal level of secrecy around 
investigative methods and procedures.25 On the other hand, as his-
torian Sheila Jasanoff has written, democracy mandates that the 
polity have some means with which to evaluate ‘knowledge claims 
that justify actions taken on its behalf.’26

Reproducibility of investigative procedures is crucial to generat-
ing consensus in the current video evidence environment of decen-
tralised access and knowledge, competing authentication paradigms 
and existing limitations within the FVA discipline. Rigorous com-
mitment to the production of transparent investigative procedures 
and technologies open to scrutiny will both strengthen current FVA 
standards and also facilitate public trust in the future credible 
authority of FVA investigations.

PArt ii: the video disPute 
On Tuesday, 19 May 2009, Sri Lanka celebrated the end of 30 
years of civil war. Then Lieutenant General Sarath Fonseka, 
Commander of the Sri Lankan Army, announced, ‘We have liber-
ated the whole country from terrorism.’27 The GoSL defeated the 
Liberation Tigers of Tamil Eelam, an insurgent group designated 

documentary appeal. derek Bousé, ‘false intimacy: Close-Ups and Viewer involvement 
in Wildlife films,’ Visual Studies 18, no. 2 (2003): 123.
25 id., 22.
26 sheila Jasanof, ‘transparency in Public science,’ Law and Contemporary Problems 
69 (2006): 21, Available at: http://scholarship.law.duke.edu/cgi/viewcontent.
cgi?article=1385&context=lcp (accessed on 5 May 2022).
27 Matthew Weaver and Gethin Chamberlain, ‘sri Lanka declares end to War with tamil 
tigers,’ The Guardian, May 19, 2009.
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a terrorist organisation by the USA and 31 other countries.28 Sri 
Lanka’s High Commissioner in London proclaimed the defeat the 
first victory against terrorism in the modern age.29 Sri Lanka began 
to navigate a complex post-war scenario.

Yet the celebratory narrative was soon fractured. On 25 
August 2009, Channel 4 News in the UK broadcast the leaked 
video that would become the subject of an international dispute. 
Channel 4 acquired this video, approximately one-minute long, 
from Journalists for Democracy in Sri Lanka (JDS), which in turn 
obtained it on the condition of the total anonymity of its source.30 
On 2 December 2010, Channel 4 released a second, longer video of 
approximately five minutes in length, which appeared to contain 
the contents of the first.

The unknown provenance of these videos complicated efforts 
to authenticate them.31 Authenticity here refers to the veracity 
of the scene depicted in an image, rather than the integrity of 
the image itself.32 Without an unbroken chain of custody from an 

28 see, for example, foreign terrorist organizations, Us department of state, Available 
at: http://www.state.gov/j/ct/rls/other/des/123085.htm (accessed on 10 August 2014); eU 
says tamil tigers ‘terrorists,’ BBC News, May 29, 2006, Available at: http://news.bbc.
co.uk/2/hi/south_asia/5028384.stm (accessed on 5 May 2022); ‘indian Court Upholds 
Ltte Ban,’ BBC siNHALA, November 11, 2008, Available at: http://www.bbc.co.uk/sin-
hala/news/story/2008/11/081111_india_ltte.shtml (accessed on 5 May 2022); ‘Proscribed 
terrorist Groups,’ UK Home office, december 13, 2013, Available at: https://www.gov.
uk/government/publications/proscribed-terror-groups-or-organisations--2 (accessed on 
5 May 2022); ‘Listed terrorist entities,’ Public safety Canada, Available at: http://www.
publicsafety.gc.ca/cnt/ntnl-scrt/cntr-trrrsm/lstd-ntts/crrnt-lstd-ntts-eng.aspx (accessed on 
5 May 2022); ‘Ltte is Banned by the sL Govt,’ Ministry of defence, sri Lanka, december 
30, 2010.
29 Jon Lee Anderson, ‘death of the tiger,’ New yorker, January 17, 2011, 41, Available at: 
www.newyorker.com/magazine/2011/01/17/death-of-the-tiger (accessed on 5 May 2022).
30 ‘sri Lanka steps Up death Video Rebuttal,’ Channel 4 News, september 11, 2009, 
Available at: http://www.channel4.com/news/articles/politics/international_politics/sri
%2Blanka%2Bsteps%2Bup%2Bdeath%2Bvideo%2Brebuttal/3340612.html (accessed on 
5 May 2022).
31 it remains difficult to seek to establish the veracity of a video using blind methods 
that do not depend on prior knowledge of the video’s source. investigators may seek 
to conclusively determine whether compression artefacts, such as spatial frequencies 
skewed by quantisation, are consistent or inconsistent with expected values. See, i-Chuan 
Chang et al., ‘A dCt Quantization-Based image Authentication system for digital 
forensics,’ sAdfe ’05: Proceedings of the first int’l Workshop on systematic Approaches 
to digital forensic engineering 223 (2005); see also Babak Mahdian & stanislav saic, 
‘Blind Authentication Using Periodic Properties of interpolation,’ IEEE Transactions on 
Information Forensics and Security 3 (2008): 529.
32 Jef s. spivack, Forensic Video Analysis Report Re: Authenticity of Digital Video/Audio 
Recording of Purported Sri Lanka Executions, in Alston, technical Report, infra note 70 
(hereinafter spivack fVA Report for Alston).
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original and identifiable producer, speculation flourished about the 
circumstances of the video’s creation.

Forensic analysts sought to resolve these speculations by exam-
ining the video files for traces of image manipulation. Digitally 
altered portions of a frame, or a match between a video file and 
the type of light sensor only present in large commercial cameras, 
would discredit the video as a cell phone recording of a historical 
incident. The absence of such manipulation, or a match between 
a video file and the type of light sensor only present in cell phone 
cameras, would support the opposite assumption of authenticity. 
In analyses of both videos, UN investigators found evidence of 
authenticity, while GoSL found evidence of fakery and declined to 
investigate the incidents depicted.33

Subsequent leaks of additional photographs and videos portray-
ing similar scenes from other incidents did not alter the GoSL’s 
stand.34 Meanwhile, the controversy surrounding the initial videos 
continues.35 Accountability for possible war crimes, on the one 
hand, meets, on the other hand, a possible double standard as to 
which nations face such allegations in the first place. At stake is 
the GoSL’s ability to obtain foreign aid, in addition to its legitimacy 
in the eyes of its own population. The opportunity to construct a 
stable peace hangs in the balance.

33 see Us department of state, supra note 34, at 16 (‘the state department is not aware 
of any action by the GsL … establishing an independent investigation into the Channel 
4 videos.’).
34 see Lasanda Kurukulasuriya, ‘Channel 4 Unravelled, Lies Unpacked,’ Sunday Times, 
August 7, 2011, Available at: http://www.sundaytimes.lk/110807/Columns/Lasandak.
html (accessed on 5 May 2022; reporting on a video produced by the GosL in response 
to Channel 4, arguing that allegations of war crimes and media evidence in support 
were manufactured in the West), and sri Lanka Media Watch, Appalling Journalism 
23–24 (2011) (reporting that the videos may have been filmed with a video camera 
rather than a mobile phone, and suggesting that they may depict Ltte cadres 
performing executions while wearing sri Lankan military uniforms and speaking in 
tamil), available at: http://www.engagesrilanka.com/mediawatch.html (accessed on 
5 May 2022).
35 see generally the editorial Board, ‘Holding sri Lanka to Account,’ New York 
Times, february 4, 2014, Available at: http://www.nytimes.com/2014/02/04/opinion/
holding-sri-lanka-to-account.html?_r=0 (accessed on 5 May 2022). see also Permanent 
People’s tribunal, Peoples’ tribunal on sri Lanka,’ 2014) (considering both video 
and photographic forensic evidence, often together with eye witness accounts of 
torture or rape. these accounts put the forensic analysis in a broader perspective of 
similar events in series, which the report concludes to be state-sponsored patterns 
of directed violence.)
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PArt iii: evidenCe of CensorshiP through 
forensiCs: obstACLes to reProduCibiLity 
in the ChAnneL 4 video fvA rePorts36

Obstacles to the reproducibility of experimental tools and methods 
appear in both the GoSL and UN investigative reports. Indeed, 
the dispute began with obfuscation of investigatory methods. On 9 
September 2009, GoSL forensic analysts sent the UN their conclu-
sion that the video was fake but omitted any documentation of the 
investigations behind this finding.37 The UN repeatedly requested 
the full texts of their investigative analyses, but the GoSL did 
not provide them until 2011, two years later.38 Unfortunately, 
procedural obfuscations and barriers to reproducibility only grow 
from here.

incomplete documentation as an obstruction  
to experimental reproducibility
Incomplete documentation regarding evidence preservation casts 
doubt on whether or not all of the investigators actually analysed 
identical copies of the videos. Researchers may employ a crypto-
graphic hash to verify their copy of a digital file. The hash algo-
rithmically generates a number to uniquely identify the content of 
a digital file.39 Anyone who runs this algorithm and produces the 

36 the analysis in this Part is deeply indebted to the expert contributions of dr Rich 
Murphey.
37 special Rapporteur on extrajudicial, summary, or Arbitrary executions, Rep. of the 
Special Rapporteur on Extrajudicial, Summary or Arbitrary Executions, Addendum: 
Communications to and from Governments, U.N. Human Rights Council, 264–269, U.N. 
doc. A/HRC/14/24/Add.1, June 1, 2010, prepared by Philip Alston, Available at: http://
www2.ohchr.org/english/bodies/hrcouncil/docs/14session/A.HRC.14.24.Add1.pdf 
(accessed on 5 May 2022; hereinafter Alston Addendum).
38 eventually, the GosL provided two reports that were submitted to the Commission of 
inquiry on Lessons Learnt and Reconciliation (CiLLR) in 2011. one report was submitted 
to the CiLLR on 13 July 2011. Chathura R. de silva, A Technical Analysis On The Channel 
4 Video Footage, in LLRC Report, supra note 4, at 154 (hereinafter de silva technical 
Analysis). A second report was submitted to the CiLLR on 3 october 2011. e. A. yfantis, 
A Technical Report with Analysis and Measure for the Channel 4 Videos, in LLRC Report, 
supra note 4, at 217 (herinafter yfantis technical Report).
39 see, for example, Vassil Roussev, ‘Hashing and data fingerprinting in digital 
forensics,’ IEEE Security & Privacy 7 (2009): 49, Available at: https://doi.org/10.1109/
MsP.2009.40 (accessed on 5 May 2022); Paul owen & Paula thomas, ‘An Analysis 
of digital forensic examinations: Mobile devices Versus Hard disk drives Utilizing 
ACPo & Nist Guidelines,’ Digital Investigation 8 (2011): 137, Available at: https://doi.
org/10.1016/j.diin.2011.03.002 (accessed on 5 May 2022); scientific Working Group on 
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same numeric identifier can determine that they have an unal-
tered copy of the file.40 Yet none of the UN and GoSL FVA reports 
includes a hash.41

At least one investigator attributed the omission of the hash to 
the anonymity of the original videographer.42 True, a hash under 
these circumstances would not have established preservation of the 
evidence from a first-generation source. Still, the unknown nature 
of the source does not excuse the omission. Rather, the opposite is 
true. Multiple second-generation sources for the videos under 
investigation mean a hash would have been particularly useful. A 
hash would have clarified whether or not all the FVA investiga-
tors were analysing the same video files, which is a prerequisite to 
reproducibility. Absent this foundational piece of information, none 
of the parties can challenge or accept the conclusions of the others. 
Scepticism as to whether all parties analysed the same piece of 
evidence renders any consensus about its authenticity meaningless.

In fact, there are strong reasons to doubt that all of the inves-
tigators actually examined unaltered copies of the videos. In the 
first round of reports on the initial—shorter—video, UN and GoSL 
investigators each described analysing videos of different lengths, 
names and formats, while GoSL investigator Chathura De Silva 
reported difficulty obtaining a copy of the video at all.43 De Silva 

imaging technology, section 13 Best Practices for Maintaining the integrity of digital 
images and digital Video, 2012.
40 see generally, eric thompson, ‘Md5 Collisions and the impact on Computer forensics,’ 
Digital Forensics 2 (2005): 36; see also Vassil Roussev et al., ‘md5bloom: forensic 
filesystem Hashing Revisited,’ Digital Investigation 3 (2006): 82, Available at: https://doi.
org/10.1016/j.diin.2006.06.012 (accessed on 5 May 2022).
41 Both the UN and GosL reports do make an initial assessment of the metadata annota-
tions held in an ‘outer’ container of the video file format, completely separate from the 
‘inner’ containers holding the video and audio streams. While this might appear to be 
a test of integrity, it is not. the reports acknowledge that the outer container metadata 
is easily manipulated without a trace, and thus invalid for the purpose of any conclusive 
interpretation of video data properties, and not a substitute for the hash function. see, 
for example, spivack, fVA Report for Alston, supra note 33, at 9 (‘it is theoretically pos-
sible to alter or delete metadata in a multimedia file, so the metadata contained in the 
file submitted for analysis cannot be considered absolutely conclusive with respect to 
accuracy or containing all possible file attributes.’)
42 Jef spivack, telephonic communication with author Rebecca Wexler, January 2013.
43 in the first round of reports on the initial, shorter video, UN investigator Grant fredericks 
analysed a one-minute-seventeen-second file named ‘massacrevideo.3gp,’ sourced to 
a London Times reporter. fredericks fVA Report for Heyns, supra note 8, at 451. yet, 
Journalists for democracy in sri Lanka (Jds), the earliest known source in the chain 
of custody, provided the authors with a one-minute-seventeen-second video named 
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described the video he eventually analysed as ‘an available stream-
ing media source on the Internet, which had been trans-coded 
several times and lacked most of the forensic features’.44 Had a 
cryptographic hash been used, investigators would have known if 
they were analysing fragments or the whole of the same piece of 
evidence or not, regardless of their source.

A second round of investigations ameliorated some of this 
confusion. This round followed the release of an extended version 
of the video, approximately five minutes in length, which appears 
to contain the contents of the first. Christof Heyns, UN Special 
Rapporteur on Extrajudicial Executions, reports that he distributed 
this video to both UN investigator Jeff Spivack and GoSL.45

However, despite the promising start of a shared source, 
discrepancies still abound. Spivack identifies the video file as 
‘SL1.3GP’ and sources it to Heyns.46 The UN investigator Grant 
Fredericks identifies it by the same name but sources it to Mr Orest 
Nowasad from the Office of the UN High Commissioner for Human 
Rights, rather than to Heyns. He also adds that it is five minutes 
twenty-five seconds in length.47 Two pages later, Fredericks changes 
his length approximation to five minutes twenty-four seconds.48 He 
then establishes that he will re-examine the initial, shorter video, 
which he first identified as one minute seventeen seconds but now 
claims is one minute fourteen-and-a-half seconds.49 De Silva’s 
report matches Fredericks’s first declared length of five minutes 
twenty-five seconds, but identifies the file under investigation as 

‘VideodJ.3GP’. Jds assured the author that this file is ‘exactly the same original file 
received from sri Lanka,’ and maintains that the original video was in 3GP format. Bashana 
Abeywardane, Jds convener, e-mail communication with author Rebecca Wexler, 22 
february 2013. ‘VideodJ.3GP’ is also the name of the file that UN investigator Jef spivack 
examined, sourced to Jds via the UN. spivack, fVA Report for Alston, supra note 33, at 
2. yet, GosL investigator siri Hewawitharana analysed an AVi and Quicktime formatted 
video of slightly over one minute two seconds. Alston Addendum, supra note 38, at 268. 
GosL investigator Chathura de silva analysed a video of one minute twenty-five seconds. 
de silva technical Analysis, supra note 39, at 157.
44 de silva, Technical Analysis, supra note 39, at 157.
45 Heyns Addendum, supra note 8, at 425.
46 spivack fVA supplemental Report for Heyns, supra note 8, at 430.
47 fredericks, fVA Report for Heyns, supra note 8, at 451.
48 id., 453.
49 id.
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‘SL1 Channel 4.3GP.’50 Finally, Evangelos Yfantis, a third GoSL 
investigator, describes analysing two videos obtained from the 
GoSL, one in 3GP format and the second ‘downloaded from an 
internet broadcast site.’51

Once again, the use of a cryptographic hash would have neu-
tralised these discrepancies by establishing continuity of the evi-
dence across sites, time and researchers. Instead, omission of the 
hash serves as a procedural obfuscation that allows inconsistencies 
to multiply in number and consequence. Altogether, these variances 
erode trust both in the competence of the investigations and the 
meaning of their reports.

Spivack and Fredericks further contradict each other on the 
number of frames in each video. Both initially identify the second, 
extended video as containing 2,411 frames.52 Yet Fredericks later 
identifies the last image as ‘Image 2410.’53 Spivack indexes the 
shorter video as ‘Frame 1–542.’54 Fredericks, on the other hand, 
calculates five groups of 100 frames, plus an additional group of 41 
‘images.’ If images and frames are equivalent, which he does not 
clarify, this would mean that Fredericks calculates the shorter 
video to contain only 541 frames. Perhaps Fredericks began his 
index at zero, while Spivack began his at one. While this would 
be a relatively simple explanation, the reader must still hypoth-
esise a solution to the discrepancies. Although for a difference of 
one frame, it may be tempting to discard this as a trivial mistake, 
any concrete discrepancies provide grounds for doubt and dispute 
about the whole.

Doubt about whether the GoSL and UN analysts actually 
examined the same video files pre-empts meaningful consensus 
among scientific experts and degrades the public credibility of 
forensic investigations in general. Weak forensic credibility leaves 

50 de silva, Technical Analysis, supra note 39, at 159–60.
51 id.
52 spivack writes, ‘frame by frame analysis of the 2411 video frames for content was 
conducted using Cognitech Video investigator and elecard streameye.’ spivack fVA 
supplemental Report for Heyns, supra note 8, at 434. fredericks concurs that the 
extended video contains 2411 frames. fredericks, FVA Report for Heyns, supra note 8, 
at 453.
53 fredericks, FVA Report for Heyns, supra note 8, at 470.
54 spivack fVA supplemental Report for Heyns, supra note 8, at 438.
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the publics more likely to ignore or confuse any and all results 
and to turn to alternative sources of authority, such as their own 
personal experience.

Proprietary interests in Conflict with  
experimental reproducibility
Proprietary claims to investigative methods and tools also 
obstructed the reproducibility of the Channel 4 forensic analyses. 
For instance, De Silva introduces his report by declaring, ‘The 
experimental procedures used in this analysis include techniques 
that have been developed … at the University.… These techniques 
or their results may not be deployed … without appropriate 
permission.’55 The implicit suggestion is that some investigators 
may obtain permission, but not all. Those denied would also be 
denied the opportunity to scrutinise the full methodology and data 
behind De Silva’s findings.

Subtler yet problematic, Spivack deploys a proprietary soft-
ware, Cognitech Video Investigator, in his investigation in a 
manner that inhibits external review. Spivack’s reports include 
three significant obstacles to reproducibility: black-boxing technical 
functions, risking procedural artefacts that could obscure rather 
than clarify the evidence and presenting a mediated manipulation 
of evidence instead of the evidence itself. As a result, the authority 
of his report is based in part on the preclusion of counter-scrutiny 
rather than the accountability of scientific peer review.56

First, Spivack offers no explanation of how Cognitech software 
actually operates. He writes of one investigative action, ‘Cognitech 
Video Investigator software was used … apparent velocity estimation 
was calculated and the resulting data applied to a mosaic reconstruc-
tion utility to create a single panoramic still image from the video 
segment.’57 In other words, the Cognitech proprietary software pieced 

55 de silva technical Analysis, supra note 39, at 158.
56 Crime lab forensics may prefer commercial forensic tools because they provide third-
party support for the credibility of methods. yet, preference for such tools also creates 
an incentive for investigators to fit their investigation of the data to the tool, rather than 
the reverse. free/libre/open source forensic tools could help to resolve this issue by 
allowing investigators to customize tools to the specific problem they are investigating.
57 spivack fVA supplemental Report for Heyns, supra note 8, at 433; see also spivack 
fVA Report for Alston, supra note 33, at 4 (describing his use of Cognitech’s proprietary 
software).
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together a series of video frames into one composite still image called 
a mosaic reconstruction. Yet, none of the data produced during the 
intermediary step of ‘apparent velocity estimation’ is included, nor 
is there any reference to a functional definition of the mosaic method 
applied. Absence of such documentation of black box technical func-
tions inhibits external review of the stated interpretation.

Second, vaguely defined manipulation of the original image in 
this manner risks imposing global/non-British variant and distor-
tions on the video. These artefacts may obscure rather than enlighten 
the video’s forensic truth value. To his credit, Spivack warns of this 
risk, writing, ‘As a normal consequence of [the] procedures … visual 
artifacts from the image boundaries are visible, as are variations in 
histogram values that present as differences in lighting and contrast 
in different regions of the images (Picture 1).’58 (De Silva, using a dif-
ferent mosaic reconstruction function with a similar risk of artefacts, 
gives no such warning.59) Had Spivack clarified the method or even 
referenced a specific definition of the method and shown a sample of 
the component images, a reviewer might have been able to observe 
the effects and reason about them. Leaving an explicit trail of each 
step of the manipulation, documented for review, could also reduce 
the peril of mistaking procedural artefacts for relevant evidence. The 
absence of such transparency once again prohibits external scrutiny 
of the investigative procedure.

Third, performing the mosaic manipulation offered no clear 
benefits to Spivack’s analysis, raising questions as to why it was 
done in the first place. Spivack explains that his goal for the pro-
cedure was ‘to produce a still image of the individual previously 
described … as wearing a “clean white shirt”.’ Following production 
of the composite still, he concludes, ‘the white shirt has visible red 
stains.’60 Spivack offers no further data, reasoning or opinions about 
this mosaic manipulation apart from reproducing the resulting 
image (Picture 1).61 In other words, the sole finding he generates is 
that red stains are visible on the white shirt in the image.62

58 spivack fVA supplemental Report for Heyns, supra note 8, at 434.
59 de silva technical Analysis, supra note 39, at 174.
60 spivack fVA supplemental Report for Heyns, supra note 8, at 438.
61 id., 439.
62 id., 438.
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Yet, it was not necessary to perform the proprietary velocity 
estimation and mosaic manipulation to reach that conclusion. 
Fredericks reproduces in his report a single frame of video, unal-
tered, in which the red stains are also readily visible (Picture 2).63 In 
short, the findings presented—red stain visible—are disconnected 
from the means that supposedly achieved them—Cognitech mosaic 
manipulation. Proprietary software manipulations performed with 
neither clear benefit nor functional transparency mask the original 
evidence. Readers are able to reason about Spivack’s mediated 
manipulation of the evidence, but not about the evidence itself.

Spivack offers cause for additional concern when he appro-
priately discloses that he is a beta tester and technical represen-
tative for Cognitech Inc.—the company that produces and sells 
the software he uses to perform these mosaic reconstructions.64 
Professional conflict of interest poses a risk of bias towards apply-
ing this tool without clear benefit and obscuring rather than 
illuminating the evidence.65 Commercial interests may conflict 
with the disclosure of methods and algorithms. In the worst-case 
scenario, then, Spivack’s application of Cognitech mosaic manipu-
lations promotes marketing rather than furthers the analytic 
conclusions of the investigation. Moreover, there is a continuing 
question of conflict of interest in the emergent field of FVA more 
broadly, if forensic software developers accumulate uncontested 
authority.

secrecy as an obstacle to experimental 
reproducibility
The report of GoSL investigator Evangelos Yfantis provides clearer 
evidence of the urgency of conflict of interest protections for FVA 
software developers and the exigency of transparency in investi-
gative methods and technologies. Yfantis wrote his own forensic 
software for the purposes of the Channel 4 investigation. He then 

63 fredericks fVA Report for Heyns, supra note 8, at 460.
64 spivack fVA Report for Alston, supra note 33, at 1.
65 spivack appropriately obtained peer-review of his methodology and conclusions prior 
to publication, yet there are no references to any publication of the methods or algorithms 
applied. further, one of the two reviewers was also an employee of Cognitech, inc. and 
therefore may also have exhibited a conflict of interest. spivack fVA supplemental Report 
for Heyns, supra note 8, at 443.
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deployed it with far less transparency of function and purpose than 
Spivack did with the Cognitech mosaic reconstructions.

For example, Yfantis developed a test to compare images of 
blood in the Channel 4 videos with representations of blood in a 
reference pool of images of known violent crime scenes. First, he 
obtained the set of reference images from the Metropolitan Police 
Department in the USA.66 Then, he employed ‘self-developed in-
house computer software’ to extract the red, green and blue planes 
from a digital image.67 Next, he measured the histogram of the red 
video plane, a graph of the frequency of red brightness values. The 
histogram shows peaks that identify the pixel brightness values 
that occur most often in the plane.68 Finally, he used ‘mathemati-
cal computations,’ which he does not describe, to contrast the red 
histogram values of blood scenes in the two leaked videos with the 
red histogram values of blood scenes in a series of reference crime 
scene photos and video images. Finding a significant difference, 
Yfantis deduces that the blood depicted in the Channel 4 videos 
‘is not real blood.’ In other words, the difference in red histogram 
values between the leaked videos and his reference images leads 
him to conclude that the Channel 4 videos depict living persons 
wearing fake blood.69

Picture 1: ‘Frame 804–816 Apparent Velocity Estimation 
Calculated Mosaic Reconstruction’ (Spivack). The black rect-
angles along the top of the image are examples of image boundary 
artefacts.70,71

Picture 2: Fredericks reproduces a single frame in his report, 
in which the red stain on the white shirt is clearly visible.72,73

66 yfantis technical Report, supra note 39, at 300.
67 id., 224.
68 see generally James Hafner, ‘efficient Color Histogram indexing for Quadratic form 
distance functions,’ IEEE Transactions on Pattern Analysis & Machine Intelligence 17 
(1995): 729.
69 yfantis technical Report, supra note 39, at 219.
70 Supra note 62.
71 https://documents.aucegypt.edu/docs/Business/Global%20Censorship%20and%20
Access%20to%20Knowledge%20shifting%20Modes%2C%20Persisting%20Paradigms.
pdf, see page 98.
72 Supra note 64.
73 https://documents.aucegypt.edu/docs/Business/Global%20Censorship%20and%20
Access%20to%20Knowledge%20shifting%20Modes%2C%20Persisting%20Paradigms.
pdf, see page 98.
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The investigative methods and technologies that Yfantis cre-
ated and deployed lack even the most basic transparency neces-
sary for external evaluation or experimental replication. Yfantis 
provides no information about the selection mechanism either for 
the pool of reference images or for the individual frames of video 
analysed. He provides no reporting of error measurement for his 
self-developed software. The report fails to state the controls of 
the experimental measurement and the observed measurement 
error under those controls.74 In other words, readers have no way 
of knowing whether the measurement does in fact discriminate 
between real and blood substitutes or whether the software just 
reports measurement noise. Without this information, there is 
little to no opportunity for third parties to evaluate the accuracy 
of his techniques.

Unfortunately, the Channel 4 FVA dispute has failed to 
promote agreement among parties and has instead become yet 
another obstacle to reconciliation in post-war Sri Lanka. The lack 
of disclosed methods and analytic gaps between evidence and con-
clusions in the FVA reports may have contributed to this outcome. 
That the problem of concealed methods appears in both the UN 
and GoSL FVA reports demonstrates a systematic weakness in the 
investigatory paradigm. Presentation of an experimental finding 
without explaining the mechanism by which it was achieved forces 
the audience into trusting blindly. Concealing investigative meth-
ods and restricting access to investigative technologies prevents 
others from challenging the accuracy of the results. It precludes 
reproducibility and thus pre-emptively censors reasoned critique.

PArt iv: ConCLusions
Digital video resists censorship in certain respects because it largely 
defies containment. In the case at hand, the Channel 4 video has 
been widely duplicated and broadly accessed. Yet when the stand-
ards to authenticate it are concealed, publics are unable to know 
whether such determinations of authenticity are incompetent.

Commitment to designing and adopting open FVA tools and 
methods will best enable experts to contest and publics to credit 

74 id.
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online video speech. Forensic experts should disclose a reproduc-
ible basis for each opinion. Forensic tool vendors should provide, 
at a minimum, a sound scientific basis for the interpretation of 
results. Finally, courts should have the ability to compel disclo-
sure of investigative methods. Forensic methods of reducing video 
data to measurements, the application of these measurements to 
a given case and steps leading to conclusive opinions should all be 
open to scrutiny.

Open investigative methods would facilitate a minimum level 
of peer-review that could help to unmask subtle defects in experi-
ments, provide courts with newly efficient economies of scale, and 
further democratic legitimacy by reducing pre-emptive censorship 
of reasoned critique and facilitating public debate. The development 
of such a model of best practices would strengthen FVA standards 
more broadly and enhance the ability of this emergent discipline 
to facilitate consensus.

In a dispute of any consequence, parties deserve the oppor-
tunity to question the methods behind expert testimony against 
them. In a public dispute touching on post-war stability, as does the 
video authentication struggle in Sri Lanka, the risk of censorship 
through meaning-manipulation becomes greater and the need for 
open methods more urgent.



260 ACts of MediA

editor
Siddharth Narrain is a lawyer and legal scholar working in the 
field of public law and socio-legal studies. He is a Scientia PhD 
Candidate, Faculty of Law & Justice, University of New South 
Wales (UNSW, Sydney, Australia). He has previously worked as an 
assistant lecturer (Visiting) at the School of Law, Governance and 
Citizenship (SLGC), Ambedkar University Delhi (2018–2019); as a 
research associate with the Sarai Programme, Centre for the Study 
of Developing Societies (CSDS), Delhi (2015–2017); as a lawyer and 
legal researcher with the Alternative Law Forum (ALF), Bangalore 
(2006–2013); as a principal correspondent with The Hindu news-
paper’s Delhi Bureau (2005–2006) and as a reporter with Frontline 
Magazine (2003–2004). He has a bachelor’s degree in law (BA LLB 
Hons) from the National Law School of India University (NLSIU), 
Bangalore; a post-graduate diploma in print journalism from 
the Asian College of Journalism (ACJ), Chennai, and a master’s 
degree in law (LLM) from Harvard Law School. He is a recipient 
of the Fulbright-Nehru Master’s Fellowships in 2012. Narrain has 
co-edited (with Mayur Suresh) The Shifting Scales of Justice: The 
Supreme Court in Neo-liberal India (2014). 

Contributors
Chinmayi Arun is the Executive Director of the Information 
Society Project and a Research Scholar at Yale Law School. Her 
research focuses on platform governance, social media, algorith-
mic decision-making, the data economy and privacy, within the 
larger universe of questions raised by law’s relationship with the 
information society. She is interested in how these questions affect 

About the editor And 
Contributors



261About the editor and Contributors

marginalized populations, especially in the Majority World. She was 
Assistant Professor of Law at two of the most highly regarded law 
schools in India. During that time, she also founded and led the 
Centre for Communication Governance at National Law University 
Delhi. Arun has served as a Human Rights Officer (temporary 
appointment) at the United Nations, where she worked on ques-
tions of privacy, online speech and artificial intelligence, as well 
as on advisory committees of international bodies like UNESCO 
and UN Global Pulse.

Bishakha Datta works on gender and sexuality in digital spaces, 
runs the non-profit Point of View in Mumbai, writes, is a non-fiction 
film-maker and part of the Wikipedia family. She explores marginal, 
invisible and silenced points of view or those considered illegitimate 
in all her work. Her documentaries include In the Flesh, a film on the 
lives of three sex workers, and Taza Khabar, about a unique women-
run rural newspaper. She has edited two anthologies, one about 
rural women in politics and the other about gender-based violence. 
Datta is also a co-founder of Deep Dives, an award-winning online 
publication that publishes long-form narratives.

Shohini Ghosh is Sajjad Zaheer Professor at the A. J. K. Mass 
Communication Centre, Jamia Millia Islamia, New Delhi. She is the 
author of Fire: A Queer Film Classic ([2010]2011) and the director 
of Tales of the Night Fairies (2002), a documentary about the sex 
workers’ rights movement in Kolkata. Ghosh has been a visiting 
scholar at the Department of Communication at Cornell University; 
a globalisation MacArthur fellow at the University of Chicago; and 
a fellow at the Gender, Sexuality and Law Research Group at Keele 
University. She writes on contemporary media, speech and censor-
ship, popular cinema, visual cultures, documentary, stardom and 
issues of gender and sexuality.

Apar Gupta is a lawyer and the Executive Director of the Internet 
Freedom Foundation (IFF). IFF is an Indian digital liberties organi-
sation that seeks to ensure that technology respects fundamental 
rights. Gupta completed his post-graduate studies at the Columbia 
University School of Law and has practised for more than a decade. 



262 ACts of MediA

After graduation, he worked as a commercial litigator in top law 
firms such as Karanjawala & Co. and was a partner at Advani & 
Co. Since 2015, he has been working extensively on public interest 
issues, which include strategic litigation and the organisation of 
campaigns and collectives. In the courts, Gupta’s work as a lawyer 
includes key digital rights cases on privacy and censorship. He 
served as counsel in key constitutional challenges to Section 66A of 
the Information Technology Act, the right to privacy and Aadhaar 
cases, and the Kashmir Internet shutdown case, representing public 
interest litigants. In 2020, he was inducted as an Ashoka Fellow 
for his work at IFF.

Veena Hariharan is an Associate Professor of Cinema Studies at 
the School of Arts and Aesthetics at Jawaharlal Nehru University, 
New Delhi. Her essays and articles on documentary, non-fiction 
and ecocinema have appeared in anthologies and journals. Her 
publications include ‘Inner-City Symphonies’ in Alternative 
Projections: Avant-Garde Film in Los Angeles, 1940–1980, edited 
by David E. James (2015); ‘Representations of Violence in the 
First-Person Documentary: Archival Footage and Documentary 
Consciousness,’ Studies in South Asian Film & Media 6, no. 1: 
45–59, 2014. Her recent work is on animals on film, “The Shikar 
Film and Photograph: Hunting in Colonial India”. In Blackwell 
Companion to Indian Film (2022), edited by Neepa Majumdar and 
Ranjani Mazumdar.

Sanjana Hattotuwa is a Research Fellow at The Disinformation 
Project, based in New Zealand, and a Special Advisor at the 
ICT4Peace Foundation, based in Switzerland. He did his doctoral 
research on the intersection of social media, political communica-
tion, propaganda and information disorders in Sri Lanka, as well 
as how New Zealand’s Christchurch massacre in March 2019 was 
represented on Twitter. Specialising in and advising on social 
media communications strategy, digital security for journalists and 
human rights defenders, social media activism, online advocacy 
and grounded, mixed-methods social media research, Hattotuwa’s 
experience in studying, negotiating and developing policies against 
information disorders spans two decades, and work in South Asia, 
South East Asia, North Africa, the United States, Europe and the 



263About the editor and Contributors

Balkans. He founded in 2006 and till June 2020 curated the award-
winning Groundviews, Sri Lanka’s first civic media website. He 
regularly gives input to leading social media companies on how they 
can strengthen platform integrity, better identify inauthentic behav-
iours, malevolent constellations and prevent the abuse of products.

Jinee Lokaneeta is a Professor of political science and inter-
national relations at Drew University, New Jersey. Her areas 
of interest include law and violence, critical political and legal 
theory, human rights and interdisciplinary legal studies. She is the 
author of The Truth Machines: Policing, Violence, and Scientific 
Interrogations in India (2020) and Transnational Torture: Law, 
Violence, and State Power in the United States and India ([2011] 
2012) and the co-editor with Nivedita Menon and Sadhna Arya of 
Feminist Politics: Struggles and Issues (2001). 

Silpa Mukherjee is a doctoral candidate in Film and Media 
Studies at the University of Pittsburgh. She researches the 1980s 
Bombay film culture, where cinema is inseparable from the city’s 
mafia network and a battery of intensely urban lifestyle events, 
such as disco, horse racing, gambling, cricket and global travel, 
all built on the backbone of smuggling. Her work has appeared in 
BioScope: South Asian Screen Studies, The Soundtrack, Studies 
in South Asian Film and Media, Critical Collective and several 
edited volumes. Mukherjee also serves as the Assistant Editor of the 
Journal of Cinema and Media Studies (formerly Cinema Journal).

Pallavi Paul works as a contemporary artist and is a film scholar. 
Her practice interrogates how the idea of ‘truth’ is produced and 
argued in public life. Paul is particularly interested in the tension 
between the document and its aesthetic utterance, the documen-
tary. She has received her PhD in film studies from the School of 
Arts and Aesthetics, Jawaharlal Nehru University, New Delhi. 
Her work has been exhibited in venues including Tate Modern, 
London (2013); AV Festival, New Castle (2018, 2016), Beirut Art 
Centre, Lebanon (2018); Savvy Contemporary, Berlin (2019), 
Contour Biennale, Mechelen (2017), New Alphabet School, Haus 
der Kulturen der Welt (2020), and the Rubin Museum, New York 
(2019). She currently lives and works in New Delhi.



264 ACts of MediA

Ishita Tiwary is an Assistant Professor and Canada Research Chair 
at the Mel Hoppenheim School of Cinema, Concordia University, 
Montreal. Her research lies at the intersection of video cultures, 
media infrastructures and migration practices in South Asia.

Rebecca Wexler is an Assistant Professor of Law at the University 
of California, Berkeley, School of Law, where she teaches, researches 
and writes on issues concerning data, technology and criminal jus-
tice. Her work has focused on evidence law, criminal procedure and 
privacy and intellectual property protections surrounding new data-
driven criminal justice technologies. She is also a Faculty Co-Director 
of the Berkeley Center for Law and Technology.

Roshini Wickremesinhe works as a Consultant in human rights 
law and public justice. She is a Lawyer with a bachelor’s degree in 
law and a master’s degree in human rights from the University of 
Colombo. Wickremesinhe has 20 years of experience in advocacy 
for human rights and religious freedom, locally and internation-
ally. Roshini is a trainer, researcher and writer on human rights 
issues, including religious freedom and hate speech. She has 
worked as director of advocacy and law at the National Christian 
Evangelical Alliance of Sri Lanka; as programme manager of peace-
building, access to justice and human rights at the United Nations 
Development Programme; as senior researcher at the Centre for 
Policy Alternatives and as senior legal consultant to the Office on 
Missing Persons. Wickremesinhe is also an occasional writer of 
fiction and a fan of music, theatre and books.



265index

index

acta, defined, 27
act of piracy, 39
Advani, L. K., 233
affordance, 110
algorithmic anxiety, 54, 57, 

76–77
All India Film Producers 

Council, 41
amateur digital culture, 57, 

67–70
amateur fans, 57, 70
Ambani, Mukesh, 11
anonymous videos, 238–239
anti-colonial political and 

cultural movements, in India, 
2

anti-social behaviours, 74–75
Anti Video Piracy Organization, 

47

Baba Ramdev, 233
Banjade, Hemraj, 20, 168
Bharatiya Janata Party, 17, 25
Black Friday trial, 25–26
Bollywood cinema, 53
bondage and discipline, 

dominance and submission, 
sadism and masochism 
(BDSM), 93

bootleggers, 69
Bora, Sheena, 170

caste-based reservation policy of 
Tamil Nadu government, 9

censors, 35
communication intermediaries 

role as, 242–243
censorship

de facto, 243
by FVA, 244–247
material, 241
obstacles to reproducibility 

of scientific experiments, 
243–245

procedural, 239
through communications 

intermediaries, 242–243
of video, 35–36

Central Board of Film 
Certification, 41, 52

Chidambaram, P., 228
child porn, 84, 209, 234
Chopra, Sherlyn, 66
Cinematograph Act, 1952, 42–49
clip culture, 53, 76
Cohen, Julie, 18–19
Constitution of India

abrogation of Article 370, 16
Article 19(1)(a) of, 4

contemporary media in South 
Asia, 28

criminalisation, 127, 136
Cross Roads publication of 

Communist Party of India, 4
cyber crimes, 234

Delhi Public School (DPS) MMS 
scandal, 10, 14, 87, 100



266 ACts of MediA

democratic society, 167
digital objects role in forensic 

investigation
as evidence to trace authority, 

226–235
performing video, 219–222

electronic records, defined, 223
ethnic violence(s), 107–107

fan-user generated digital 
content, 70–75

Federation for Action Against 
Copyright Thieves, 47

Film Federation of India, 41, 47
films

Bahu Ki Awaaz, 48
Drishyam, 36
Ek Chhoti Si Love Story, 64
Guru, 65
Rahasya, 172, 182
Shingora, 36
Talvar, 20–21, 168, 177, 182, 

187, 194–199, 203
Yudh, 48

forensic objects, 21–22
forensic expert role in 

producing evidence, 222–226
performing video, 219–222

forensic turn, 19–20
forensic video analysis (FVA), 

238–247
Foucault, Michel, 83
friendship photography, 85–86, 91

Gandhi, Indira, 126
imposed national Emergency 

in 1975–1977, 5, 37
Gandhi, Maneka, 233
Gandhi, Varun, 233
Geelani, S. A. R., 183–185, 203
Goodrich, Peter, 19
Goswami, Arnab, 25
Gulzar, Meghna, 168–169, 172, 

179, 194

hate speech and content, 15, 
17–18, 105
legal regulation of, 110–112

honour killing, 171
hullabaloo in guava orchard, 

80–82, 88
Husain, M. F., 8

iatrogenics process, 2
Indian Telegraph Act, 16
Information Technology (IT) Act 

of 2000, 10, 14, 87, 99, 101, 
110–111, 113, 223, 225, 231, 
233, 235infrastructures of law 
and media, 11–19

Internet in India
freedom of, 98–106
origin of, 9–10
regularisation of, 9–10
shutdowns in Kashmir, 16
virality of, 14

item number in Bollywood 
cinema, 53–54
money-spinners in film 

business, 75–76
moral anxieties around, 13–14
proto, 54

Janata government, white paper 
on misuse of mass media, 5–6

Joshi, Bijal, 170
journal/magazine

Filmfare Magazine, 36
Indian Police Journal, 227, 234
Lehren, 35
Media Memory, 45
Playboy, 66
Trade Guide, 46

judicial proceeding, 167
juicy sex scandals, 87–90

Katara, Nitish, 170
Kaur, Raminder, 8
Keenan, Thomas, 19–21
Koirala, Manisha, 64



267index

Lall, Jessica, 170, 186, 203–204
legal standards, development 

of, 26
Leone, Sunny, 55–57, 60–62, 72
liberal legalism, 167
living of life, 85
lynchings in India, 124

of Bangladeshi migrants, 126
as fake news,126
Indian government measures 

to curb WhatsApp messages, 
128–135

WhatsApp messages role in 
spreading rumours, 126, 
135–137

Mattoo, Priyadarshini, 170
Mazzarella, William, 8, 26
media carnival, 170
media in India

Open Sky Policy, 52
proliferation of, 52
trials by, 183–186

mediated streaming, 75
Modi, Narendra, 233
moral panic, defined, 39

narco-analysis (or truth serums), 
199–203

Nehru, Jawaharlal
crackdown on left-wing 

rebellion in Telangana, 3–4
initiated Constitution (First 

Amendment) Act, 1951, 3
neo-censorship, in cinema music 

licensing
Baby Doll song from Ragini 

MMS 2, 55–57, 59–62, 68
news media, 21, 125
Noida double murder (Aarushi-

Hemraj double murder) case of 
2008, 168
and anger among citizens, 

203–206
contextualising, 186–187

forensic turn, 172–179
Talwars (Aarushi, Nupur, 

Rajesh) 168
and trial by media, 169–172, 

203–206
unpacking, 187–88
verdict on, 182, 184, 186–187, 

189, 194
Northeast exodus in 2012, 15, 

111–114, 117–118
Northeast Solidarity Forum, 109

online intermediaries, 10, 
100–101, 104, 243

Organiser publication of 
Rashtriya Swayamsevak 
Sangh, 4

over-the-top (OTT) platforms, 
114–115, 117–118

Palghar incident, 112–113
Partition, 3–4
photographing war in Iraq, 

84–87
post-Emergency political phase, 

in India, 7
post-independence period in 

India, concerns of, 2
press in colonial India, 1
private television channels, 54
profitable provocation, 8
public interest litigations (PILs), 

6–7, 115, 171

Rajput, Sushant Singh, 25
Rangeela Rasool controversy, 2
rape, 73, 152

Delhi rape in 2012, 
mobilisation against, 183

in porn, 93
videos, 14, 90–92

Rashomon-style approach, 
Ratnam, Mani, 65
Rohingyas Muslims in Myanmar

mass violence against, 17



268 ACts of MediA

tensions between Buddhists 
and, 107

rumours, 20, 75, 114–115
incites communal violence 

and role of information 
technology, 122–123, 125

over WhatsApp, 122–123
relationship to violence, 122

Sathe, Vasant, 37
sext, 83
sexting

consensual, 84
crime in USA, 84
defined, 83
non-consensual, 84

sexual expression, 14, 82
consensual, 95
technology-enabled form of, 

83, 92
sexual images, 83, 89, 92
sexualised body, 54–55
sexual rights, 93
sexual selfie, 83
sexual subject, 83
#ShameTheRapists campaign in 

2015, 93
Sharma, Anushka, 70
Sherawat, Mallika, 64–65
Shiv Sena, 25
shutdown of public functions, 98
Singh, Rajnath, 233
Sirisena, Maithripala, 144
social media platforms

4Shared, 67
Facebook, 17–18, 67, 72, 

98–100 104, 107, 111, 123, 
127–128, 141–142

Imgur, 67
Metacafe, 67
Twitter, 16–17, 67, 72–73, 99, 

104, 127, 141
WhatsApp, 15–16, 18, 25, 

80–81, 90, 108
YouTube, 14, 53, 55, 57–60, 

75–77, 91, 107

Sri Lanka, 141, 143
censorship evidence through 

forensics and obstacles in 
reproducing video, 248–254

challenges in combating online 
hate speech, 147–150

dispute over video on judicial 
killings, 247–249

hate speech on social media, 
142–143

law vs freedom of expression, 
154–156

Liberation Tigers of Tamil 
Eelam, 23, 144, 247–248

online hate speech against 
minorities, 17–18

online hate speech and 
physical violence, link 
between, 146–147

political change, hate speech 
impact on, 153–154

recommendations to counter 
violent extremism and hate 
speech online, 156–161

social media, evolution of, 142
social media hate speech on 

society, impact of, 147–150
targets and producers of hate 

speech, 143–146
video on extra-judicial killings 

by army, 22–23
state-owned media

All India Radio, 2
Doordarshan, 2, 37–38
Films Divison, 2–3
national broadcaster, 2

Supreme Court of India
Amar Singh v. Union of India 

& Ors, 229
Anvar v. P. K. Basheer & Ors, 

230
Cricket Association of Bengal 

case, 7–8
Jabalpur (Habeus Corpus) 

case, 5
K. A. Abbas case, 12, 26



269index

public interest, 7–8
Ratan Tata v. Union of India, 

229
Secretary, Ministry 

of Information and 
Broadcasting, Government 
of India v. Cricket 
Association of Bengal, 103

Shreya Singhal case, 10–11, 
99, 101–103, 105–106

struck down Section 66A of 
Information Technology Act, 
14–15

use of PIL, 6
Suresh, Mayur, 12
Swaraj, Sushma, 233

teens desire for privacy, 86
Telecom Regulatory Authority of 

India, 8
telegraphs, 1
television rating points (TRPs), 

168, 170–171
televisions (TVs) in India

growth of, 38
increase in TV sets, 38

Thackeray, Bal Keshav, 98, 
114–115

trolling on microblogging 
platforms, 74–75

T-Series, 53, 55, 57

video cassette recorder (VCR), 
37–38, 47

video in India
and Copyright Amendment, 

45–49
economic ecology of, 37–40
emergence of, 12–13, 37
legal ecology of, 40–45
moral ecology of, 37–40

video-on-demand (VOD) 
platforms
Amazon Prime Video, 50
Fox and Walt Disney, 50
Netflix, 50, 82

videotape amateurs, 69
violence incitement in India

legal regulation of, 110–114
platforms for, 114–116

Web 2.0 programme, 53–55, 57, 
60–61, 67, 69–70, 72, 75

Weizman, Eyal, 19–21
Wickremesinghe, Ranil,  

144–146, 154










